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Preface

This volume is dedicated largely to the performance-oriented design of modern
computer networks, both wired and wireless. It is the consequence of the Tutorial
Session which was held on 12th October 2003, preceeding the IEEE Computer
Society’s Symposium on Modeling, Analysis and Simulation of Computer and
Telecommunication Systems, held in Orlando, Florida. In addition to the core
tutorial presentations, which covered both advances in network quality of service
(QoS) and in performance evaluation methodology, we felt that it would be
useful to assemble a volume in the Lecture Notes in Computer Science series
which would also include specific application areas of performance modeling and
measurements. Thus the current volume includes three parts:

— a first part that specifically addresses performance and QoS of modern wired
and wireless networks;

— a second one that discusses current advances in performance modeling and
simulation; and

— a final part that addresses other specific applications of these methodologies.

The network-oriented portion of the volume itself comprises three complemen-
tary topics:

— a first group of chapters deals with novel designs and new issues related to
broad-based network performance and QoS, without limitations concerning
the connection technologies that are being used;

— a second group addresses the wireless context; and

— a final grouping of contributions considers the topic of wireless ad hoc net-
works more specifically.

The part of the volume dealing with methodologies discusses the software spe-
cification of models, the use of certain formalisms such as Petri nets, and some
recent advances in simulation. Finally, the third part of the volume discusses
other performance applications related to scheduling and to specific architectu-
res.

The first paper in the part on general networking issues provides a useful sur-
vey of Content Delivery Networks which is of great current interest. The second
paper also addresses a question of major importance concerning the modeling of
computer virus propagation. Electronic mail still remains central to the role of
networks, and the performance of mail systems is addressed in a third paper. The
research represented in these three contributions was supported via the national
Italian research project FIRB-PERF on computer and network performance.
These papers are followed by a novel packet network protocol design, the Co-
gnitive Packet Network (CPN), which provides QoS-driven routing in wired and
wireless networks; this paper also gives detailed measurement results concerning
user performance and QoS obtained in an experimental CPN testbed. Issues of
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VI Preface

network reliability and path restoration in mesh networks are discussed in the
fifth paper.

The integration of wireless and wired networks and the use of novel wireless
systems as they become available is discussed first in a contribution on the
wireless internet and then also in a contribution on the performance of systems
that exploit 2.5/3G wireless. The role of the IP protocol in the wireless context
is also examined in a separate paper.

Ad hoc wireless networks are discussed in a set of three papers, the first of
which examines the role of peer-to-peer computing in this context, followed by
another contribution that studies the role of multipath routing. A review of ad
hoc wireless algorithm designs is presented in the third paper covering this area.

The section on performance evaluation methodologies begins with a paper on
performance management which discusses certain general issues related to QoS
in systems. The combination of UML and Petri nets is discussed in a second
paper, while a novel extension to the performance evaluation tool PEPA so as to
include the possibility of evaluating computer networks is discussed in the third
paper of this group. A contribution on the use of simulation within a visually
“true” augmented reality environment completes the set of methodologically
oriented papers.

This volume closes with two papers on significant scheduling problems, the
first in the area of distributed systems, and the second on mass memories and
disk arrays.

We believe that this volume constitutes a very useful tool for both the prac-
titioner and the researcher. To the practitioner we offer a set of comprehensive
pointers to performance and QoS issues and we feel that the didactic style and
the numerous references provided in each paper can be of great use in under-
standing how the field can help solve practical problems. For the researcher, we
have consciously selected a set of contributions not only for their research value
but also for their novelty and use in identifying areas of active research where
much further work can be done.

February 2004 Maria Carla Calzarossa
Erol Gelenbe
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A Walk through Content Delivery Networks

Novella Bartolini'*, Emiliano Casalicchio?, and Salvatore Tucci?

! Universita di Roma ”La Sapienza”, Via Salaria 113 - 00198 Roma, Italy,
novella@dsi.uniromal.it
2 Universitd di Roma ”Tor Vergata”, Via del Politecnico, 1 - 00133 Roma, Italy,
casalicchio@ing.uniroma2.it, tucci@uniroma2.it

Abstract. Content Delivery Networks (CDN) aim at overcoming the
inherent limitations of the Internet. The main concept at the basis of
this technology is the delivery at edge points of the network, in proximity
to the request areas, to improve the user’s perceived performance while
limiting the costs. This paper focuses on the main research areas in the
field of CDN, pointing out the motivations, and analyzing the existing
strategies for replica placement and management, server measurement,
best fit replica selection and request redirection.

1 Introduction

The commercial success of the Internet and e-services, together with the ex-
ploding use of complex media content online has paved the way for the birth
and growing interest in Content Delivery Networks (CDN). Internet traffic often
encounters performance difficulties characteristic of a non dedicated, best ef-
fort environment. The user’s urgent request for guarantees on quality of service
have brought about the need to study and develop new network architectures
and technologies to improve the user’s perceived performance while limiting the
costs paid by providers. Many solutions have been proposed to alleviate the
bottleneck problems and the most promising are based on the awareness of the
content that has to be delivered. The traditional ”content-blind” network infra-
structures are not sufficient to ensure quality of service to all users in a dynamic
and ever increasing traffic situation. New protocols and integrated solutions must
be in place both on the network and on the server side to distribute, locate and
download contents through the Internet.

The enhancement of computer networks by means of a content aware overlay
creates the new architectural paradigm of the CDN. Today’s CDN act upon the
traditional network protocol stack at various levels, relying on dynamic and pro-
active content caching and on automatic application deployment and migration
at the edge of the network, in proximity to the final users. Content replicas in a
CDN are geographically distributed, to enable fast and reliable delivery to any
end-user location: through CDN services, up-to-date content, can be retrieved
by end-users locally rather than remotely.

* The work of Novella Bartolini has been funded by the WEB-MINDS project sup-
ported by the Italian MIUR under the FIRB program

M.C. Calzarossa and E. Gelenbe (Eds.): MASCOTS 2003, LNCS 2965, pp. 1-25] 2004.
© Springer-Verlag Berlin Heidelberg 2004
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CDNs were born to distribute heavily requested contents from popular web
servers, most of all image files. Nowadays, a CDN supports the delivery of any
type of dynamic content, including various forms of interactive media streaming.
CDN providers are companies devoted to hosting in their servers the content of
third-party content providers, to mirroring or replicating such contents on several
servers spread over the world, and to transparently redirecting the customers
requests to the ‘best replica’ (e.g. the closest replica, or the one from which
the customer would access content at the lowest latency). Designing a complete
solution for CDN therefore requires addressing a number of technical issues:
which kind of content should be hosted (if any) at a given CDN server (replica
placement), how the content must be kept updated, which is the ‘best replica’ for
a given customer, which mechanisms must be in place to transparently redirect
the user to such replica. A proper placement of replica servers shortens the path
from servers to clients thus lowering the risk of encountering bottlenecks in the
non-dedicated environment of the Internet. A request redirection mechanism
is provided at the access routers level to ensure that the best suited replica
is selected to answer any given request of possibly different types of services
with different quality of service agreements. The CDN architecture also relies
on a measurement activity that is performed by cooperative access routers to
evaluate the traffic conditions and the computational capacity and availability
of each replica capable of serving the given request. Successfully implemented,
a CDN can accelerate end user access to content, reduce network traffic, and
reduce content provider hardware requirements.

This paper explores architectures, technologies and research issues in con-
tent delivery networks [53]. In section 2l we describe the core features of a CDN,
discussing the motivations and how content delivery can alleviate internet perfor-
mance problems. In section Bl we examine types of content and services that can
beneficiate from content delivery techniques. Section [l describes the architecture
and working principles of a CDN. A detailed discussion on replica placement and
management is provided in section Bl Section [l introduces the problem of how
measures can be taken to select the replica that can better fulfil an incoming
request, while request redirection mechanisms are described and compared in
section [7l Section [§] concludes the paper.

Let us point out that this paper is related to other papers contained in this
volume. Issues related to QoS are discussed in several papers in this volume, in-
cluding [§] [31] [42], while content delivery is related to peer-to-peer networking
which is discussed in [39]. Content is often of multimedia nature, such as aug-
mented reality [30] which will have high bandwidth and significant QoS needs,
and the type of tools described in [32] can contribute simpler evaluation tools
which are applicable to the systems we discuss.

2 Motivations for Content Delivery

Internet users commonly get frustrated by low performances and may decide to
abandon a web site or to disconnect a multimedia session when experiencing
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performance difficulties, causing revenue to be lost. Though centralized models
are still in place in the Internet today, these architectures are poor in terms of
adaptivity and scalability.

If a provider establishes a content server in a single physical location from
which it disseminates data, services, and information to all its users, the single
server is likely to become overloaded and its links can easily be saturated. The
speed at which users can access the site could become unpredictably higher than
the maximum request rate the server and its links can tolerate. Since it is im-
possible, with this approach, to adapt to the exponential growth of the Internet
traffic, the centralized model of content serving is inherently unscalable, incapa-
ble of adaptivity and produces performance losses when traffic bursts occur.
Though this leads to the conclusion that a certain amount of servers must be
adopted, a cluster of servers (also known as server farm, that is a multi-server
localized architecture, is not necessarily a solution yet.

The server computational and link capacity is only the first source of per-
formance difficulties that may be encountered while downloading content over
the Internet. There are many other possible congestion causes that may lead to
unacceptable user perceived quality. The non dedicated, best effort nature of the
Internet is the inborn limit to the possibility of having any sort of performance
guarantee while delivering content over it.

The Internet is a network of heterogeneous networks composed of thousands
of different autonomous systems ranging from large backbone providers to small
local ISPs. The autonomous systems connect to each other creating the glo-
bal Internet. The communication between two networks is achieved through the
connection of border routers in a peering session. Two peer routers periodi-
cally exchange routing information and forward the received packets to carry
each packet to its correct destination. This structure of the Internet as an inter-
connection of individual networks is the key to its scalability but is not sufficient
to guarantee that a quickly growing number of users, services and traffic do
not create bottlenecks that, if left unaddressed, can slow down performance.
Bottlenecks may occur at many points in the core Internet and most of all in
correspondence to peering points and backbones.

The network capacity is determined by the capacity of its cables and routers
and although cable capacity is not an issue, the strongest limit to the backbone
capacity comes from the packet-forwarding hardware and software of the rou-
ters. Once a peering point has been installed, traffic may have grown beyond
expectations, resulting in a saturated link, typically because a network provider
purchases just enough capacity to handle current traffic levels, to maximize the
link utilization. The practice of running links at full capacity is one of the major
causes of traffic bottlenecks showing very high utilization but also high rates
of packet loss and high latency. Further the capacity of long backbones cannot
always be adapted to the sudden and fast increases of the Internet traffic.
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2.1 Move the Content to the Edges: An Approach to Improve the
Internet Performance

The current centralized or partially distributed model of Internet content distri-
bution requires that all user requests and responses travel several subnetworks
and, therefore, traverse many possibly congested links. The first solution adopted
to distribute the content trough the Internet consisted in mirroring. This techni-
que statically replicates the web content in many locations across the Internet.
Users manually select, from a list of servers, the best suited replica. The replica
selection mechanism was automated and became transparent to the end-users
with the introduction of the distributed web server systems [11][10].

With the introduction of proxy caching techniques to disseminate the con-
tent across the Internet, the bottlenecks at the server level and at the peering
points were considerably reduced, though not ensuring a complete controllabi-
lity of those systems by the content provider due to the absence of an intelligent
and automated layer to perform server measures and request redirection. Proxy
caching is only a semi-transparent mechanisms: the users, aware of the presence
of a proxy server in their network, can/must configure their browser to use it,
while the ISPs transparently manage their proxy caches. Large ISP proxy caches
may also transparently cooperate with each other in a semi hierarchical struc-
ture. Proxy caches may experiment performance losses becoming themselves a
bottleneck if there are frequent cache misses or cache inconsistencies. Besides
this, proxy caches serve all requests independently of the required content, and
do not prioritize users and QoS requirements.

In a CDN, by moving the content from multiple servers located at the edge
of the Internet, a much more scalable model of distributing information and
services to end-users is obtained, that is the so called edge delivery. In other
words, a user would be able to find all requested content on a server within
its home network. In this solution the requested content doesn’t cross all the
network before reaching its final destination, but only traverses the network
part between the edge and the end-user. Further, cooperative access routers can
be endowed with measure and server selection capabilities to perform a tradeoff
solution between load balancing among the available servers and choosing the
best suited replica to fulfil the agreements on quality of service.

2.2 The Features of a CDN

The design of a CDN requires, together with the distribution of replica servers
at the edge of the network, a set of supporting services and capabilities. In
order to be efficient for a significant number of users and for a considerably wide
area, the edge servers must be deployed in thousands of networks, at different
geographically spread locations. Optimal performance and reliability depend on
the granularity of the distribution of the edge servers. The establishment of a
CDN requires the design of some important features.

— Replica placement mechanisms are needed to decide the replica server
locations and to adaptively fill them with the proper content prior to the
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request arrival (pre-fetching). Thus servers are not filled upon request like in
traditional proxy caching, but are pro-actively updated, causing a one time
offloading overhead that is not repeated for every access to the origin server.
Adaptivity in replica placement is required to cope with changing traffic
condition and is not related to a pull behavior like in traditional caching.

— Content update mechanisms must be provided to automatically check
the host site for changes and retrieve updated content for delivery to the
edges of the network, thus ensuring content freshness. Standard mechanisms
adopted in proxy caching do not guarantee content freshness since content
stored on standard cache servers does not change as the source content chan-
ges.

— Active measurement mechanisms must be added to cooperative access
routers to have immediate access to a real-time picture of the Internet traffic,
in order to recognize the fastest route from the requesting users to the re-
plica servers in any type of traffic situations, especially in presence of ”flash
crowds”, that is sudden heavy demand, expected or not, for a single site. A
measurement activity is at the basis of the replica selection mechanism.

— Replica selection mechanisms must be added to cooperative access rou-
ters to accurately locate the closest and most available edge server from
which the end users can retrieve the required content. A robust service must
also keep its servers from getting overloaded by means of access control and
load balancing.

— Re-routing mechanisms must be able to quickly re-route content requests
in response to traffic bursts and congestion as revealed by the measurement
activity.

Also, the CDN infrastructure, must allow the service providers to access directly
the caches and control their consistency and to get the statistics information
about the accesses to the site, available from the cooperative access routers.

3 Types of Content and Services in a CDN

CDN providers host third party contents to fasten the delivery of any type of
digital content, e.g. audio/video streaming media, html pages, images, format-
ted documents or applications. The content sources could be media companies,
large enterprises, broadcasters, web/Internet service provider. Due to the he-
terogeneous nature of the content to be delivered, various architectures and
technologies can be adopted to design and develop a CDN. We now analyze
the characteristics of the content and of the applications that most likely take
advantages of a CDN architecture.

— Static web based services. Used to access static content (static html pa-
ges, images, document, software patches, audio and/or video files) or content
that change with low frequency or timely (volatile web pages, stock quote
exchange). All CDN provider (Akamai Inc., Speedera Inc., AT&T inc., Glo-
bix Inc. just to mention some) support this type of content delivery. This
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type of content can easily be cached and its freshness maintained at the edge
using traditional content caching technologies.

Web storage services. Essentially, this application can be based on the
same techniques used for static content delivery. Additional features to ma-
nage logging and secure file transfer should be added. This type of application
can require processing at the origin site or at the edge.

File transfer services. World wide software distribution (patch, virus defi-
nition, etc.), e-learning material from an enterprise to all their global employ-
ees, movies-on-demand from a large media company, highly detailed medical
images that are shared between doctors and hospitals, etc. All these content
types are essentially static and can be maintained using the same techniques
adopted for static web services.

E-commerce services. The semantic of the query used in browsing a
product catalogue is not complex, so frequent query results can be succes-
sfully cached using traditional DB query caching techniques[29][33]. Shop-
ping charts can be stored and maintained at the replica server and also
orders and credit card transactions can be processed at the edge: this requi-
res trusted transaction-enabled replica servers. In [9] the authors propose a
framework for enabling dynamic content caching for e-commerce site.

Web application. Web transactions, data processing, database access, ca-
lendars, work schedules, all these services are typically characterized by an
application logic that elaborates the client requests producing as results a
dynamic web page. A partial solution to the employment of a CDN infra-
structure in presence of dynamic pages is to fill the replica servers with the
content that most frequently composes the dynamically generated web pages,
and maintaining the application and its processing activity that produces the
dynamic pages at the origin server. Another approach is to replicate both
the application (or a portion of it) and the content at the edge server. In
this way all the content generation process (application logic and content
retrieval) are handled by the replica server thus offloading the origin server.
Directory services. Used for access to database servers. For example, in
the case of a LDAP server, frequent query results or a subsets of directories
can be cached at the edge. Traditional DB query caching techniques [29)
may be adopted.

Live or on-demand streaming. In this case the edge server must have
streaming capability. See section B.] for details.

Streaming media and application delivery are a challenge in CDN. A more de-
tailed description of the solutions adopted for media streaming and dynamic
contents can be found in the following subsections.

3.1

Streaming Media Content

Streaming media can be live and on-demand, thus a CDN needs to be able to
deliver media in both these two modes. Live means that the content is delivered
“instantly” from the encoder to the media server, and then onto the media client.
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This is typically used for live events such as concerts or broadcasts. The end-to-
end delay is at a minimum 20 seconds with today’s technologies, so ”live mode”
is effectively ”semi real-time”. In on-demand, the content is encoded and then
stored as streaming media files on media servers. The content is then available
for request by media clients. This is typically used for content such as video or
audio clips for later replay, e.g., video-on-demand, music clips, etc. A specialized
server, called a media server, usually serves the digitalized and encoded content.
The media server generally consists of media server software that runs on a
general-purpose server. When a media client wishes to request a certain content,
the media server responds to the query with the specific video or audio clip. The
current product implementations of streaming servers are generally proprietary
and demand that the encoder, server, and player all belong to the same vendor.
Streaming servers also use specialized protocols (such as RTSP, RTP and MMS)
for delivery of the content across the IP network. In [55] a typical streaming
media CDN architecture is described. In streaming media CDNs a replica server
must have, at least, the additional functionalities listed below.

— The ability to serve live content such as newscasts, concerts, or meetings etc.
either in Multicast or Unicast mode.

— Support for delivery of stored or on-demand content such as training, archi-
ved meetings, news clips, etc.

— Caching capability of streaming media. Caching a large media file is unpro-
ductive, so typically media files are split in segment. Neighbor replica must
be capable to share and exchange segment to minimize the network load and
cache occupancy.

— Peering capability to exchange and retrieve content from the neighbor stre-
aming cache in case of cache miss. Streaming cache node can be organized
in a hierarchy.

— Media transcoding functionality, to adapt media streams for different cli-
ent capabilities, e.g., low quality/bandwidth content to dial-up users, high
quality /bandwidth to xDSL users.

— Streaming session handoff capability. The typically long life of a streaming
session, in presence of user’s mobility, causes the need for midstream hando-
vers of streaming session between replica servers [5/49].

3.2 Web Application

Accessing dynamic content and other computer applications is one of the ma-
jor challenges in CDN. CDN supporting this kind of content and services are
also called Application Content Delivery Networks (ACDN). Some providers
like AppStream Inc. and PIVIA Inc., implement ACDN using the so called ”fat
client” solution: the application is partitioned in ”streamlets” or special applets
and sent to the client. The client receives enough code to start the application
and execute it, the other parts of the application are sent on demand. These
solution use patented and proprietary technologies. Another approach is to mi-
grate the application to the edge server using general utility such as Ajasent[I]
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and vMatrix|[4]. However application replication may be expensive especially if
performed on demand. A completely different solution is to automatically deploy
the application at the replica server. In [47] the authors define an ACDN archi-
tecture relying on standard technologies such as HT'TP protocol, web servers,
CGI/FastCGI scripts or servlets. Rabinovich et al. define the additional capa-
bilities of an ACDN in terms of: an application distribution framework capable
to dynamically deploy the application at the edge and to keep the replica con-
sistent, a content placement mechanism to decide where and when to deploy
the application, a request distribution mechanism aware of the location of the
involved applications.

4 Content Delivery Networks Architecture

The main goal of server replication in a CDN is to avoid large amounts of data
repeatedly traversing possibly congested links on the Internet. As Figure[d] shows,
there are a variety of ways and scale (local area or wide area networks) in which
content networks may be implemented. Local solutions are web clusters, that
typically hosts single site, and web farms, typically used to host multiple sites.
Wide area solutions include: distributed web server systems, used to host single
or multiple sites; cooperative proxy cache networks (a service infrastructure to
reduce latency in downloading web objects) and content delivery networks [53]
that are the focus of this paper.

A typical server farm is a group of servers, ranging from two to thousands,
that makes use of a so-called cooperative dispatcher, working at OSI layers 4
and/or 7, to hide the distributed nature of the system, thus appearing as a
single origin site. A layer 4 web switch dispatches the requests, among a group
of servers, on the basis of network layer information such as IP address and TCP
port. A content switch, working at the application layer, examines the content
of requests and dispatches them among a group of servers. The goals of a server
cluster/farm include: load-balancing of requests across all servers in the group;
automatic routing of requests away from servers that fail; routing all requests

| Content Networks |

I [ |

Web Cluster Web Farm Distributed Web Cooperative Content
(single site) (multiple sites) _ server Proxy cache Delivery
(single/multiple networks Networks
sites)

Fig. 1. Taxonomy of Content Networks
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for a particular user agent’s session to the same server, if necessary to preserve
session state.

A type of content network that has been in use for several years is a ca-
ching proxy deployment. Such a network might typically be employed by an ISP
for the benefit of narrow bandwidth users accessing the Internet. In order to
improve performance and reduce bandwidth utilization, caching proxies are de-
ployed close to the users. These users are encouraged to send their web requests
through the caches rather than directly to origin servers, by configuring their
browsers to do so. When this configuration is properly done, the user’s entire
browsing session goes through a specific caching proxy. This way the proxy cache
would contain the hot portion of content that is being viewed by all the users of
that caching proxy. A provider that deploys caches in many geographically loca-
tions may also deploy regional parent caches to further aggregate user requests
thus creating an architecture known as hierarchical caching. This may provide
additional performance improvements and bandwidth savings. Using rich pa-
renting protocols, redundant parents may be deployed such that a failure in a
primary parent is detected and a backup is used instead. Using similar paren-
ting protocols, requests may be partitioned such that requests for certain content
domains are sent to a specific primary parent. This can help to maximize the
efficient use of caching proxy resources. Clients may also be able to communicate
directly with multiple caching proxies.

Though certainly showing better scalability than a single origin server, both
hierarchical caching and server farms have their limits. In these architectures, the
replica servers are typically deployed in proximity to the origin server, therefore
they do not introduce a significant improvement to the performance difficulties
that are due to the network congestion. Caching proxies can improve perfor-
mance difficulties due to congestion (since they are located in proximity to the
final users) but they cache objects reactively to the client demand. Reactive ca-
ching based on client demand performs poorly if the requests for a given object,
while numerous in aggregate, are spread among many different caching proxies.

To address these limitations, CDNs employ a solution based on proactive
rather than on reactive caching, where the content is prefetched from the origin
server and not cached on demand. In a CDN, multiple replicas host the same
content. A request from a browser for a single content item is directed to the
replica that is considered the best suited at the moment of the request arrival,
and the item is served to the client in a shorter time than the one it would have
taken to fetch it from its origin server. Since static information about geographic
locations and network connectivity are not sufficient to choose the best replica, a
CDN typically incorporates dynamic information about network conditions and
load on the replicas, to redirect requests and balance the load among the servers.
Operating a CDN is therefore a complex and expensive activity. For this reason
a CDN is typically built and operated by a network/service provider that offers
a content distribution service to several content providers.
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Log and accounting data
Content data

Routing information
Content request flow

o Accounting
Distribution Infrastructure
Infrastructure

II Request
Routing
9 Infrastructure

Fig. 2. Infrastructure components of a Content Delivery Network

A content delivery architecture consists of a set of surrogate servers that
deliver copies of content to the users while combining different activities (see

figure [2).

— the request-routing infrastructure consists of mechanisms to redirect con-
tent requests from a client to a suitable surrogate.

— the distribution infrastructure consists of mechanisms to move contents
from the origin server to the surrogates.

— the accounting infrastructure tracks and collects data on request-routing,
distribution, and delivery functions within the CDN creating logs and reports
of distribution and delivery activities.

The origin server (hosting the content to be delivered) interacts with the CDN
in two ways (see figure [2)):

— it pushes new content to the replica servers, (the replica themselves request
content updates from the origin server through the distribution infrastruc-
ture);

— it requests logs and other accounting data from the CDN or the CDN itself
provides this data to the origin server through the accounting infrastructure.

The clients interact with the CDN through the request routing infrastructure
and surrogate servers. Figure 2l shows one of the possible scenarios of interaction
between the clients, the access routers, the replica servers and the origin server.

The user agent sends (1) a content request to the routing infrastructure,
that redirects (2) the client request to a surrogate server, to which the client
subsequently asks (3) the desired content.



A Walk through Content Delivery Networks 11

5 Replica Placement and Management

5.1 Content Caching Techniques

The proactive caching infrastructure must be transparent to the end-users that
must see no difference with being served directly by the central server. Proactive
caching to the edges offers better delivery to the client because the content is lo-
cated in their proximity. Therefore the requesting users perceive a lower latency,
higher availability and lower load on the network links. Such architecture is also
inherently protected from sudden burst that can be distributed among many
servers so that no single device has to cope with a massive load. This close-
to-the-client deployment mode is commonly known as forward proxy caching.
Forward proxy implementations can reduce wide area network traffic by 30 to
50 percent (results vary based on the ”cacheability” of the requested content).
A Web cache monitors Internet traffic, intercepts requests for Web objects and
then fulfils those requests from the set of objects it stores (cache hit). If the
requested object is not in the cache (cache miss), the cache forwards the request
to the origin server, that sends a copy of the object back to the cache. The cache
store the object and sends it back to the requester. Caches in CDN cooperate
interacting through the Internet Cache Protocol (ICP). ICP is typically used
to build cache clusters or child-parent relationships in hierarchical caching[15]
[44]. A cache can react to a cache miss inquiring other cooperative caches, in
spite of the origin server, in order to retrieve the content from a closer location.
Caching also acts as a point of control and security. Today’s caches frequently
include support for content filtering, anti-virus, access control and bandwidth
management. Anti-virus and content filtering give users an extra level of secu-
rity across the network. The access control and bandwidth management further
assists in the reduction of the overall network utilization by making sure that
only approved users get access to bandwidth, and that the bandwidth is being
allocated in a way that ensures the best adherence to the signed agreements on
quality. Caching activity in a CDN may involve different types of contents and
therefore different functionalities.

Static Caching: to cache and replicate static content, such as html pages, ima-
ges, documents, audio/video file etc.

Dynamic Caching: to cache and replicate dynamically generated content.
This include application delivery and replication.

Streaming Media Caching: to store streaming media objects, as well as to
serve streaming media to clients. Essentially, the cache acts as a streaming
media server, storing media clips for later use.

Live Splitting: to cache replicated live streams, so that only one copy is pulled
down from the upstream server and is then distributed to the subscribing
clients.
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5.2 Replica Placement

An hot topics in content delivery design is the replica placement problem: where
and how the replica could be distributed across the Internet to minimize the user
latency, the number of replica, and the bandwidth used for replica management?

The majority of the schemes presented in the literature tackle the problem
of static replica placement that can be formulated as follows. Given a network
topology, a set of CDN servers and a given request traffic pattern, decide where
content has to be replicated so that some objective function is optimized while
meeting constraints on the system resources. The solutions so far proposed ty-
pically try to either maximize the user perceived quality given an existing infra-
structure, or to minimize the CDN infrastructure cost while meeting a specified
user perceived performance. Examples of constraints taken into account are li-
mits on the servers storage, on the servers sustainable load, on the maximum
delay tolerable by the users etc.

A thorough survey of the different objective functions and constraints consi-
dered in the literature can be found in [37]. For the static case, simple efficient
greedy solutions have been proposed in [46], [35] and [48]. In [46] Qiu et al. for-
mulate the static replica placement problem as a minimum K median problem,
in which K replicas have to be selected so that the sum of the distances between
the users and their ‘best replica’ is minimized. In [35] and [48] Jamin et al. and
Radoslavov et al. propose fan-out based heuristics in which replicas are placed
at the nodes with the highest fan-out irrespective of the actual cost function.
The rationale is that such nodes are likely to be in strategic places, closest (on
average) to all other nodes, and therefore suitable for replica location. In 48] a
performance evaluation based on real-world router-level topology shows that the
fan-out based heuristic has behavior close to the greedy heuristic in terms of the
average client latency. In both [I8] and [41] the authors consider the problem
of placing replicas for one origin server on a tree topology. In 0] the authors
also consider very simple topology like rings and lines and tree topologies while
considering the placement of intercepting proxies inside the network to reduce
download time. In [36] the problem of optimally replicating objects in CDN
servers is analyzed. All these solutions lack in considering the dynamics of the
system (e.g. changes in the requests traffic pattern, network topology, replica
sites).

In [6] a different approach is proposed and a dynamic allocation strategy is
considered which explicitly takes into account the system dynamics as well as
the costs of modifying the replica placement. By assuming the users requests
dynamics to obey to a Markovian model a formulation of the dynamic replica
placement problem as a Markovian decision process is obtained. Albeit this mo-
del may not accurately capture the user dynamics and can be numerically solved
only for limited sized CDNs, it allows us to identify an optimal policy for dyna-
mic replica placement that can be used as a benchmark for heuristics evaluation
and provides insights on the formulation of a conservative placement heuristic.

The solution of replica placement for heavy contents, like video streaming,
makes it impossible storing the entire content of several long streams because
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it would exhaust the capacity of a conventional cache. In this case, not only
the content must be replicated and distributed to replicas, but also in a way
that avoids to overload servers. To address this problem, in [51/54] the authors
propose a prefix caching technique whereby a proxy stores the initial frames of
popular clips. Upon receiving request for the stream, the proxy initiates trans-
mission to the client and simultaneously requests the remaining frames from the
server. In addition to hiding the delay, throughput and loss effects of a weaker
service model between the server and the proxy, this caching technique aids the
proxies in performing work ahead smoothing into the client playback buffer, by
transmitting large frames in advance of each burst. The prefix caching techniques
reduces the peak and variability of the network resources requirements along the
path from the proxy to the client.

5.3 Cache Consistency and Content Flow

One of the important problems in CDNs is how to manage the consistency of
content at replicas with that at the origin server, especially for those documents
changing dynamically. Cached objects typically have associated expiration times
after which they are considered stale and must be validated with a remote server
(origin or another cache) before they can be sent to a client. Sometimes, a consi-
derable fraction of cache hits involve stale copies that turned out to be current.
These validations of current objects have small message size, but nonetheless,
they often induce latency comparable to cache misses. Thus the functionality
of caches as latency-reducing mechanism highly depends not only on content
availability but also on its freshness.

A technique to achieve cache consistency consists in pre-populating, or pus-
hing, content to the cache before requests arrive. When automatically pushing a
new, or updated, Web object to a cache, the content in the cache is guaranteed
to be always fresh and there is no reason for the cache to initiate a freshness
check with the side effect that this technique often generates a large amount of
traffic.

In [21] the authors propose policies for populating caches to proactively va-
lidate selected objects as they become stale, and thus allow for more client
requests to be processed locally. Pre-populating content takes on even more im-
portance with broadband content. The size of rich content files can be huge and
increasing every day. Compression technologies have been invented specifically
for these new and emerging types of media. The load limits for servers need to
be established by means of load testing of the specific environment. However,
with content pre-populating a high resolution file can be pushed across low speed
lines directly to the Web cache in the branch office and then serve that streaming
file at the top speed of your LAN. In the traditional propagation approach the
updated version of a document is delivered to all replicas whenever a change is
made to the document at the origin server. It may generate significant levels of
unnecessary traffic if documents are updated more frequently than accessed.

Another approach is invalidation, in which an invalidation message is sent
to all replicas when a document is changed at the origin server. This approach
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doesn’t make full use of the distribution networks for content delivery and each
replica needs to fetch an updated version individually at a later time. This can
also lead to inefficiency in managing consistency at replicas.

In [27] the author propose a hybrid approach that generates less traffic than
the propagation and the invalidation approach. The origin server makes the
decision of using either propagation or invalidation method for each document,
based on the statistics about the update frequency at the origin server and the
request rated collected by replicas. They develop a technique that can reduce
the burden of request rate collection at replicas and avoid the implosion problem
when replicas send the statistics to the origin server.

Another main focus in CDNs research activity is how content at the origin
servers have to be delivered to replicas. Two common approaches to this pro-
blem are to deliver data over N unicast channels, or over an application-level
(tunnelled) multicast tree that connects the replicas [L6l17]. Basically they run
an auto-configuration protocol to establish a delivery structure of tunnelled to-
pology among participating members. These approaches consist in building a
mesh topology first and running the spanning tree algorithm to select a deli-
very tree. Intuitively, the unicast approach wastes network bandwidth and can
cause congestion at bottleneck links, while application-level multicast approach
is more efficient in delivery (although not as efficient as native IP multicast).

Another issue in cache management is the propagation of changes (adds and
deletes of content). When content is added to the source-tree, it must also become
available throughout the CDN. If there are delays involved in propagating the
content, through all the CDN replicas, the content providers must be aware
of that there may be periods in which contents may be inconsistent and even
unavailable. For example, if a film studio wishes to make a new movie available
to their global customer base, they need to know how long time it takes to make
it globally available. This way, they can make sure that they do not start selling
it until everyone can access it. Similarly, when the customer deletes content from
their file area, it should also be expired from the caches and devices within the
CDN.

6 Measurements Techniques for Request Routing

Request routing systems can use a variety of metrics in order to determine the
best surrogate that can serve a client’s request. The decentralized nature of
the Internet makes quantitative assessment of network performance very diffi-
cult. Collecting network statistics directly on network devices (router and server)
could be more expensive in terms of system performance. So typically, the acqui-
sition of network statistics relies on the use of a combination of active network
probing methods, passive traffic monitoring and feedback from surrogate servers.
For deeper details of how measures can be inferred and network tomography can
be done see also [7}20]. In CDN networks it is possible to combine multiple me-
trics using both proximity concept and surrogate feedback for best surrogate sel-
ection. Performance measurement is often a component of network management



A Walk through Content Delivery Networks 15

systems and offers the ability to monitor, understand, and project end-to-end
performance of the CDN. Moreover one would need to measure both the internal
performance, as well as the performance from the customer perspective. Typi-
cal parameters that would be useful to measure are: packet-loss and latency for
all type of content and in particular for streaming content average bandwidth,
startup time and frame rate. By deploying hardware-based or software probes,
strategically throughout the network, one could correlate the information collec-
ted by the probes with the cache and server logs to determine delivery and QoS
statistics. The most useful place to put the probes is at the edges of the net-
work, thus measuring the performance as perceived by the end-users throughout
the CDN. Network and geographical proximity measurements can be used by
the request routing system to direct users to the ”closest” surrogate. Further-
more, proximity measurements can be exchanged between surrogates and the
requesting entity. In many cases, proximity measurements are ”one-way” in that
they measure either the forward or reverse path of packets from the surrogate
to the requesting entity. This is important as many paths in the Internet are
asymmetric. In order to obtain a set of proximity measurements, a network may
employ active probing techniques and/or passive measurement techniques. The
request-routing system can use also feedback from surrogates in order to select a
”least-loaded” delivery node. Feedback can be delivered from each surrogate or
can be aggregated by site or by location. We now discuss in detail about passive
measurement, active probing and feedback information.

Passive Measurement. Passive measurements could be obtained when a cli-
ent performs data transfers to or from a surrogate. Once the client connects,
the actual performance of the transfer is measured. This data is then fed
back into the request routing system. An example of passive measurement is
to watch the packet loss from a client to a surrogate, or the user perceived
latency by observing TCP behavior. Basically, a good mechanism is needed
to ensure that not every surrogate is tested per client in order to obtain the
data. In [52] the authors proposed a system based on passive measurements
of the network performance to be used with adaptive applications.

Active Probing. Active probing is when past or possible requesting entities
are probed using one or more techniques to determine one or more metrics
from each surrogate or set of surrogates. An example of a probing technique
is an ICMP ECHO request that is periodically sent from each surrogate or
set of surrogates to a potential requesting entity. Active probing techniques
are limited for some reasons. Measurements can only be taken periodically
and should not have a perceivable load since it cannot influence the measu-
red traffic, firewalls and NATSs disallow probes, and last, probes often cause
security alarms to be triggered on intrusion detection systems.

Feedback information. These information may be obtained by periodically
probing a surrogate by issuing application specific requests (e.g. HT'TP) and
taking related measures. The problems with probing for surrogate informa-
tion is that it is difficult to obtain "real-time” information and the non-
real-time information are sometimes inaccurate and obsolete. Consequently,
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feedback information can be obtained by agents that reside on surrogates
that can communicate a variety of metrics about their nodes. There are two
methods to obtain feedback information: static, in which the route that mi-
nimize the number of hops or to optimize other static parameters is selected
[25][50]; dynamic probing (Real Time probing) allow to compute round trip
time or other QoS parameters in ”real time” [25][22]. Hybrid methods are
also used to obtain other useful feedback information [25][26][43].

6.1 Metrics for Request Redirection

Replica server selection is performed with the goal to minimize some performance
parameters perceived by the end-users. In this section we give a classification
of the metrics that can be adopted to measure the network and systems perfor-
mance in a CDN to decide where to redirect client’s requests.

Geographical proximity is often used to redirect all users within a certain
region to the same POP.

A measure of the network proximity is typically derived through active pro-
bing of the BGP routing table.

The ability to select the POP that shows the lowest latency can be obtained
by enhancing the request redirection systems with active probing and passive
measurement mechanisms, to maintain knowledge of response time.

The server load state can be computed, using SNMP or feedback agents
on the server side, on the basis of the load state of server components (CPU,
disk, memory, network interfaces) or on the basis of some aggregate performance
measure, such as the server throughput or server response time.

All these measures may be relevant information to feed the server selection
mechanism, combined with the knowledge of the users identity, that is intended
to classify the user priority in accessing contents and services. As an example,
paying customer may get access to better service than non-paying. The identity
of paying users can be revealed by means of a cookie retrieved from the client
system, or through an authentication process.

Figure [J] summarizes the above performance metrics classification.

7 Request-Redirection Mechanisms

A key challenge in CDN design is to realize efficient request-redirection service
that tracks the servers where data objects are replicated and assigns each client
request to a server that can offer the "best” service, this process is called ser-
ver selection. Server selection algorithms include criteria like network topology,
server availability and server load [I3]. The ability to quickly locate replicas
and perform request distribution has critical implications for the user-perceived
response time. Figure [ illustrates a high-level view of the request-redirection
process: 1) the client requests a given content, e.g. a streaming file, residing at
www.site.com; 2) since site.com doesn’t host the requested file, but uses cdn.com
as its CDN provider, the request is redirected to the cdn.com site. 3-3’) By using
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Metrics Goals Measurement Techniques
Latency Select replica with lowest delay Active Probing / Passive Measurement
Packet loss Select path with lowest error rate Active Probing / Passive Measurement
(useful for streaming traffic) (TCP header info)
Network proximity Select the shortest path

Avg. Bandwidth

Active Probing

Sturtup Time Select the best path for streaming traffic

Frame Rate

Redirect requests from a region to the same

Geographical proximity POP

IP header information, bind information

CPU load, net. interface load,
active connection, storage
/O load

Select the server with the aggregated

least load feedback agents/active probing

Fig. 3. Metrics used in replica selection

some redirection algorithm, the media client gets redirected to the most appro-
priate replica. If the client has a CDN replica directly placed at its ISP network
that is capable of guaranteeing the fulfillment of the SLA, this replica is selected
(3) first (e.g. CDN cache-2), otherwise another one (e.g. CDN cache-1) is selected
(3’). 4-4’) The selected CDN replica serves the content to the client.

Internet

ceeo
.............. www.cdn.com

CDN cache-1

Fig. 4. The request-redirection process

Various schemes have been proposed in research literature to perform redi-
rection at the IP level through some address packet rewriting scheme [24lJ34], at
the DNS level through mapping of URL-name to IP-address of one of the servers
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in a cluster [19/356], or at the application level [2] using the redirection features
of the HTTP protocol. In [23] the authors propose a hybrid scheme based on
adaptive replication of the entries of the location directory that provides the
redirection service. Network level support enables client requests to be redirec-
ted to appropriate servers in a quick and efficient manner. In [I2] the authors
focus on an alternative architecture that integrates DNS dispatching mechanism
with a HTTP redirection technique carried out by Web servers. In the following
sections we describe in details the main request-redirection mechanisms.

7.1 DNS Based Request Routing

Today commercial content distribution services rely on modified Domain Name
System servers to dynamically redirect clients to the appropriate content server.
This is the simplest form of redirection, according to which a domain name, e.g.
www.cdn.com has multiple IP records attached to it. When a client requests
the IP address of the domain, any one of the IP records from the pool will be
selected based on the DNS action.

The popularity of DNS based request-routing techniques is mainly due to
the ubiquity of DNS as a directory service. They mainly consist in inserting a
specialized DNS server in the name resolution process. This specialized server is
capable of returning a different set of A, NS or CNAME records based on user
defined policies, metrics, or a combination of both.

In the single reply approach, the DNS server returns the IP address of the
best surrogate in an A record to the requesting DNS server (client site DNS
server’s). The IP address of the surrogate could also be a virtual IP address of
the best set of surrogates for requesting DNS server. The best surrogate will be
selected, in a second step, by a server switching mechanism.

In the multiple replies approach, the request-routing DNS server returns
multiple replies such as several A records for various surrogates. Common im-
plementations of client site DNS servers cycle through the multiple replies in a
round robin fashion. The order in which the records are returned can be used to
direct multiple clients using a single client site DNS server.

A multiple-level resolution approach is also possible according to which
multiple request-routing DNS servers can be involved in a single DNS resolu-
tion, thus demanding complex decisions from a single server to multiple, more
specialized, request-routing DNS servers, disseminated in different points of the
Internet.

The most common mechanisms used to insert multiple request-routing DNS
servers in a single DNS resolution is the use of NS and CNAME records: NS
records allow the DNS server to redirect the authority of the next level domain
to another request-routing DNS server; CNAME records allow the DNS server
to redirect the resolution request to an entirely new domain.

There are three main drawbacks of using NS records. First the number of
request-routing DNS servers are limited by the number of parts in the DNS
name; second the last DNS server can determine the Time To Live (TTL) of the
entire resolution process. The client will cache the returned NS record and use
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it for further request resolutions until it expires. As a third drawback, a delay is
added in the resolution process due to the use of multiple DNS servers.

Request-routing based on CNAME record has the advantage to redirect the
resolution process to another domain, and the number of request-routing DNS
servers is independent of the format of the domain name. The main disadvantage
is the introduction of an additional overhead in resolving the new domain name.

The basic limitations of DNS based request-routing techniques can be sum-
marized as follows below:

— DNS allows resolution only at the domain level. However, an ideal request
resolution system should serve requests at object granularity (preserving
sessions if needed).

— A short TTL of DNS entry allows to react quickly to network outages. This
in return may increase the volume of requests to DNS servers. Therefore
many DNS implementations do not honor the DNS TTL field.

— DNS request-routing does not take into account the IP address of the clients.
Only the Internet location of the client DNS server is known: this limits the
ability of the request-routing system to determine a client’s proximity to the
surrogate.

— Users that share a single client site DNS server will be redirected to the same
set of IP addresses during the TTL interval. This might lead to overloading
the surrogate during a flash crowd.

7.2 Transport Layer Request Routing

At the transport-layer, finer levels of granularity can be achieved by means of
a closer inspection of client’s requests. This level provides information about
the client’s IP address, TCP port, and other layer 4 header information. These
data could be used in conjunction with other load state metrics to select the
surrogate that is better suited to serve a given request. In general, the forward-
flow traffic (client to newly selected surrogate) will flow through the request
routing server or through a first step surrogate originally chosen by the DNS.
The reverse-flow traffic (surrogate to client), which normally transfers much
more data than the forward-flow, would typically take the direct path from
the servant surrogate. The overhead associated with transport-layer request-
routing makes it better suited for long-lived sessions such as file transfer (FTP),
secure transactions (TLS, SSL), streaming (RTP, RTSP). However, transport-
layer request-routing could also be used to redirect clients away from overloaded
surrogates. A first course grain replica selection is operated by a DNS request
router. The selected server, may operate a more accurate refinement of replica
selection, based on local and server side information, using the transport-layer
request-routing mechanism.

7.3 Application-Layer Request Routing

With application layer request-routing a fine-grained control, at the level of indi-
vidual objects composing the multimedia content, can be achieved. The process
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could be performed, in real time, when the object request reaches the content
server or a switching element. In most cases the header of the client’s packet
contains enough information to perform request routing. Some application level
protocols such as HT'TP, RTSP, and SSL provide necessary information in the
initial portion of the session about how the client request must be directed. Ap-
plication level protocols such as HTTP and RTSP may describe the requested
content by means of its URL, other redirection information come from other
parts of the MIME request header such as Cookies. In many cases the URL is
sufficient to disambiguate the content and suitably redirect the request.

Header Inspection. This approach is based on the inspection of the header of
client requests. In a first solution, also known as 302 redirection [28], the client’s
request is first resolved to a virtual surrogate that returns an application-specific
code, such as the 302 in the case of HT'TP or RTSP, to redirect the client to the
delegate content delivery node. The application layer redirection is relatively sim-
ple to implement. Nevertheless, this approach introduces an additional latency
involved in sending the redirect message back to the client. Another approach,
known as the In-Path element considers a network element, in the forwarding
path of the client’s request, that provides transparent interception of the trans-
port connection. This In-Path network element, establishes a connection with the
client, examines the client’s content request and performs request-routing deci-
sions. Then, the client connection is joined to a connection with the appropriate
content delivery node. Drawbacks are the delay introduced for URL-parsing and
the possible bottleneck introduced by the In-Path element.

Content modification. This technique enables a content provider to take di-
rect control over request-routing decisions without the need for specific switching
devices or directory services in the path between the client and the origin server.
Basically, a content provider can directly communicate to the client the best
surrogate that can serve the request. Decisions about the best surrogate can be
made on a per-object basis or it can depend on a set of metrics. In general, the
method takes advantage of content objects that consist of basic structure that
includes references to additional, embedded objects. For example, most web pa-
ges, consist of an HTML document that contains plain text together with some
embedded objects (e.g. GIF, JPEG images or PDF documents) referenced using
embedded HTML directives. In general embedded objects are retrieved from the
origin server. A content provider can now modify references to embedded objects
such that they could be fetched from the best surrogate.

Pro-active URL Rewriting. According to this scheme, a content provider
formulates the embedded URLs of a main html page before the content is
loaded on the origin server. In this case, URL rewriting can be done either
manually or by using software tools that parse the content and replace em-
bedded URLs. Since these scheme consists in rewriting URLSs in a proactive
way, it cannot take into consideration client specific information while per-
forming request routing. However, it can be used in combination with DNS
request routing to direct related DNS queries into the domain name space of
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the service provider. Dynamic request routing based on client specifics are
then done using the DNS approach.

Reactive URL Rewriting. This dynamic scheme consists in rewriting the
embedded URLs of a html page when the client request reaches the ori-
gin server. In spite of the previous scheme, this one has the possibility to
consider the identity of the client when rewriting the embedded URLs. In
particular, an automated process can determine, on-demand, which surro-
gate would serve the requesting client best. The embedded URLs can then
be rewritten to redirect the client to retrieve the objects from the surrogate
that can fulfill the client request better than the other, with a consideration
of the specific location and priority of the considered client.

A drawback of content modification based request-routing is that the first re-
quest, from a client to a specific site, must be served from the origin server.
Besides, content that has been modified to include references to nearby surro-
gates rather than to the origin server should be marked as non-cacheable. To
reduce this limitation, such pages can be marked to be cacheable only for a rela-
tively short period of time. However, rewritten URLs on cached pages can cause
problems, because they can get outdated and point to surrogates that are no
longer available or no longer the best choice.

7.4 Anycast

This solution aims at solving the request-routing problem at the IP packet rou-
ting level. The base principle is that a group of servers providing the same service
can be addressed using an anycast name and an anycast address[38[14]. A user
willing to access some service, e.g., a given content, from any of the (equivalent)
servers issues a request with the anycast name. This is mapped to the anycast
address and the request is sent into the network with the anycast address as
destination. The role of the anycast service, is to redirect these request to one of
the servers, thus selecting the server which will serve the user request. Since the
redirection system has the obvious goal of improving clients performance, redirec-
tion is based upon some performance criteria, e.g. minimize the user perceived
response time. The redirection is therefore performed by a cooperative access
router that is capable of selecting the best suited replica from the anycast table.
Anycasting is a more elaborate location mechanism that targets network-wide
replication of the servers over potentially heterogeneous platforms. A mechanism
for request redirection that is based on the anycasting concept must allow for the
maintenance of information about the servers state and performance. An any-
cast service can be implemented at different levels in the network protocol stack.
At the network layer, anycasting mechanisms consist in associating a common
IP anycast address with the group of replicated servers. The routing protocol
routes datagrams to the closest server, using the routing distance metric. Stan-
dard intra-domain unicast routing protocols can accomplish this, assuming each
server advertises the common IP address. In [45] the authors propose a solution
to the server selection problem by introducing the idea of anycasting at the net-
work layer. This work established the semantics of anycasting service within the
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Internet. At the network level the implementation of an anycast service entails
the following mechanisms:

— Anycast request interception, that maybe dealt at the network level by the
edge routers. Edge routers are set to filter packets with anycast destination
address.

— Anycast name to Anycast address translation mechanism.

— Server Selection that maybe dealt by an edge router module (or by an appli-
cation interacting with the router). This module interacts with the measu-
rement module and keeps and updates anycast server performance metrics.

— Anycast address to IP address translation that maybe dealt at the network
level by the edge routers. Upon receiving an anycast address, edge routers
perform redirection by translating them into a selected unicast address.

— Measurements collection to be used for the selection process itself.

Application layer anycast implementation is also proposed in [27J57]. The aut-
hors claim that at the application layer a better flexibility can be achieved if
compared to the network layer implementation. At the application level the re-
solution of the anycast address is performed by means of a hierarchy of anycast
resolvers that map the anycast domain name (AND) onto an IP address. To
perform the mapping the resolvers maintain two types of information: 1) the list
of IP addresses that form particular anycast groups, and 2) a metric database
information associated with each member of the anycast group, while authori-
tative resolvers maintain the definitive list of IP addresses for a group, whereas
local resolvers cache this information.

8 Conclusions

In this paper we have introduced the design principles at the basis of Content
Delivery Networks (CDN). CDNs rely on a proactive distribution of content re-
plicas to geographically distributed servers close to the edge of the network, in
proximity to the end users. The redirection of a request to the best suited replica
is performed by cooperative access routers that are capable of taking measures
regarding the performance of the available replica servers, and performing the
replica selection and the request redirection to the selected replica. CDNs are
therefore complex systems. Their understanding and design involves knowledge
in many research fields: internet traffic measurement, content caching, request
rerouting at various communication protocol levels, request admission control,
load balancing and more, depending on the type of content and application con-
sidered. We gave a high level description of all the mechanisms and technologies
used in CDN. We first introduced the main motivations for content delivery and
explored what types of content and services may beneficiate from the introduc-
tion of a CDN architecture. Then we focused on the main research problems
related to the CDN design, in particular, the problems of replica placement and
management, server selection and request redirection have been analyzed in more
details.
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Abstract. The availability of reliable models of computer virus propa-
gation would prove useful in a number of ways, in order both to predict
future threats, and to develop new containment measures. In this paper,
we review the most popular models of virus propagation, analyzing the
underlying assumptions of each of them, their strengths and their we-
aknesses. We also introduce a new model, which extends the Random
Constant Spread modeling technique, allowing us to draw some conclu-
sions about the behavior of the Internet infrastructure in presence of a
self-replicating worm. A comparison of the results of the model with the
actual behavior of the infrastructure during recent worm outbreaks is
also presented.

1 Introduction

The concept of a computer virus is relatively old, in the young and expanding
field of information security. First developed by Cohen in [1] and [2], the concept
of “self-replicating code” has been presented and studied in many researches,
both in the academic world and in the so-called “underground”. The spread of
computer viruses still accounts for a significant share of the financial losses that
large organizations suffer for computer security problems [3].

While many researches deal with concept such as the creation of new viruses,
enhanced worms and new viral vectors, or the development of new techniques
for detection and containment, some effort has been done also in the area of
modeling viral code replication and propagation behavior. The importance of
this work, and the shortcomings of many existing models, are described in [4].

Creating reliable models of virus and worm propagation is beneficial for many
reasons. First, it allows researchers to better understand the threat posed by new
attack vector and new propagation techniques. For instance, the use of concep-
tual models of worm propagation allowed researchers to predict the behavior
of future malware, and later to verify that their predictions were substantially
correct [5].

In second place, using such models, researchers can develop and test new and
improved models for containment and disinfection of viruses without resorting
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to risky “in vitro” experimentation of zoo virus release and cleanup on testbed
networks [6].

Finally, if these models are combined with good load modeling techniques
such as the queueing networks, we can use them to predict failures of the global
network infrastructure when exposed to worm attacks. Moreover, we can indivi-
duate and describe characteristic symptoms of worm activity, and use them as
an early detection mechanism.

In order to be useful, however, such a model must exhibit some well-known
characteristics: it must be accurate in its predictions and it must be as general
as possible, while remaining as simple and as low-cost as possible.

Although this has not yet been widely recognized, the issue of virus infection
via networks can be viewed as a part of network quality-of-service, and should
be considered in studies of mail system performance as discussed in [7], while
techniques discussed in [8] can be potentially used to route traffic in a manner
which avoids virus infection.

In this paper we present a critical review of most of the existing models of vi-
rus propagation, showing the underlying assumptions of each of them, and their
strengths and weaknesses. We also introduce a new model, based on the same
foundations of an existing technique, which allows us to draw some conclusions
about the stability of the Internet infrastructure in presence of a self-replicating
worm. We compare our modeling results with actual behavior of the infrastruc-
ture during recent worm crises and show that our model can accurately describe
some effects observed during fast worms propagation.

2 A Survey of Existing Modeling Techniques

Viral code propagation vectors have evolved over the years. In the beginning
of the virus era, the most common vector of propagation was the exchange of
files via floppy disks and similar supports. The pathogens were viruses, in the
strictest sense: they propagated by appending their code to a host program,
which had to be executed in order to spread the infection, and to execute the
payload if present. This applies, with some modification, also to the so-called
“boot sector viruses” which infected the boot loader of the operating system,
and spread by infecting the boot sector of floppy disks, which would run whenever
a disk was unintentionally left in the machine at boot time. The same concept,
in more recent times, has been extended to macro languages embedded in office
automation suites, generating the so-called “macro viruses”.

The concept of a worm, i.e. a self-contained, self-propagating program which
did not require an host program to be carried around, was also developed, but
was somehow neglected for a long time. In 1988, however, the Internet Worm
[9] changed the landscape of the threats. The Internet Worm was the first suc-
cessful example of a self-propagating program which did not infect host files,
but was self contained. Moreover, it was the first really successful example of
an active network worm, which propagated on the Internet by using well-known
vulnerabilities of the UNIX operating system. Other worms used open network
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shares, or exploited vulnerabilities in operating systems and server software to
propagate.

With the widespread adoption of the Internet, mass-mailing worms began to
appear. The damage caused by Melissa virus in 1999, Love Letter in 2000 and
Sircam in 2001 demonstrated that tricking users into executing the worm code
attached to an e-mail, or exploiting a vulnerability in a common e-mail client to
automatically launch it, is a successful way to propagate viral code.

Each of these different propagation vectors has inspired various propagation
models. In the next sections, we will review the most interesting and successful
models for each class: file, macro and boot sector viruses, e-mail based worms,
“active” (or “scanning”) Internet worms.

It is important to note that modern viruses often use a mix of these techniques
to spread (for instance, Sircam uses both mass mailing and open network shares,
while Nimda uses four different mechanisms to propagate). We are not aware,
however, of any existing model which takes into account multi-vector viruses
and worms. So, we will follow a traditional taxonomy in presenting the existing
modeling techniques.

2.1 Modeling Traditional Viruses

The first complete application of mathematical models to computer virus pro-
pagation appeared in [I0]. The basic intuitions of this work still provide the
fundamental assumptions of most computer epidemiological models.

Epidemiological models abstract from the individuals, and consider them
units of a population. Each unit can only belong to a limited number of states
(e.g. “susceptible” or “infected”; see Table [ for additional states): usually, the
chain of these states gives the name to the model, e.g., a model where the
Susceptible population becomes Infected, and then Recovers, is called a SIR
model, whereas a model with a Susceptible population which becomes Infected,
and then goes back to a Susceptible state is called SIS.

Another typical simplification consists in avoiding a detailed analysis of virus
transmission mechanics, translating them into a probability that an individual
will infect another individual (with some parameters). In a similar way, transi-
tions between other states of the model are described by simple probabilities.
Such probabilities could be calculated directly by the details of the infection
mechanism or, more likely, they can be inferred by fitting the model to actual
propagation data. An excellent analysis of mathematics for infectious diseases
in the biological world is available in [11].

Most epidemiological models, however, share two important shortcomings:
they are homogeneous, i.e. an infected individual is equally likely to infect any
other individual; and they are symmetric, which means that there is no pri-
vileged direction of transmission of the virus. The former makes these models
unappropriate for illnesses that require a non-casual contact for transmission;
the latter constitutes a problem, for instance, in the case of sexually-transmitted
diseases.
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Table 1. Typical states for an epidemiological model

M| Passive immunity
S| Susceptible state
E |Exposed to infection
I Infective

R Recovered

In the case of computer viruses, however, both problems are often grievous.
For example, most individuals exchange programs and documents (by means of
e-mails or diskettes) in almost closed groups, and thus an homogeneous model
may not be appropriate. Furthermore, there are also “sources” of information
and programs (e.g. computer dealers and software distributors) and “sinks” (final
users): that makes asymmetry a key factor of data exchange.

In [T10] both these shortcomings are addressed by transferring a traditional
SIS model onto a directed random graph, and the important effects of the topo-
logy of the graph on propagation speed are analyzed. The authors describe the
behavior of virus infections on sparse and local graphs. In a sparse graph, each
node has a small, constant average degree; on the contrary, in a local graph, the
probability of having a vertex between nodes B and C is significantly higher if
both have a vertex connected to the same node A. The authors discuss that in
the landscape of the beginnings of the 90s the latter situation approximated very
well the interaction between computer users. Among other results, it is shown
that the more sparse a graph is, the slower is the spread of an infection on it;
and the higher is the probability that an epidemic condition does not occur at
all, which means that sparseness helps in containing global virus spread (while
local spread is unhindered). Further elaborations on this type of model can be
found in [12].

These findings are useful and interesting. However, it must be noted that
often a SIR model, in which a “cured” system is not susceptible any more,
could approximate better the behavior of many real cases of propagation when
a patch or antivirus signature is available. Also, the introduction of the Internet
as a convenient and immediate way for software and data exchange has arguably
made the assumptions of locality and sparseness of the graph no longer valid.

2.2 Modeling E-mail Based Worms

In a technical report [I3] Zou et al. describe a model of e-mail worm propa-
gation. The authors model the Internet e-mail service as an undirected graph
of relationship between people (i.e. if user A has user B’s e-mail address in his
address book, B has probably A’s address in her contacts also). In order to build
a simulation of this graph, they assume that each node degree is distributed on
a power-law probability function.
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They draw this assumption from the analysis of “Yahoo!” discussion group
sizes, which result to be heavy-tailed. Since once a user puts a discussion group
address in his contact book he actually adds an edge toward all the group mem-
bers, the node degree should be heavy-tailed too. It is unclear if this distribution
reflects also the true distribution of contacts (i.e. not considering e-mail lists)
among Internet users. However, considering that nowadays most Internet di-
scussion groups employ content filtering or ban attachments altogether, they
are not a very viable virus propagation vector. The construction method, based
on a “small world” network topology, seems to ignore completely the existence
of interest groups and organizations, which naturally create clusters of densely
connected vertices.

Furthermore, the authors assume that each user “opens” an incoming virus
attachment with a fixed probability P;, a function of the user but constant in
time. This does not describe very well the typical behavior of users. Indeed, most
experienced users avoid virus attachments altogether, while unexperienced users
open them every time, thus making this approximation misleading.

They model e-mail checking time T; as either an exponentially or Erlang
distributed random variable. The means of these distributions, T' = E[T;], and
P = EJ[P;] are assumed to be independently distributed gaussians.

An interesting observation the authors make is that since the user e-mail
checking time is much larger than the average e-mail transmission time, the
latter can be disregarded in the model. The authors proceed in considering a
“reinfection” model, where a user will send out copies of the e-mail virus each
time he reopens an infected attachment, as opposed to a “non-reinfection” model
where this happens just once. Neither model is very realistic: in many cases, e-
mail viruses install themselves as startup services on the system, and spread
themselves at each opportunity.

These observations suggest that the results of the simulation should be consi-
dered as qualitative, rather than quantitative, indications. A couple of interesting
points can be drawn from this study. Firstly, infecting users with high “degrees”,
i.e. an high number of contacts, in the early phase of infection speeds up the
process considerably (and conversely, making these nodes immune to the virus
helps defending against it). A second observation is that the overall spread rate
of viruses gets higher as the variability of users’ e-mail checking times increases.

2.3 Modeling a Scanning Worm: The Random Constant Spread
Model

The Random Constant Spread (RCS) model [5] was developed by Staniford,
Paxson and Weaver using empirical data derived from the outbreak of the Code
Red worm. This worm was released in its first version (which we will call CRv1)
onto the Internet on July 13th 2001, according to the initial analysis from eEye
Digital Security [I4]. The CRv1 worm was disassembled and studied quickly [15],
making its diffusion mechanism very clear.

Code Red propagates by using the .ida vulnerability discovered by eEye itself
on June 18th 2001 [I6], thus infecting vulnerable web servers running Micro-
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soft, IIS version 4.0 and 5.0. When Code Red infects an host, it spreads by
launching 99 threads, which randomly generate IP addresses (excluding subnets
127.0.0.0/8, loopback, and 224.0.0.0/8, multicast) and try to compromise the
hosts at those addresses using the same vulnerability.

CRv1, however, had a fundamental design flaw: the random number gene-
rator of each thread was initialized with a fixed seed, so all the copies of the
worm in a particular thread, on all infected hosts, generated the same sequence
of target IP addresses, attempting to compromise them in that fixed order. The
thread identifier is used as part of the seed, so each instance of the worm has 99
different sequences, but these sequences were the same for all the instances of
the worm. For this reason, CRv1 was not very effective nor dangerous: since all
the instances of the worm scanned the same sequence of IP addresses, the worm
spread was only linear.

A particularity of this worm is that it does not reside on the file system of the
target machine, but it is carried over the network as the shellcode of the buffer
overflow attack it uses (for a definition of buffer overflows, see [17]). When it
infects an host, it resides only in memory: thus a simple reboot eliminates the
worm, but does not avoid reinfection. Applying a patch to fix the IIS server or
using temporary workarounds (e.g. activating a firewall, or shutting down the
web server) makes instead the machine completely invulnerable to the infection.

A “version 2” (CRv2) of the same worm “fixes” this bug by randomizing the
seed of each thread. It also adds a nasty subroutine to attempt a DDoS attack
against wwwl.whitehouse.gov on the days between the 20th and the 28th of
each month, then reactivating on the 1st of the following month. CRv2 should
not be confused with the so-named Code Red II virus, which in spite of the
name is a completely different virus (we will address it later).

The RCS model actually describes CRv2, since it assumes that the worm has
a good random number generator that is properly seeded. Let N be the total
number of vulnerable servers which can be potentially compromised from the
Internet. The model here makes two approximations: it ignores that systems can
be patched, powered and shut down, deployed or disconnected. Also, it ignores
any sudden spread of the worm behind firewalls on private intranets, which
could be misleading. In other words, in the model the pool of vulnerable targets
is considered to be constant.

An additional, more crucial approximation, is that the Internet topology is
considered an undirected complete graph. In truth, the Internet being (as S.
Breidbart defined it) “the largest equivalence class in the reflexive, transitive,
symmetric closure of the relationship can be reached by an IP packet from”,
it is all but completely connected. In fact, recent researches [I8] show that as
much as the 5% of the routed (and used) address space is not reachable by
various portions of the network, due to misconfiguration, aggressive filtering, or
even commercial disputes between carriers. Intuitively, however, this does not
fundamentally alter the conclusions of the study.

Let K be the average initial compromise rate, i.e. the number of vulnerable
hosts that an infected host can compromise per unit of time at the beginning of
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Fig. 1. Comparison between predicted and detected number of scans by Code Red, in
data offered by Chemical Abstracts Service; originally appeared in [5]

the outbreak. The model assumes that K is constant, averaging out the diffe-
rences in processor speed, network bandwidth and location of the infected host.
The model also assumes that a machine cannot be compromised multiple times.
If a(t) is the proportion of vulnerable machines which have been compromised at
the instant ¢, N - a(t) is the number of infected hosts, each of which scans other
vulnerable machines at a rate K per unit of time. But since a portion a(t) of the
vulnerable machines is already infected, only K - (1 — a(t)) new infections will
be generated by each infected host, per unit of time. The number n of machines
that will be compromised in the interval of time dt (in which we assume a to be
constant) is thus given by:

n=(Na) - K(1—a)dt (1)

We are obviously considering that, being 232 a very large address space, and
since CRv2 target list is truly random, the chance that two different instances
of the worm simultaneously try to infect a single target is negligible. Now, under
the hypothesis that N is constant, n = d(Na) = Nda, we can also write:

Nda = (Na) - K(1 —a)dt (2)

From this, it follows the simple differential equation:

da
e Ka(l —a) (3)



Computer Virus Propagation Models 33

The solution of this equation is a logistic curve:
o eKe-T) A
R R <) )

where T is a time parameter representing the point of maximum increase in the
growth. In [5] the authors fit their model to the “scan rate”, or the total number
of scans seen at a single site, instead than using the number of distinct attacker
IP addresses. We show this in Figure [T, where the logistic curve has parameters
K =1.6 and T = 11.9. The scan rate is directly proportional to the total number
of infected IPs on the Internet, since each infected host has a fixed probability
to scan the observation point in the current time interval. On the contrary, the
number of distinct attacker addresses seen at a single site is evidently distorted
(as can be seen in Figure [l), since each given worm copy takes some random
amount of time before it scans a particular site. If the site covers just a small
address space, the delay makes the variable “number of distinct IP addresses of
attackers” to lag behind the actual rate of infection.

Researchers from CAIDA also published data on the Code Red outbreak [19];
their monitoring technique is based on the usage of a “network telescope” [20],
i.e. a large address-space block, routed but with no actual hosts connected. Three
of such telescope datasets (one observed from a /8 network, and two from /16
networks respectively) were merged to generate the data presented in the paper.
On such a large portion of IP space, the “distortion” is less evident, as we can
see in Figure 2 In Figure[3 the cumulative total of “attacker” IP addresses seen
by the telescopes is plotted on a log-log scale and fitted against the predictions of
the RCS model, on a logistic curve with parameter K = 1.8 and T' = 16. CAIDA
data are expressed in the UT'C timezone, while Chemical Abstracts Service data
were expressed in CDT timezone: this accounts for the different 7" parameter.

In Figure H]instead we can see the deactivation rate of the worm, considering
as “deactivated” an host which did not attempt to spread the infection anymore.
The worm was built to deactivate its propagation routine on midnight of July
20, UTC time (to begin the Denial of Service process). This is clearly visible in
the graphic.

As we can see from Figures[B]and [T at that time the worm was approaching
saturation. A total of about 359.000 hosts were infected by CRv2 in about 14
hours of activity (corresponding to the plateau in Figure ).

In Figure[d the hourly probe rate detected at the Chemical Abstracts Service
on day August 1st 2001 is compared to a fitting curve. On that day CRv2
reactivated after the denial of service cycle, as discussed before. CAIDA observes
that at peak 275.000 hosts were infected. The lower number is probably due to
ongoing patching activity during the 10-days grace period.

Other authors [21] propose the AAWP discrete time model, in the hope to
better capture the discrete time behavior of a worm. However, a continuous mo-
del is appropriate for such large scale models, and the epidemiological literature
is clear in this direction. The assumptions on which the AAWP model is based
are not completely correct, but it is enough to note that the benefits of using a
discrete time model seem to be very limited.
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Fig. 2. The number of distinct IP addresses infected by Code Red v2 during its first
outbreak, drawn from [19]

3 A New Model for the Propagation of Worms on the
Internet

3.1 Slammer, or the Crisis of Traditional Models

As described in section[2], a number of models have been developed for the propa-
gation of viruses and worms. However, most of them have critical shortcomings
when dealing with new, aggressive types of worms, called “flash” or “Warhol”
worms.

On Saturday, January 25th, 2003, slightly before 05:30 UTC, the Sapphire
Worm (also known as SQ-Hell or Slammer) was released onto the Internet.
Sapphire propagated by exploiting a buffer overflow vulnerability in computers
on the Internet running Microsoft’s SQL Server or MSDE 2000 (Microsoft SQL
Server Desktop Engine). The vulnerability had been discovered in July 2002, and
a patch for it was actually available even before the vulnerability was announced.

The characteristic which made this worm so different from the previous ones
was its speed: it effectively showed a doubling time of 8.5(+1) seconds, infecting
more than 90 percent of vulnerable hosts within the first 10 minutes. It was thus
a lot faster than Code Red, which had a doubling time of about 37 minutes. At
least 75.000 hosts were infected by Sapphire.



Computer Virus Propagation Models 35

Code Red Worm - infected hosts
le+@e T T T T T T T
166888 - ~
]
+
n
o
=
T leess [ f g
+
o
I
-
<
1888 | B
measured
160 1 1 1 1 1 1 1
Ba:E6 B4: 688 Bg: 88 12:88 16: 88 20: 88 BR: a6 B4:68
B7-19 time cUTCH B7 /28

Fig. 3. The number of distinct IP addresses infected by Code Red v2 during its first
outbreak, plotted on a log-log scale and fitted against the RCS model, drawn from [I9]

Sapphire’s spreading strategy is based on random scanning, like Code Red.
Thus, the same RCS model that described CRv2 should fit also Sapphire’s gro-
wth. However, as it appears from Figure [6] the model fits well only for the initial
stage of growth. Then, suddenly, there is an abrupt difference between the model
and the real data.

We must remember that this data shows the total number of scans, not the
actual number of infected machines. After approximately 3 minutes from the be-
ginning of the infection, the worm achieved its full scanning rate of more than 55
million scans per second; after this point, the rate of growth slowed down some-
what. The common explanation for this phenomenon is that significant portions
of the network did not have enough bandwidth to support the propagation of
the worm at its full speed: in other words, the worm saturated the network
bandwidth before saturating the number of infectable hosts.

Why was Sapphire so deadly efficient, when compared to Code Red? The
difference relies mainly in the transmission mechanism: the exploit used by Sap-
phire was based on UDP, while the exploit of Code Red was based on TCP. So,
Code Red had to establish a connection before actually exploiting the vulnera-
bility: having to complete the three-way handshake, waiting for answers, it was
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Fig. 4. Rate of “deactivation” of infected hosts, drawn from [19]

latency limited. Sapphire, on the contrary, could scan at the full speed allowed
by the network bandwidth available, so it was network limited.

In order to properly model such a worm, the bandwidth between nodes must
be taken into account: this means that most of the proposed models are not
applicable in this situation because they use the “global reachability” property
of the Internet as a simplifying assumption.

3.2 Building a Compartment-Based Model

Modeling the whole Internet as a graph, with each node representing an host, is
unfeasible. Even modeling the communication infrastructure, representing rou-
ters as nodes of the graph and links as edges, is an almost impossible task.

Luckily, we do not need such granularity. The Internet can be macroscopi-
cally thought of as the interconnection of a number of Autonomous Systems.
An AS is a subnetwork which is administered by a single authority. Usually, the
bottlenecks of Internet performance are located in the inter-AS connections (i.e.
the peering networks and the NAP connections), not in the intra-AS connec-
tions. However, some AS are instead very large entities, which comprise densely
connected regions and bottleneck links: in this case we could split these ASs in
smaller regions that satisfy the property.
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on August 1st, as it appears in the CAS [5] dataset. The time of day is expressed in
Central US Time.
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For this reason, we propose a compartment-based model, in which we suppose
that inside a single autonomous system (or inside a densely connected region of
an AS) the worm propagates unhindered, following the RCS model described in
Section [2.3] However, we wish to model the behavior of the worm in the intra-AS
propagation, and for this purpose we need to rewrite and extend Equation [3

Let N; be the number of susceptible hosts in the i-th AS (AS;), and a; the
proportion of infected hosts in the same AS. Now, let us suppose that K is the
average propagation speed of the worm, and in first approximation let us say it
is constant in every single AS. Let Pry,; be the probability that a host inside
AS; targets an host inside the same AS, and Poyr,; the probability that instead
it attacks another AS.

In a simple model with just two autonomous systems, the following equation
describes both the internal and external worm infection attempts on ASy:

Nida, = NlCLlKP]NJdt"‘NQ(IQKPOUTVth (1 — al)

Internal FExternal

A similar equation can obviously be drawn for ASs simply by switching the
terms. We thus have a system of two differential equations:

da 1
dt
dll2
dt

a1 K Py + %GQKPOUT,Q (1—a1)

asKPry o+ %alKPOUT,l (1—a2)

Under the assumption that the worm randomly generates the target IP addes-
ses, it follows that Ping = Nl/N and Poyr1 =1—-Pin1 = NQ/N. Substituting
these values, and extending the result to a set of n ASs, we obtain the following
system of n differential equations:

da; __ )
= K

n
JX;—i—Zl%ajK% (I—-a;) 1<i<n (5)
i
We can think of the result of the integration of each equation as a logistic
function (similar to the one generated by the RCS model), somehow “forced” in
its growth by the second additive term (which represents the attacks incoming
from outside the AS).
Simplifying the equation we obtain:

n

dai o Nz Nj

di = GJZKW -+ ; WGJK (]. (I,»L) (6)
J#
—_———

incoming attacks|
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in which we left in evidence the term describing the incoming attack rate, but
we can further reduce the equations to the following:

daZ K
ZN aj lfai)ﬁ (7)

This is a nonlinear system of differential equations. It can be easily shown
that the results of equation [[ are a solution also for this model, with the same
Z Ni a;

K and N parameters. Considering that a = =5, we have:

N;a; n
o |5 g
dt — dt N N 4 b dt

and, from equation [t

n K K n
Nia; | (1—a;)— ) = — N;Na(l—a;) =
dt NZ ; jai | (1= @) NQ;’ a(l—a;)
aK < aK | <& - aK
=aK(1-a)

Thus we obtain equation [l

We can explore the solutions of a linearization of the system, in the neigh-
borhood of the unstable equilibrium point in a; = 0, V5. With the convention of
using the newtonian notation (denoting the first derivative with an upper dot),
and using the traditional substitution of a; = (@; + da;), we obtain:

((Tl—‘r 6al) = ZNjaj (1 — aZ)N + J 8ai (5

a

a;

4 K K
da; = ZNjaj (1 —EZ-)N + | - ZNJ@ +N2(1 —(]7) N&ai
J

J

Now we can inject a small number of worms in the k-th autonomous system,
in a model initially free of virus infections: @; = 0; dap(0) =0, Vi # k; da,(0) =
€ > 0. The system initially behaves in this way:
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{5@1‘ = Nzﬁéal

Thus, in the k-th autonomous system, the worm begins to grow according
to the RCS model, while the other AS are temporarily at the equilibrium. This
state, however, lasts only until the worm is first “shot” outside the AS, which
happens a few moments after the first infection.

We can now calculate analytically the bandwidth consumed by incoming
attacks on a “leaf” AS, AS;, connected to the network via a single connection
(a single homed AS). Let s be the size of the worm, r; the number of attacks
generated in a time unit by AS;. Let T describe the total number of systems
present on the Internet, and 7; the number of systems in AS;. The rate of attacks
that a single infected host performs in average is R = K % (since K is the rate
of successful outgoing attacks). The incoming bandwidth b; incoming Wasted by
the incoming worms on the link is therefore described by:

n T n T
bi,incoming =S ; rj?z =S ; CLijRTZ

ji ji
Jj=1 Jj=1
J#i J#i

If we compare equations 8 and B, we can see the structural analogy:

bi,incoming =sT; E W]a]‘K (9)
=1

ji
incoming attacks
We must also consider the outgoing attack rate, which equals the generated
attacks minus the attacks directed against the AS itself:

T; T; T
bi,outgoing = STr; |:1 - T:| = saZNZR |:]. — T:| = salNlKN |:

T-T
T

Also in this case we can see a structural analogy with equation

N;
bi,outgoing =S (T - T’z) azﬁK (10)
——

outgoing attacks

Adding equation [ to equation [I0] we can thus obtain the amount of band-
width the worm would waste on AS; if unconstrained:

N; "\ N;
bizs(T—Ti)aiﬁKﬂT;WajK (11)
J#i
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Considering that:
N; N; N;
SR E L R s L ek

we can easily see that:

N, N, N,
b; = S(T — Ti)aiﬁK +sT zj: Wja]‘K — aiﬁK
N, N; sK
:sTZW]ajK—STiaiWK:W TZNjaj_TiaiNi
J J

We could also extend this result to a multi-homed leaf AS, that is, an AS
with multiple connections to the Internet, but which does not carry traffic from
one peer to another for policy reasons (as it is the case for many end-user sites).
We must simply divide this equation, using a different equation for each link,
each carrying the sum of the AS that are reachable through that link. We should
also rewrite equation [I{(] to split up the outgoing attacks depending on the links.
This would not change the overall structure of the equations.

It would be a lot more complex to model a non-leaf AS, because we should
take into account also the incoming and outgoing traffic on each link that is being
forwarded from a neighbor AS to another. The complexity lies in describing in a
mathematically tractable way the paths on a complex network. However, we can
ignore, in first approximation, non-leaf AS, because they tend to be carriers of
traffic, not containing hosts susceptible to the worm: they can thus be considered
as a part of the intra-AS connection links.

Let us go back to the leaf, single-homed model, and let us suppose now that
there is a structural limit to the available bandwidth on the link, B;. In the
simplest possible model, we will see that only a fraction @;, 0 < Q; < 1 of
packets will be allowed to pass through the i-th link, such that @Q;b; < B;. The
actual behavior of the system under an increasing load is not known a priori,
but we can suppose that there exists a simple relation expressing the saturation
of the link, such as:

b
b B;(1-— B;
Bi(1—e ABi):QibiéQi:—( b‘e )

This is justified by thinking that:
a2t L\t
lim B;(1—e¢ "B)=0 lim B;(l—e "Bi)=h,;

Resubstituting this:

N; N;
J#i
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Fig. 7. A comparison between the unrestricted growth predicted by an RCS model and
the growth restricted by bandwidth constraints

N; N;
=s(T'-T) Qiai K +sT QiZW“jK
~—— J#i
reduced outgoing rate
reduced incoming rate

As we see, in order to reduce the bandwidth to the value Q;b;, and under
the hypothesis that the incoming and outgoing stream of data are curtailed by
the same factor, the incoming and outgoing attack rate must be decreased of
this same factor @;. We can now substitute this reduced attack rate into the
system of equations [ (remembering that the inner worm propagation will be
unaffected), and thus obtain:

dai
dt

N; N;
= aiKﬁl‘i'QiZQjW]ajK (1—ai) (12)
J#i

Equation[T2 expresses the same model, but with a limit on the dataflow rate
of the links between different ASs. We have plotted this equation using Simulink
and Matlab, obtaining the result shown in Figure[d. Here we compare the dif-
ferent results of equations Bl and [[2l They are built with the same parameters,
and thus their initial growth is totally symmetric. However, as soon as the links
begin to saturate, the growth of equation [IZ slows down.

We can then insert into the Simulink model an additional component in order
to simulate the disruption in the Internet links caused by traffic overload. In
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particular, we suppose that a proportion p of the links will shut down when they
are flooded by worm traffic (i.e. when the worm generates a flow of packets a lot
above B;). In Figure Bl we see the comparison on the traffic observed on a single
link with or without this additional detail. We can observe the small oscillations
that are generated, even in this static and simplified model of network failure.

We repeated our simulations for a variety of parameters of the model, conclu-
ding that as the bandwidth limit increases the small peak of traffic seen on the
link is less and less evident, up to the point where the model behaves exactly as
if the bandwidths were unlimited. Increasing the number of failing links, instead,
increases the oscillations after the peak.

In Figure @ we instead plot the number of attacks seen on a large subset of
the links. This is very similar to the behavior observed by DShield during the
Slammer outbreak (see Figure B): DShield, in fact, monitors a large subset of
different links. However, as can be seen in Figure [[] the actual growth of the
worm is only slowed down, not stopped at all, by the vanishing links.

In our opinion, then, the sudden and strange stop in the increase of observed
attacks can indeed be explained by the disruption of Internet links, as hypothe-
sized in various previous works, but this does not imply a similar slow down in
the growth of the worm.
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Fig. 9. The number of attack rates seen by a global network telescope, under the
hypothesis that some links fail during the outbreak

4 A Discussion of Proposed Countermeasures

4.1 Monitoring and Early Warning

In [22] the authors use the models of active worm propagation to describe a
monitoring and alerting system, based on distributed ingress and egress sensors
for worm activity. Ingress sensors detect as possible worm activity any incoming
scan trying to contact unused addresses on the network (with a principle similar
to the one of the network telescopes discussed in section 23]). Egress sensors
instead try to capture outgoing worm activity from the network.

In order to create a global early warning distributed sensor network, the
authors propose a data collection engine, capable of correcting the statistical
biases responsible for the distortions described in section [Z3l They propose the
use of a Kalman filter for estimating parameters such as K, N and a from the
observations, and thus have a detailed understanding of how much damage the
spreading worm could generate. In addition, using some properties of the filter,
it can be used to generate and early warning of worm activity as early as when
1% < a <2%.

The authors also show that this early warning method works well also with
fast spreading worms, and even if an hit-list startup strategy is used.



Computer Virus Propagation Models 45

4.2 Modeling Removal and Disinfection of Hosts

Models such as RCS purposefully avoid to take into account the dynamics of
countermeasures deployed to stop or contain virus outbreaks, considering worm
propagation to be too quick to be influenced by human response.

A study by Zou et al. [23], focused on slower propagating worms such as Code
Red, builds upon the RCS equations, incorporating the Kermack-Mckendrick
model which accounts for the removal of infectious hosts, and extending it to
the removal of susceptible hosts as well.

Additionally, the authors propose that the infection rate K should be consi-
dered a function of time: K = K(t), because of intervening network saturation
and router collapse. Basically they rewrite the model as:

da dr
E:K(t)a(l—a—q—r)—a (13)

Where ¢(t) is the proportion of susceptible hosts that are immunized at time
t, and r(t) is the proportion of infected hosts that are cured and immunized at
time ¢. This model is called the two-factor worm model. In order to completely
describe the model, the authors make some assumptions on ¢(¢) and r(¢). In
particular, they hypothesize that a constant portion of the infected machines
are cured on a unit of time:

dr
at ~ ¢

Additionally, with an hypothesis close to the kill signal theory described by
Wang et al. in [24], they describe the patching process as a diffusion similar to

the one of the worm:

dg _

o Ml —a—g=r)(atr)

it is unclear, however, how the authors chose this particular equation, and
how the variables have been chosen. Also, as it has been pointed out in comments
to the paper by Wang et al., it is far from evident that the kill signal propaga-
tion and the worm propagation follow the same parameters, or even the same
topology of network. However the simulation of this model yields interesting
analogies with the real data of the Code Red outbreak.

A model by Wang et al. [25] shows the interdependence between the timing
parameters of propagation and removal, and their influence on the worm propa-
gation.

4.3 Quarantine: The World’s Oldest Defense

In [26] the authors study a dynamic preventive quarantine system, which places
suspiciously behaving hosts under quarantine for a fixed interval of time. We
omit many details of their analysis, but their conclusion is as follows. Let 1/X;
be the mean time before an infected host is detected and quarantined, 1/Ay be
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the mean time before a false positive occurs, i.e. a non-infected host is wrongly
quarantined, and T be the quarantine time.
The probability that an infectious host is correctly quarantined is

MT

L= ToNT

and the probability of a false positive conversely is:

AT

P2 =T NT

So the RCS model may be applied, by discounting the infection rate K in
order to take into account the effects of quarantine:

K =(1-p)(1-p)K

An extension of the Kermack-Mckendrick model, omitted here for brevity, is also
presented, and the results of simulation runs on both these models are discussed.

It should be noted that such a dynamic quarantine system would be difficult
to implement, because each host cannot be trusted to auto-quarantine itself.
Practically, on most networks, the number of remotely manageable enforcement
points (i.e. firewalls and intelligent network switches) is limited. Entire blocks of
network would need to be isolated at once, uncontrollably increasing the factor
p2. This could help to stop the warm, but with a steep price, since po represents
the probability that innocent hosts will be harmed by quarantine.

In addition, as shown by the model presented in B2l the virus spread is
not stopped but only slowed down inside each quarantined block. Moreover, it
should be considered that the “kill signal” effect (i.e. the distribution of anti-virus
signatures and patches) would be hampered by aggressive quarantine policies.

On the same topic Moore et al. [27] simulated various containment strategies
(namely content filtering and blacklisting), deriving lower and upper bounds of
efficacy for each. Albeit interesting, the results on blacklisting share the same
weakness pointed out before: it’s not realistic to think about a global blacklisting
engine.

Real-world isolation techniques are far less efficient. On a LAN, an intelligent
network switch could be used to selectively shut down the ports of infected hosts,
or to cut off an entire sensitive segment. Network firewalls and perimeter routers
can be used to shut down the affected services. Reactive IDSs (the so-called
“Iintrusion prevention systems”) can be used to selectively kill worm connections
on the base of attack signatures.

Automatic reaction policies are intrinsically dangerous. False positives and
the possibility of fooling a prevention system into activating a denial-of-service
are dangerous enough to make most network administrators wary.

4.4 Immunization

In [24] the effect of selective immunization of computers on a network is dis-
cussed. The dynamics of infection and the choice of immunization targets are



Computer Virus Propagation Models 47

examined for two network topologies: a hierarchical, tree-like topology (which is
obviously not realistic for modeling the Internet), and a cluster topology. The
results are interesting, but the exact meaning of “node immunization” is left
open.

If it means the deployment of anti-virus software, as we discussed before, it
consists of a reactive technology which cannot prevent the spread of malicious
code. If it means the accurate deployment of patches, the study could be used
to prioritize the process, in order to patch sooner the most critical systems.

4.5 Honeypots and Tarpits

Honeypots are fake computer system and networks, used as a decoy to delude
intruders. They are installed on dedicated machines, and left as a bait so that
aggressors will lose time attacking them and trigger an alert. Since honeypots
are not used for any production purpose, any request directed to the honey-
pot is at least suspect. Honeypots can be made up of real sacrificial systems,
or of simulated hosts and services (created using Honeyd by Niels Provos, for
example).

An honeypot could be used to detect the aggressive pattern of a worm (either
by attack signatures, or by using a technique such as the one described above).
When a worm is detected, all the traffic incoming from it can be captured at the
gateway level and routed to a fake version of the real network.

Using signatures has the usual disadvantage that they may not be readily
available for an exploding, unknown worm. Using anomaly detection filters is
prone to false positives, and could send legitimate traffic into the fake honeypot.

Once a worm has entered a honeypot, its payload and replication behaviors
can be easily studied, without risk. An important note is that hosts on the
honeypot must be quarantined and made unable to actually attack the real
hosts outside. By using sacrificial unprotected machines, copies of the worm can
be captured and studied; sometimes, even using honeyd with some small tricks
is sufficient in order to capture copies of the worm.

As an additional possibility, an honeypot can be actually used to slow down
the worm propagation, particularly in the case of TCP based worms. By delaying
the answers to the worm connections, a honeypot may be able to slow down its
propagation: when a copy of the worm hits the honeypot, it sees a simulated
open TCP port, and thus it is forced to attack the fake host, losing time in the
process.

This technique is used in the Labrea “tarpit” tool. LaBrea can reply to any
connection incoming on any unused IP address of a network, and simulate a TCP
session with the possible aggressor. Afterward it slows down the connection:
when data transfer begins to occur, the TCP window size is set to zero, so no
data can be transferred. The connection is kept open, and any request to close
the connection is ignored. This means that the worm will have to wait for a
timeout in order to disconnect, since it uses the standard TCP stack of the
host machine which follows RFC standards. A worm won’t be able to detect
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this slowdown, and if enough fake targets are present, its growth will be slowed
down. Obviously, a multi-threaded worm will be less affected by this technique.

4.6 Counterattacks and Good Worms

Counter-attack may seem a viable cure to worms. When an host A sees an
incoming worm attack from host B, it knows that host B must be vulnerable
to the particular exploit that the worm uses to propagate, unless the worm
itself removed that vulnerability. By using the same type of exploit, host A can
automatically take control of host B and try to cure it from infection and patch
it.

The first important thing to note is that, fascinating as the concept may seem,
this is not legal, unless host B is under the control of the same administrator of
host A. Additionally, automatically patching a remote host is always a dangerous
thing, which can cause considerable unintended damage (e.g. breaking services
and applications that rely on the patched component).

Another solution which actually proves to be worse than the illness is the
release of a so-called “good” or “healing” worm, which automatically propagates
in the same way the bad worm does, but carries a payload which patches the
vulnerability. A good example of just how dangerous such things may be is the
Welchia worm, which was meant to be a cure for Blaster, but actually caused
devastating harm to the networks.

5 Conclusions and Future Work

In this paper, we reviewed existing modeling techniques for computer virus pro-
pagation, presenting their underlying assumptions, and discussing whether or
not these assumptions can still be considered valid. We also presented a new
model, which extends the Random Constant Spread model, which allows us to
derive some conclusions about the behavior of the Internet infrastructure in pre-
sence of a self-replicating worm. We compared our modeling results with data
collected during the outbreak of the Slammer worm and proposed an explanation
for some observed effects. We also discussed briefly countermeasures for fighting
a self-replicating worm, along with their strengths and weaknesses. As a future
extension of this work, we will try to model these countermeasures in order to
assess their value in protecting the Internet infrastructure.
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Abstract. Electronic mail is the core of modern communications. Peo-
ple rely on email to conduct their business and stay in touch with fami-
lies and friends. The ubiquity and popularity of email make its QoS an
important issue. Performance of mail systems is the result of the inter-
actions between their hardware and software components and the user
behavior, that is, how users exploit and exercise these components. This
paper addresses the performance issues of mail systems by focusing on
the characterization of their workloads and on benchmarking. The mail
systems considered in this paper rely on Internet standard messaging
protocols.

1 Introduction

Electronic mail is one of the earliest and most popular Internet applications
that has had major societal and economical impacts [I6], [27]. Email is an asyn-
chronous communication medium that connects people across time zones and
culture. Email is the core of modern communications and plays a central role
for both personal and professional lives. It is used to stay in touch with families
and friends and conduct business. The ubiquity of email availability is one of
the strengths of the Internet whose phenomenal growth and popularity are also
due to the popularity of email. Email is fast, cheap and easy to distribute and
is now as necessary as telephone and other communication media or even more
necessary. Email services have become more and more elaborate and powerful
and continue to evolve [24]. Messages are no longer limited to textual contents;
they can include any type of multimedia contents, that is, images, sound, vi-
deo and other applications such as those described in [12]. Many people rely on
email to get work done and information communicated across an enterprise or
a research institution. Hence, they expect mail services with a good QoS. Ser-
vice providers have to meet user requirements by designing and delivering mail
systems characterized by high availability and reliability and good performance.

There is a variety of commercial products available for supporting email
services. Most of them rely on Internet standard protocols to format, transport
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and retrieve messages, whereas only few use their own protocols, message formats
and transports.

The performance of mail systems is the result of a complex set of interactions
between their hardware and software components and of the user behavior, that
is, how users exercise these components. Hence, it is important to assess and
predict the performance of mail systems both at the design stage and during
their entire life cycle.

Despite the importance of these topics, few papers deal with the design of
mail systems and the analysis of their performance. In [23], the behavior of Lo-
tus Notes email clients is modeled with the objective of balancing the workload
on mail servers. The model is based on the distribution of the work generated
by users. The characterization of the workload associated with Internet stan-
dard mail protocols is addressed in [3]. The models obtained in this study are
used describe the input of benchmark experiments. A high—availability high—
performance email cluster is presented in [20]. The design of the system is based
on the analysis of user needs and behavior. Benchmarking is applied to test
the system under heavy load conditions. Benchmarking of mail servers is also
addressed in [4] and a prototype of a benchmark tool is presented.

The purpose of this paper is to present a survey of the performance issues
typical of mail systems that rely on Internet standard protocols. We first intro-
duce the architecture of mail systems by describing the Internet mail model and
the corresponding protocols. We then focus on the performance of mail systems
by presenting a methodology for the analysis of their workloads. Benchmarking
is then introduced as a technique to assess and compare the performance of
different mail systems.

The paper is organized as follows. Section [2] presents the Internet mail model
and the protocols used to transport and access messages. Section Bl focuses on
workload characterization of mail systems. Section [ discusses the benchmarking
techniques in the framework of mail systems. Finally, Section Bl summarizes the
paper and outlines some open issues.

2 Internet Mail Model

Mail systems rely on a client/server architecture consisting of a large number of
hardware and software components interacting together. The mail server is the
component that provides mail services. The mail clients are the components used
to access these services. The network is the communication medium between
clients and server. The architecture of mail systems is organized around the
Internet mail model, namely, a collection of standard components whose goal
is to provide a framework for carrying electronic messages between users. One
main characteristic of these components is their interoperability, that is, their
ability to operate on different platforms.

The framework of the Internet mail model consists of agents, mailstores and
standards [14], [T9]. The standards are the rules that define how to handle mes-
sages, that is, how to format, encode, transport and access the messages. The
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agents are the software programs responsible to perform a certain task on behalf
of a human user or of another program. The mailstore is the filing cabinet of
a mail system. User mailboxes are stored in the portion of the mailstore that
contains the messages addressed to the specific user.

Mail messages are managed by three different types of agents, namely:

— Mail User Agent (MUA)
— Mail Transport Agent (MTA)
— Mail Delivery Agent (MDA).

The Mail User Agents, known also as mail readers, are the programs that run
on the user clients, e.g., PCs, workstations, PDAs, and allow users to read,
reply, save and compose messages. Current MUAs are provided with graphical
interfaces and a rich set of features that allow users to send and view multimedia
messages and attachments and to address security issues. The most popular
MUAs are Microsoft Outlook, Netscape Messenger and Qualcomm Eudora.

The Mail Transport Agent is the program that sends and receives messages
between mail servers and is responsible to know how to route them. The Mail
Delivery Agent is the program that places in the mailstore the messages handed
by the MTA.

Figure [ sketches the hardware and software components and the main fun-
ctions of the mail architecture. The Mail User Agent is a client/server program

retrieve
transport MTA M
M u M
U MDA A store U
A A
mailstore
client mail server client

Fig. 1. Components of a mail architecture.

whose client component runs on the user client and whose server component
runs on the mail server. Both the MTA and the MDA run on the mail server.
An MTA is a client/server program that acts as a client when it sends messages
to another MTA and as a server when it receives messages from another MTA.
Note that both components of the MTA run on every mail server. The mailstore
is located in the mail server. A mailstore can be organized as a traditional flat
file or characterized by a more sophisticated organization, e.g., hierarchical, to
cope with the increased volume and size of the messages and to allow mailbox
sharing among users.
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Figure Bl shows the flow and the components of the Internet mail model
involved in transporting a message from a sender to a receiver. As can be seen,
Mail User Agents are the source and the target of email. At the source an MUA
collects messages to be transmitted from a user. At the destination, an MUA
accesses and manipulates on behalf of a user the messages in the mailstore. A
message originates from the sender’s MUA and is transmitted to the MTA of
the sender’s mail server. This MTA determines the IP address of the receiver’s
mail server and sends the message to the receiver’s MTA that hands it off to the
MDA. The MDA deposits the message in the mailstore where it can be retrieved
by means of the receiver’s MUA. Note that the figure shows a simplified path as
a message could travel through multiple mail servers.

Y
N ]
m
a
MUA *" MTA ﬁ MTA A‘ MDA : = MUA
| S T
sender mail server receiver mail server t
sender o receiver
r
e

‘ message

Fig. 2. Flow of a message in the Internet mail model.

Various standards and protocols are associated with the flow shown in Fig.

A message, before being transmitted, has to be formatted and encoded according
to the Internet Message Format Standard [8] and to its MIME (Multipurpose
Internet Mail Extensions) extensions [10], [11].
SMTP is the Internet standard protocol used to transport and deliver messages,
whereas POP3 and IMAP4 are the standard mail access protocols. All these
protocols are implemented within the corresponding agents. In particular, the
MUAs implement the POP3 and IMAP4 protocols, whereas SMTP is implemen-
ted within the MTAs and MDAs.

To fully understand the performance and the workloads of mail systems, it is
important to understand the characteristics and the behavior of the underlying
transport and access protocols. Next sections present a brief survey of these
protocols.

2.1 SMTP

The Simple Mail Transfer Protocol (SMTP) [17] is an Internet standard protocol
whose objective is to transfer mail reliably and efficiently. The protocol defines
the rules for exchanging messages between a client and a mail server and between
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mail servers. As already pointed out, SMTP is typically implemented by the
Mail Transport Agent and Mail Delivery Agent running on the mail servers.
SMTP is a push protocol, that is, the sender’s mail server pushes the message
to the receiver’s mail server. The SMTP protocol consists of two components:
the SMTP client that executes on the sender’s mail server and the SMTP server
that executes on the receiver’s mail server. Both components reside on each
mail server. When an SMTP client has a message to transmit, it establishes
a connection to an SMTP server. An SMTP session is initiated when a client
opens a connection to a server and the server responds with an opening message.
The connection uses any available transport service, e.g., TCP/IP. Once the
connection is established, the client and the server perform some handshaking
before the actual transmission of the message.

SMTP is a stateful protocol, that is, both the client and the server know
about the state of the connection. The communication between the sender (i.e.,
client) and the receiver (i.e., server) is an alternating dialogue controlled by the
sender. The sender issues a command and the receiver responds with a reply.
Each mail transaction involves a sequence of commands and replies. A session
is terminated when the client sends a QUIT command.

The SMTP client is responsible to guarantee the reliability of the mail trans-
port and delivery. The client either properly delivers the message or reports a
failure. For this purpose, the protocol supports queueing capabilities. A message
is put in a mail queue whenever a retryable error is encountered by the SMTP
client, as in the case of receiver’s mail server or network temporarily unreachable.

Sendmail [2], [6] is the most popular program that implements the SMTP
protocol.

2.2 POP3

The Post Office Protocol — Version 3 (POP3) [22] is an Internet standard mail
access protocol whose objective is to allow users to access their mailboxes lo-
cated in the mail server. Like the SMTP protocol, POP3 is a stateful protocol
consisting of two components: a POP3 client running on the user clients as part
of their Mail User Agents and a POP3 server running on the mail server. The
protocol is very simple and because of its simplicity it provides limited func-
tionalities. A POP3 session starts when the POP3 client opens a connection to
the mail server. The MUA running on the user client issues the commands to
the mail server. The mail server responds to each command with a reply. Users
can submit commands to retrieve information about their mailbox and to re-
trieve or delete messages. POP3 supports the off-line model, that is, once the
messages have been stored in the client mailbox, the connection with the mail
server is closed and the messages are manipulated on the user client. Moreover,
messages will be deleted from the server mailbox depending on the option, i.e.,
download-and-delete, download-and-keep, specified by the POP3 client.
The POP3 protocol neither keeps any state information across sessions nor
provides any mechanism to maintain consistency between client and server mail-



56 M.C. Calzarossa

boxes. Thereby, it is the ideal protocol for users accessing their mailbox from a
single client machine.

Today POP3 is the protocol of choice by ISPs as it consumes very little
resources on the mail servers and puts the entire load on user clients.

2.3 IMAP4

The Internet Mail Access Protocol — Version 4 (IMAP4) [7] is an Internet stan-
dard protocol for mail access designed to overcome the POP3 limitations. IMAP4
is a very flexible and powerful protocol that provides complex messaging capa-
bilities [15], [21]. Users can access and manipulate their mailbox directly on the
mail server as it was a local resource. The IMAP4 protocol supports off-line,
on-line and disconnected models. As for POP3, the off-line model allows users
to download and manipulate messages on their local machine. With the on—line
model, users access their messages directly on the mail server. The disconnected
model complements the off-line model in that it allows users to download mes-
sages on their client machine, manipulate them and then upload the changes to
synchronize the server mailbox such that it is always consistent. Hence, users can
access their mailboxes from everywhere using different client machines without
the need to replicate their mailboxes.

An IMAP4 session consists of commands sent by the client and responses
of the mail server. A session goes through four possible states. Commands and
responses are valid only in certain states. The protocol supports a large va-
riety of commands that provide users with many features to manipulate their
mailboxes. Users can maintain multiple mailboxes on the server with a hierar-
chical organization. They can share their mailboxes, search them on the server
and selectively choose which messages to download based, for example, on their
headers. The IMAP4 protocol puts a significant load on the mail server. It hea-
vily exercises mail server resources for what concerns processing power and disk
space. Moreover, demand of bandwidth is high as many IMAP4 sessions can be
simultaneously open on the mail server and the duration of these sessions can
be quite long.

Because of its flexibility and powerful characteristics, today IMAP4 is the
mail access protocol of choice by enterprises and universities willing to offer
advanced mail services.

3 Workload Characterization

The workload of mail systems consists of the commands issued by users towards
a mail server and of the mail server responses. Moreover, the interaction bet-
ween clients and server generates packets on the interconnecting network. The
objective of workload characterization is to study the behavior of this composite
workload, identify typical usage patterns and predict its future behavior.

Workload characterization can be addressed from different perspectives. The ty-
pical approach is experimental, that is, based on the analysis of measurements
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collected on the system under study [5]. Thereby, to characterize the workload of
mail systems measurements of user clients, mail server and network have to be
collected and analyzed. Mail servers typically provide facilities to log all the re-
quests associated with the Internet standard protocols. A large variety of tools is
available to collect measurements on the network. The hardest part of the analy-
sis is represented by the clients. Clients are usually “dispersed” and it is difficult
to install and run logging facilities on each individual machine. Moreover, users
are somehow reluctant to have their activities monitored even for statistical pur-
poses. As a consequence, measurements on the client side are seldom available.
The behavior of the users is typically inferred from the analysis of the load of
the mail server. Note that mail servers are the main target of the analysis as
they are the most critical resources of mail systems, whereas performance of user
clients is seldom addressed as an issue.

The level of details and the granularity of the measurements collected vary
and depend on the protocol and on the measurement tools. For example, the
measurements collected for the commands processed by a mail server include
time stamps and other information that is a function of the command type, e.g.,
size of the message being fetched, number of messages in the mailbox, IP address
of the sender and of the receiver of the message. Let us remark that before any
processing, log files have to be “sanitized” to remove all sensitive information
they might contain.

The analysis of the measurements is based on a typical workload characte-
rization methodology consisting of several steps, namely:

1. identification of the parameters describing the characteristics and the pro-
perties of the workload

2. exploratory analysis of the identified parameters

3. application of statistical, probabilistic and numerical analysis techniques to
build workload models

4. validation of the workload models.

The parameters have to provide a qualitative and quantitative description of the
workload. The choice of the number and type of parameters is driven by the ob-
jective of the study. Once the parameters have been identified, the exploratory
analysis provides some preliminary insights into the properties and behavior of
the workload. Techniques, such as, clustering, factor analysis, numerical fitting,
time series, are applied to obtain models able to reproduce the static and dy-
namic characteristics of the workload. The validity of the identified models is
assessed using the representativeness criterion.

Moreover, to represent the hierarchical nature of the workload, it can be
decomposed in a hierarchy of layers, where the workload of each layer is trans-
formed into the workload of next lower layer. At the top layer of the hierarchy,
we identify the users who are the source of the load of the mail server. Each user
opens one or more sessions. Hence, the next lower layer is represented by the
sessions. Each session consists of multiple commands. Each command involves a
flow of packets on the network, whose number and type depend on the specific
command that in turn depends on the mail protocol.
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The workload characterization methodology has to focus on each layer of the
hierarchy and take into account the properties and the characteristics of each
layer together with the transformations between layers.

Note that due to the peculiarities of different mail protocols, workload cha-
racterization has to be performed on a per protocol basis, that is, on a per
workload type. Next sections address the characterization of the three types of
mail system workloads, namely, SMTP, POP3 and IMAP4 workloads.

3.1 SMTP Workload

The SMTP workload refers to the requests, i.e., commands, processed by a mail
server to send and receive messages. The parameters used to describe the SMTP
workload deal with its intensity and the characteristics of the messages being
sent or received.

Workload intensity can be studied in terms of arrival rate, that is, number
of requests arrived at the mail server per time unit, and exchange rate, that
is, number of bytes sent/received by the mail server per time unit. Figure Bl
shows the arrival rate of the SMTP requests over a time period of 24 hours.
The measurements refer to a mail server of a small ISP. As can be seen, the
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Fig. 3. Arrival rate over a 24-hours period.

arrivals exhibit large fluctuations and burstiness. The load is light during the
early hours of the day, and then it slowly increases. The average arrival rate is
16.58 requests/min.

Messages can be characterized by quantitative parameters, such as, size, num-
ber of recipients, IP address of the sender and of the receiver. Figure [ shows
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an example of a message size distribution. The diagram plots a zoom of the
distribution in the range 0-80Kbytes. As can be seen, the distribution is highly
positively skewed. The average message size is equal to approximately 7.7Kbytes
with a standard deviation more than six times larger than the corresponding
mean. Most of the messages are short, even though there are messages as large
as bMbytes.

Another important parameter that describes the SMTP workload is the in-
terarrival time, that is, the time elapsed between two consecutive messages sent
or received by the mail server. Figure [H shows the interarrival time distribution
obtained from measurements collected over a 12 hours period. The figure also
shows the corresponding models obtained applying numerical fitting techniques.
Two distributions, namely a Weibull distribution and a Pareto distribution, have
been identified to represent the empirical data. A Weibull distribution, whose
analytic expression is given by:

a

with shape parameter a equal to 3.027 and scale parameter b equal to 1.124, best
fits the body of the empirical distribution. A Pareto distribution, whose analytic
expression is given by:

f(z) = akz=(@ D

with shape parameter « equal to 2.459 and location parameter k equal to 3.958,
best fits the tail. The dashed vertical line shown in the figure denotes the thres-
hold, identified by right censoring techniques, between the body and the tail of
the empirical distribution. This value is equal to approximately 7 seconds.
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Fig. 5. Empirical interarrival time distribution (dotted curve) and fitting models (solid
curves).

3.2 POP3 Workload

The analysis of the POP3 workload follows the hierarchical approach outlined
in Sect Bl POP3 users are characterized by the number of sessions they open
towards the mail server and by the size and number of messages in their mailbox.
Each session is described by its length, that is, number of commands issued
within the session, its duration, that is, the time elapsed between opening and
closing the connection, and the time between two consecutive sessions. The POP3
protocol supports very few command types. Commands within a session are
typically described in terms of their operations on the server mailbox, that is,
number and size of the messages retrieved from the server mailbox and number
and size of the messages deleted from the server mailbox. Moreover, to derive
typical usage patterns, it is important to identify within each session commands
issued by human users and commands automatically issued by mail readers to
check, for example, for new messages or to keep the connection between client
and mail server open.

As for the SMTP workload, models of the POP3 workload are obtained by
applying statistical, probabilistic and numerical techniques. In [3], an application
of probabilistic graphs to describe the behavior of POP3 users is presented.

3.3 IMAP4 Workload

The description of the IMAP4 workload has to reflect all the advanced features
provided by the protocol. IMAP4 users are described in terms of number of
sessions they open towards the mail server, number of different mailboxes, size
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and number of messages per mailbox. As for the POP3 workload, a session is
described by its duration, length and time between two consecutive sessions.
Figure [6] shows the distribution of the session duration as measured over a 24
hours time period for a population of about 80 users. The diagram plots a zoom
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Fig. 6. Distribution of the session duration.

of the distribution for durations in the range 0-360 seconds. Most of the sessions
are short, even though there are sessions spanning the whole 24 hours. The
duration of approximately 10% of the sessions is between 32 and 37 seconds.
About 92% of the sessions are shorter than 2 minutes and 94% end within 6
minutes.

Figure [ plots the cumulative distribution of the session length. The distri-
bution refers to lengths in the range 0-400 commands. The diagram shows the
tendency of the users to issue few commands per session, even though we have
observed a session with as many as 39000 commands. The 75-th percentile of
the distribution corresponds to sessions with 25 commands at most. The 98-th
percentile of the distribution corresponds to sessions with less than 400 com-
mands. We notice that about 20% of the sessions consists of 3 commands only.
These sessions correspond to the automatic checks for new messages performed
by mail readers and ending up with no new messages in the mailbox.

The IMAP4 protocol supports a large variety of commands. The set of com-
mands implemented varies as a function of the mail reader. Because of the hete-
rogeneity of the commands, their characterizing parameters are specific of each
type. For example, a SELECT command is described by its time stamp and by
the identifier of the mailbox being selected. A FETCH command is described by
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its time stamp, the identifier of the message being fetched, the flags associated
with the message and the message size. The quantitative characterization of the
commands has to take into account these parameters as well as the description of
the traffic generated on the network. Indeed, each command generates multiple
packets on the network, whose number, type and size depend on the command
type and the data to the transferred.

The functional characterization of the IMAP4 workload takes into account
the sequences of commands issued by the users within a session. The models
of these sequences are based on probabilistic graphs. The nodes of these gra-
phs correspond to the different command types. The arcs, with their associated
probabilities, represent the transitions between commands. Figure Bl shows an
example of a graph that describes the behavior of an IMAP4 user. As can be
seen, the user issues nine different command types. The first command of the
session is a CAPABILITY command. The last command of the session is a LOGOUT
command. Once the mailbox has been selected, the user fetches the messages
from the mailbox, then issues various commands to search, store or expunge mes-
sages. Note that the graph contains an extra arc, with probability 1, between
the LOGOUT and CAPABILITY commands. This arc represents the “transition”
between sessions, that is, at the end of a session a new session eventually starts.

The behavior of each user is then described by one graph. To obtain more
compact and manageable models, clustering techniques are applied to the graphs
described by their transition probability matrices. As a result, classes of graphs
that identify users characterized by similar behavior are obtained.
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Fig. 8. Probabilistic graph of an IMAP4 session.

4 Benchmarking

Benchmarking is a technique extensively used to evaluate and compare the per-
formance of different systems [9]. A benchmark of a mail system has to exercise
its client/server architecture and reproduce the static and dynamic characte-
ristics of the workload. All the components of the system under test (SUT),
i.e., user clients, mail server and network, are involved in a benchmark experi-
ment. Clients play a key role in that they have to load the SUT and emulate
the behavior of the users. The accuracy of a benchmark experiment is heavily
influenced by the representativeness of the workload being executed. Figure [0
shows the typical phases of a benchmark experiment. As can be seen, the charac-
terization of the workload is a preliminary step towards the construction of an
experiment. The workload is specified in terms of several parameters described
by their corresponding models. The number and type of users to be emulated,
the user profile, that is, the number and type of commands each user will issue
towards the mail server and the user think time, that is, the time between two
consecutive commands, are examples of parameters describing the workload of
a mail system. As a result of the workload description, the timed sequences of
commands that will be executed by the clients are generated. The setup of the
SUT deals with the initialization of the working environment, that is, the in-
stallation and configuration on the SUT of the software modules required by a
benchmark experiment and the distribution of the workload to the individual
clients. Moreover, to avoid a “cold start” of the experiment, the mailstore has to
be initialized by populating the user mailboxes according to their initial message
distribution. After the setup phase, the actual execution of the experiment takes
place. The emulated users send their commands to the mail server that proces-
ses them and responds with its replies. Note that the execution of a benchmark
experiment requires the full availability of the SUT in a dedicated mode. During
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Fig. 9. Phases of a benchmark experiment.

the execution of the experiment, measurements of the workload and traffic of
the network are collected. The reporting phase deals with the analysis of the
measurements. As a result of this phase, indices that describe the performance
achieved by the SUT are obtained.

Benchmarking tools have to implement all the phases outlined in Fig.[9 and

guarantee the repeatability and the reproducibility of the benchmark experi-
ments. SPECmail2001 [25], a standard benchmark that focuses on SMTP and
POP3 workloads, describes the user profile in terms of parameters, such as,
number of messages sent per user, number of recipients per message, percentage
of messages to local destination, message size, number of mail checks per user.
Running and reporting rules are defined as part of the benchmark specifications
to ensure that the generated results are meaningful, comparable to other gene-
rated results and repeatable.
The research prototype presented in [4] focuses on SMTP, POP3 and IMAP4
workloads. Several types of statistical distributions, e.g., uniform, exponential,
are provided to describe the workload parameters. Moreover, models based on
probabilistic graphs can be used to specify the behavior of the IMAP4 users.
To guarantee the repeatability of the experiments, the tool is provided with an
archive that acts as a repository of the workload specifications, log files and
reports of the benchmark experiments.

The metrics used to compare the performance of different mail systems ty-
pically refer to the throughput of the mail server, i.e., number of commands
processed by the mail server per time unit, and response time, that is, time
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elapsed between the start and the end of a command. A composite metrics,
known as “messages-per-minute”, is used by SPECmail2001 to indicate the load
the server can sustain with a reasonable quality of service.

Figure [0 shows an example of an output of a benchmark experiment. The

Experitent duration Ok 1min 495 180ms
Throughput 1578 commands/s

Number of SMTP users: 0
Number of POP3 users: 0
Number of IMAPY users: 10

Pratocal Min [LEES Average Standard Coefficient of
Deviation “ariation
AR 107.54 105.99 108.20 047 0.0

Command Idin Tl &z Auerage Standard Coefficient of Number
Deviation “Wariation of commands
Lo GIN 5.05 580 544 024 0.0 10
CAPABILITY 0.20 23.58 4.5 £.52 143 10
SELECT 9.30 E35.38 41.05 69.32 1.69 385
GET 011 244.56 9.34 32.15 344 465
FETCH 0.21 44320 EE.34 a0.41 118 283
SEARCH 040 162.74 11.15 19.55 1.78 251
STORE 0.21 160.76 3.97 15.40 3.88 302
EXPUNGE 016 SE0.48 16.32 46.09 282 334
LoGouT 0.50 17.82 4.19 6.71 1.60 10

Fig. 10. Output of a benchmark experiment.

experiment refers to a run with 10 IMAP4 users, where each user opens one
session. The report summarizes the performance of the mail server in terms of
duration of the experiment and throughput of the mail server, that is, commands
processed by the mail server per minute. Statistics of session duration and res-
ponse time are also provided. Response times are reported on a per command
basis.

5 Conclusions

Performance and reliability of mail services are important requirements for the
modern society to work properly. Even excluding spam messages, the number
of messages being exchanged world—wide is rapidly increasing. Similarly, the
number of new users approaching mail services is increasing. Mail servers have
to meet user demands and guarantee a good QoS. In this framework, performance
evaluation plays a key role. This paper focuses on performance evaluation of mail
systems that rely on the Internet standard protocols SMTP, POP3 and IMAP4.
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The analysis of the workload of these systems shows the properties of each type
of workload and the behavior of the users. Benchmarking is a powerful technique
to assess and compare the performance of different mail systems. An accurate
benchmark experiment has to exercise all the components of the systems under
a realistic workload.

It would be interesting to consider QoS for mail systems in the more general
context of QoS as discussed in this volume in [I3] and [I8], and also to view the
specific situation of mail in the context of wireless systems as discussed in [T] and
[26]. Moreover, open issues in the characterization of workload of mail systems
deal with the analysis of the behavior of “spammers” and the identification of
atypical usage patterns that might indicate the presence of a security attack
against mail servers. Often security threats, e.g., virus propagation, denial of
service attacks, come via email and are source of severe performance degradation
as they lead to unexpected peaks of very heavy load on the mail servers. It is
then important to detect these patterns and design mechanisms for the mail
servers to quickly react and adapt to sudden changes in their workload.
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Abstract. There exists an increasing need for dynamic mechanisms that
take into account quality of service provisions in the establishment of rou-
tes in communication networks. Recently, we introduced a quality of ser-
vice (QoS) driven routing algorithm called “Cognitive Packet Network”
(CPN), which dynamically selects paths through a store-and-forward
packet network so as to offer best effort QoS to an end-to-end traffic.
This paper discusses a number of extensions to the algorithm: the incor-
poration of selective broadcasts to support the operation of an ad hoc
network, the use of delay, loss, and energy information as metrics for rou-
ting, and the use of genetic algorithms to generate and maintain paths
from previously discovered information by matching their “fitness” with
respect to the desired QoS. We discuss implementation considerations as
well as simulation and experimental results on a network testbed.

1 Introduction

Broadly speaking, quality of service (QoS) is the level of performance that a
specific user (or a class of users) expects from the network. QoS becomes impor-
tant when we consider network-sensitive applications such as real-time voice and
video, which tend to have stringent requirements for the amount of loss, delay,
or jitter that they can tolerate [A]. There is a great body of work dedicated to
QoS including: routing schemes which try to achieve QoS objectives [TT/T2]T3]
T4IT5], QoS performance of Internet protocols [T7JI8/T6], and control techniques
which offer QoS guarantees to traffic generated by specific applications [T9]. A
thorough survey of all of these subjects is beyond the scope of this paper and
to do justice to the literature on QoS we would have to cite at least several
hundred authors. However several other papers in this volume deal directly with
QoS, including [8/9].

The Cognitive Packet Network (CPN) [L2J3] is a flexible paradigm for
quality-of-service driven routing. It is a store-and-forward network in which rou-
tes are chosen dynamically by “smart packets” (SPs) which belong to a connec-
tion, according to user specified QoS Goals. CPN routing stores information

* This work has been supported by a grant from the UK Engineering and Science
Research Council (EPSRC) on Self Aware Networks and Quality of Ser-
vice to Imperial College.

M.C. Calzarossa and E. Gelenbe (Eds.): MASCOTS 2003, LNCS 2965, pp. 68-B7] 2004.
© Springer-Verlag Berlin Heidelberg 2004


Verwendete Distiller 5.0.x Joboptions
Dieser Report wurde automatisch mit Hilfe der Adobe Acrobat Distiller Erweiterung "Distiller Secrets v1.0.5" der IMPRESSED GmbH erstellt.
Sie koennen diese Startup-Datei für die Distiller Versionen 4.0.5 und 5.0.x kostenlos unter http://www.impressed.de herunterladen.

ALLGEMEIN ----------------------------------------
Dateioptionen:
     Kompatibilität: PDF 1.3
     Für schnelle Web-Anzeige optimieren: Nein
     Piktogramme einbetten: Nein
     Seiten automatisch drehen: Nein
     Seiten von: 1
     Seiten bis: Alle Seiten
     Bund: Links
     Auflösung: [ 2400 2400 ] dpi
     Papierformat: [ 594.962 841.96 ] Punkt

KOMPRIMIERUNG ----------------------------------------
Farbbilder:
     Downsampling: Ja
     Berechnungsmethode: Bikubische Neuberechnung
     Downsample-Auflösung: 300 dpi
     Downsampling für Bilder über: 450 dpi
     Komprimieren: Ja
     Automatische Bestimmung der Komprimierungsart: Ja
     JPEG-Qualität: Maximal
     Bitanzahl pro Pixel: Wie Original Bit
Graustufenbilder:
     Downsampling: Ja
     Berechnungsmethode: Bikubische Neuberechnung
     Downsample-Auflösung: 300 dpi
     Downsampling für Bilder über: 450 dpi
     Komprimieren: Ja
     Automatische Bestimmung der Komprimierungsart: Ja
     JPEG-Qualität: Maximal
     Bitanzahl pro Pixel: Wie Original Bit
Schwarzweiß-Bilder:
     Downsampling: Ja
     Berechnungsmethode: Bikubische Neuberechnung
     Downsample-Auflösung: 2400 dpi
     Downsampling für Bilder über: 24000 dpi
     Komprimieren: Ja
     Komprimierungsart: CCITT
     CCITT-Gruppe: 4
     Graustufen glätten: Nein

     Text und Vektorgrafiken komprimieren: Ja

SCHRIFTEN ----------------------------------------
     Alle Schriften einbetten: Ja
     Untergruppen aller eingebetteten Schriften: Nein
     Wenn Einbetten fehlschlägt: Warnen und weiter
Einbetten:
     Immer einbetten: [ /Courier-BoldOblique /Helvetica-BoldOblique /Courier /Helvetica-Bold /Times-Bold /Courier-Bold /Helvetica /Times-BoldItalic /Times-Roman /ZapfDingbats /Times-Italic /Helvetica-Oblique /Courier-Oblique /Symbol ]
     Nie einbetten: [ ]

FARBE(N) ----------------------------------------
Farbmanagement:
     Farbumrechnungsmethode: Farbe nicht ändern
     Methode: Standard
Geräteabhängige Daten:
     Einstellungen für Überdrucken beibehalten: Ja
     Unterfarbreduktion und Schwarzaufbau beibehalten: Ja
     Transferfunktionen: Anwenden
     Rastereinstellungen beibehalten: Ja

ERWEITERT ----------------------------------------
Optionen:
     Prolog/Epilog verwenden: Ja
     PostScript-Datei darf Einstellungen überschreiben: Ja
     Level 2 copypage-Semantik beibehalten: Ja
     Portable Job Ticket in PDF-Datei speichern: Nein
     Illustrator-Überdruckmodus: Ja
     Farbverläufe zu weichen Nuancen konvertieren: Ja
     ASCII-Format: Nein
Document Structuring Conventions (DSC):
     DSC-Kommentare verarbeiten: Ja
     DSC-Warnungen protokollieren: Nein
     Für EPS-Dateien Seitengröße ändern und Grafiken zentrieren: Ja
     EPS-Info von DSC beibehalten: Ja
     OPI-Kommentare beibehalten: Nein
     Dokumentinfo von DSC beibehalten: Ja

ANDERE ----------------------------------------
     Distiller-Kern Version: 5000
     ZIP-Komprimierung verwenden: Ja
     Optimierungen deaktivieren: Nein
     Bildspeicher: 524288 Byte
     Farbbilder glätten: Nein
     Graustufenbilder glätten: Nein
     Bilder (< 257 Farben) in indizierten Farbraum konvertieren: Ja
     sRGB ICC-Profil: sRGB IEC61966-2.1

ENDE DES REPORTS ----------------------------------------

IMPRESSED GmbH
Bahrenfelder Chaussee 49
22761 Hamburg, Germany
Tel. +49 40 897189-0
Fax +49 40 897189-71
Email: info@impressed.de
Web: www.impressed.de

Adobe Acrobat Distiller 5.0.x Joboption Datei
<<
     /ColorSettingsFile ()
     /AntiAliasMonoImages false
     /CannotEmbedFontPolicy /Warning
     /ParseDSCComments true
     /DoThumbnails false
     /CompressPages true
     /CalRGBProfile (sRGB IEC61966-2.1)
     /MaxSubsetPct 100
     /EncodeColorImages true
     /GrayImageFilter /DCTEncode
     /Optimize false
     /ParseDSCCommentsForDocInfo true
     /EmitDSCWarnings false
     /CalGrayProfile ()
     /NeverEmbed [ ]
     /GrayImageDownsampleThreshold 1.5
     /UsePrologue true
     /GrayImageDict << /QFactor 0.9 /Blend 1 /HSamples [ 2 1 1 2 ] /VSamples [ 2 1 1 2 ] >>
     /AutoFilterColorImages true
     /sRGBProfile (sRGB IEC61966-2.1)
     /ColorImageDepth -1
     /PreserveOverprintSettings true
     /AutoRotatePages /None
     /UCRandBGInfo /Preserve
     /EmbedAllFonts true
     /CompatibilityLevel 1.3
     /StartPage 1
     /AntiAliasColorImages false
     /CreateJobTicket false
     /ConvertImagesToIndexed true
     /ColorImageDownsampleType /Bicubic
     /ColorImageDownsampleThreshold 1.5
     /MonoImageDownsampleType /Bicubic
     /DetectBlends true
     /GrayImageDownsampleType /Bicubic
     /PreserveEPSInfo true
     /GrayACSImageDict << /VSamples [ 1 1 1 1 ] /QFactor 0.15 /Blend 1 /HSamples [ 1 1 1 1 ] /ColorTransform 1 >>
     /ColorACSImageDict << /VSamples [ 1 1 1 1 ] /QFactor 0.15 /Blend 1 /HSamples [ 1 1 1 1 ] /ColorTransform 1 >>
     /PreserveCopyPage true
     /EncodeMonoImages true
     /ColorConversionStrategy /LeaveColorUnchanged
     /PreserveOPIComments false
     /AntiAliasGrayImages false
     /GrayImageDepth -1
     /ColorImageResolution 300
     /EndPage -1
     /AutoPositionEPSFiles true
     /MonoImageDepth -1
     /TransferFunctionInfo /Apply
     /EncodeGrayImages true
     /DownsampleGrayImages true
     /DownsampleMonoImages true
     /DownsampleColorImages true
     /MonoImageDownsampleThreshold 10.0
     /MonoImageDict << /K -1 >>
     /Binding /Left
     /CalCMYKProfile (U.S. Web Coated (SWOP) v2)
     /MonoImageResolution 2400
     /AutoFilterGrayImages true
     /AlwaysEmbed [ /Courier-BoldOblique /Helvetica-BoldOblique /Courier /Helvetica-Bold /Times-Bold /Courier-Bold /Helvetica /Times-BoldItalic /Times-Roman /ZapfDingbats /Times-Italic /Helvetica-Oblique /Courier-Oblique /Symbol ]
     /ImageMemory 524288
     /SubsetFonts false
     /DefaultRenderingIntent /Default
     /OPM 1
     /MonoImageFilter /CCITTFaxEncode
     /GrayImageResolution 300
     /ColorImageFilter /DCTEncode
     /PreserveHalftoneInfo true
     /ColorImageDict << /QFactor 0.9 /Blend 1 /HSamples [ 2 1 1 2 ] /VSamples [ 2 1 1 2 ] >>
     /ASCII85EncodePages false
     /LockDistillerParams false
>> setdistillerparams
<<
     /PageSize [ 595.276 841.890 ]
     /HWResolution [ 2400 2400 ]
>> setpagedevice


CPN and QoS Driven Smart Routing in Wired and Wireless Networks 69

gathered by SPs and acknowledgement packets (ACKs) in mailboxes (MBs) at
intermediate nodes and at the source node of a connection. Mailboxes store data
about the delay and loss on paths in the network that subsequent SPs will use
to select better paths.

This paper describes two distinct and important networking environments
under which we have implemented CPN: wired and wireless, mobile, ad hoc
networking. These two networking environments each have their own distinct
requirements. While the wired domain is the most traditional networking en-
vironment, wireless ad hoc networking has a great many more challenges that
must be overcome due to its dynamic nature. We briefly discuss these challenges
and our solutions to them.

In addition, we describe an extension to CPN that uses genetic algorithms
to generate new paths. Our approach generates new paths by combining paths
which have been previously discovered. The QoS of these new paths can be
estimated from the observed QoS of known paths. This QoS estimate use then
employed to discern good from bad routes. If the estimated QoS is better than
that of the paths which are already known, the newly discovered path is added
to the “gene pool” and may be used in the future either for conveying traffic or
for generating new paths in the same way. Thus the estimated QoS acts as the
“fitness function” of the GA.

The remainder of this paper is organized as follows. Section ] recalls the
principles that have presided over the design of CPN routing. In Section [3 we
discuss and show results of CPN in the wired domain. We comment on the use
of delay and loss and routing metrics as well as the use of GA to discover new
paths. Section [ presents concepts and simulation results of CPN in the wireless
ad hoc domain. Conclusions about this work are drawn in the final section, where
we also discuss future research directions.

2 CPN Routing

CPN includes three different types of packets which play different roles:

— Smart or cognitive packets (SP) are used to discover routes for connections;
they are routed using a reinforcement learning (RL) algorithm [22] based
on a QoS “goal”. We use the term goal to indicate that there are no QoS
guarantees; rather CPN provides best effort service to optimize the desired
QoS metrics. The role of SPs is to find routes and collect measurements; they
do not carry payload. CPN’s RL algorithm uses the observed outcome of a
decision to “reward” or “punish” the routing algorithm, so that its future
decisions are more likely to meet the desired QoS Goal. The goal is the metric
which characterizes the success of the outcome, such as packet delay, loss,
jitter and so on. In CPN, the specific Goal used by a SP will depend on the
user’s QoS requirements.

— When a smart packet arrives to its destination, an acknowledgment (ACK)
packet is generated and the ACK stores the route followed by the original
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packet and the measurement data it collected. An ACK being returned as a
result of a SP will be source-routed along the “reverse route” of the SP. The
reverse route is established by taking a SP’s route, examining it from right
(destination) to left (source), and removing any sequences of nodes which be-
gin and end in the same node. That is, the path < a,b, ¢, d, a, f,g, h,c,l,m >
will result in the reverse route < m, [, ¢, b,a >. Note that the reverse route is
not necessarily the shortest reverse route, nor the one resulting in the best
QoS. ACKs deposit QoS information in the mailboxes (MBs) of the nodes
they visit.

— Dumb packets carry payload and use source routing. Dumb packets also
collect measurements at nodes. The route brought back to a source node by
an ACK of a SP is used as a source route by subsequent dumb packets of the
same QoS class having the same destination, until a new route is brought
back by another ACK.

MBs in nodes are used to store QoS information. MB entries in a given node
are identified by QoS class and Destination. Each MB is organized as a “least-
recently-used” stack: old information can be discarded from fast memory when
the MB is full, and new information is rapidly accessible from the top.

For each SP in the node’s input buffer, the node will run the CPN routing
code. Then the packet is placed in an output buffer which is selected by the CPN
routing algorithm. If a DP or ACK enters a node, and the node number does
not correspond to the node it should now be visiting, then the dumb packet is
discarded.

As an example of how QoS information is processed, consider how delay is
treated. When an ACK for a packet which was going from S to D and was of
class K enters some node N from node M, the following operation will be carried
out: the difference between the local time-stamp and the time-stamp stored in
the ACK for this particular node is computed and divided by two. The resulting
time is stored in the mailbox as the value W (K, D, M) — it is an estimate of
the forward delay for a packet of QoS class K going from node N to D and
which exited node N via the port leading to M. Note that the identity of the
local node N is obvious and need not be stored. The source node S is also not
relevant since the W (K, D, M) refers to the time to go from N to D using the
next node M. The QoS class K is needed since the decision at each node, and
the resulting observed delay, will depend on the requirements expressed by the
QoS class K. The quantity W (K, D, M) is inserted in the Goal function (see
equation (@) of the RL learning algorithm for the delay value W). Delay is also
used to compute jitter (variance or standard deviation of delay) which is a very
important QoS metric [5] for “voice type” connections.

2.1 Routing Using Reinforcement Learning

Different approaches to learning could in principle be used to discover good rou-
tes in a network, including Hebbian learning, back-propagation [20], and rein-
forcement learning (RL) [22]7]. Hebbian learning is notoriously slow and was
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excluded from our consideration. Simulation experiments conducted on a 100
node network showed that RL is the most effective approach, and that it pro-
vides significantly better QoS than shortest-path routing. RL uses a one step
update of weights so that it is very fast. It uses the most recent information to
modify a neural network’s internal state by rewarding successful outcomes and
penalizing unsuccessful ones, so that new decisions are significantly impacted by
the most recent outcome. In order to guarantee convergence of the RL algorithm
to a single decision (i.e., selecting an output link for a given smart packet), CPN
uses the random neural network (RNN) [4]6] which has an unique solution to its
internal state for any set of “weights” and input variables. In general, at each
node we will have a separate RNN for each QoS class and destination. In the
RNN, the state ¢; of the i — th neuron denotes the probability that it is excited.
The state is used to make the decision of a SP to select the output link 7 at the
node: the largest ¢; designates the output link ¢ which is selected.

As an example, the QoS Goal G that SPs pursue may be formulated as
minimizing Transit Delay W, Loss Probability L, Jitter, or some weighted com-
bination captured in the numerical Goal function G and the reward R = 1/G.
Successive values of R, denoted by R;, [ = 1,2, .., are computed from the mea-
sured delay and loss data, and are used to update the neural network weights.

The CPN RL algorithm first updates a threshold value:

Ty =ali-1+ (1 -a)R, (1)

where a is some constant 0 < a < 1, typically close to 1 and R; is the most
recently measured value of the reward. 7 is a running value that is used by the
RL algorithm to keep track of the historical value of the reward and is is used to
determine whether a recent reward value is better or worse than the historical
value.

Suppose that the [ — th decision selected output link k, and that we recei-
ved feedback from the network which measured the [ — th reward R;. We first
determine whether R; is larger than, or equal to, the threshold 7;_;. If that is
the case, then we conclude that the previous decision worked well; we increase
the excitatory weights to the neuron k that was the previous winner (in order
to reward it for its success), and make a small increase of the inhibitory weights
leading to other neurons. On the other hand, if R; is less than the threshold,
we conclude that the previous decision was not so good and moderately increase
all excitatory weights leading to other and increase significantly the inhibitory
weights leading to the previously selected neuron & in order to punish it for being
unsuccessful:

-Ifn_, < R
o wt(i,k) + wt(i,k) + Ry,
o w(i,j) + w(i,5) + n}il27 forall j #k.
— Else
o wh(i,j) + wt(i,j) + %, for all j #k,
o w(i, k) « w(i, k) + Ru.

Finally the node with the largest ¢; is identified, and the smart packet is
placed in the corresponding output buffer 7.
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3 Wired CPN

CPN was first implemented in the wired domain. Two important QoS metrics
for this domain are loss, and delay. In this section, we describe the way in which
these two QoS metrics are treated in CPN.

3.1 Reward Based on Loss

In order to minimize the user’s loss, we must first be able to measure the loss
along a given path. In order to do this, we take advantage of our ACK packets.
If we have sent N dumb packets, and A dumb ACK packets, it can easily be
shown that the round-trip loss rate is given by 1 — %. It is less trivial to derive
the forward loss rate L¢. However, if we assume that the forward loss rate is

equal to the backwards loss rate, we can derive that Ly =1 — 4/ %. In addition,

we keep a smoothed average ff of the most recent observed forward loss rates
to measure short term changes in the network.

In order to formulate a reward equation for loss, we want to capture the
relationship that as the loss increases, the reward should decrease. Therefore, we
use a reward R of the form:

«a

:ff+€’

2)

where € is a constant representing some minimal value for the loss. In the expe-
riments we report, we have used € = 107° and o = 0.5.

3.2 Reward Based on Delay

In section [2 we discussed how we measure delay. Based on the same principles
as we used for loss, we propose a reward formula as follows:

1

where ( is set to 0.75 in our experiments.

3.3 Measurements

The measurements that we report in this section were performed under a variety
of conditions on the testbed consisting of 26 nodes shown in Figure[Il All tests
were conducted using a flow of UDP packets entering the CPN network with
constant bit rate (CBR) traffic and a packet size of 1024 Kb. All CPN links used
10Mbps point-to-point Ethernet. UDP data was sent from Node 10 to Node 7.
The CPN protocol was run in the usual manner with paths being discovered by
SPs, while DPs were used to carry and source route the payload UDP packets.

As shown in the top figure of Figure P] using the goal function based only on
the loss results in the lowest observed loss rates. The curves in the bottom figure
show that the lowest delay is obtained by using only delay in the goal function.
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Fig.1. CPN testbed
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Fig. 2. Loss (top) and delay (bottom) in the large testbed

3.4 Genetic Algorithms and CPN

A GA is a learning algorithm which operates by simulating evolution [21]. Key
features that distinguish a GA from other search methods include:

— A population of individuals where each individual represents a potential so-
lution to the problem to be solved.

— A fitness function which evaluates the utility of each individual as a solution.

— A selection function which selects individuals for reproduction based on their
fitness.

— The genetic operators which we use to alter selected individuals to create
new individuals are crossover and mutation.
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In the approach we discuss in this paper, a GA will run as a background
process at each source node, to generate and select paths for dumb packets
based on the QoS goal. The GA population will consist of individuals which
represent paths between the source node and potential destination nodes. We
will use a variable length representation which is expected to allow the GA more
flexibility to evolve in response to changes in the network [23]. The fitness of
a path is determined from the measurement data returned by an ACK that is
received in response to sending a dumb packet along that path. New paths are
constructed by genetic operators, e.g. mutation constructs new paths via small
modifications to existing paths while crossover constructs new paths from two
existing paths that share a common intermediate node. The GA also receives
input from the CPN as new paths are discovered by SPs. Exploitation and
preservation of existing good paths (or partial paths) is accomplished through
fitness-based selection. A path is selected if its fitness function is better than, or
within a range of, the fitness function of the current population.

We define a routing word or word, w, as a variable length sequence of nodes
which begin with the source node S and end with the destination D. For any
nodes a and b, ab is a subsequence in w only if there is a link (i.e. path of length
1) going from a to b. Thus w represents any viable path from S to D.

Each routing word w has a goal value G(w) which is determined by the user
of the network. G is similar to the goal function of CPN, and describes how
effective the path described by the word w is. Thus, a smaller value of G(w)
means that w is more desirable. A simple example is when G(w) is merely the
number of letters, or nodes, on the path from S to D.

G(w) can also be the delay or loss over the path w.

We shall say that a goal value is additive, if for any word w = af which
may be expressed as the concatenation of two words « and (3, we have G(w) =
G(a)+G(f). Note that goal value such as packet delay is additive. Note also that
the CPN algorithm for measuring the forward delay of smart or dumb packets
based on the information brought back by an ACK packet allows us to collect at
the source not just the source-to-destination delay but also the delay from any
intermediate node to the destination, and therefore also to deduce the forward
delay from the source to any intermediate node.

We will assume that new words are generated in two different ways:

— Smart packets in CPN discover routes, and ACK packets bring back valid
routes to the source; thus CPN already provides a way of generating new
words w using both random generation of smart packets, and reinforcement
learning based search for routes. The source will keep the words which have
been brought back by the ACKs in a list sorted in the order of increasing
G(w) values which we call the Stack.

— At the source we generate additional words using the following path crossover
operation: Suppose two words w; and ws share some intermediate node, so
that for some node a, we have w; = ujav; and ws = usave. The crossover
operation will then generate the strings w3z = usavy and wy = uiavs.
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If any of these strings is not already in the Stack, then it is placed in the
Stack with the corresponding goal values G(ws) = G(uga) + G(v1) and
G(wyq) = G(ura) + G(va).

In this way, the Stack is enriched both with new paths obtained by crossover,
and by paths which are obtained via the CPN smart packet search process.
Whenever a dumb packet needs to be forwarded to the destination, the word at
the top of the Stack (i.e. the one with the smallest goal value) will be used as
the source route.

Every complete route discovered by SPs and brought back by ACKs naturally
becomes an individual in the GA population for enhancement of CPN routing.
New routes will be evolved as offsprings. Collectively, the individuals with the
same source S and destination D form a GA population repository P(S, D)
which is organized as an LRU stack with some predefined maximum size.

Implementation. The GA algorithm operates by doing “crossovers” between
pairs of paths and periodically discarding the paths which have the lowest fitness,
or equivalently the worst QoS. In order for this selection to reflect the current
state of the network, these calculations must be based on the latest data availa-
ble. For example let us consider two paths A and B which share some common
hops. When we evaluate the fitness of paths A and B in order to compare them,
for this comparison to have a meaning, the underlying measurements on the hops
(delay, loss) must reflect the same network conditions. As these paths were very
likely brought back at different times, it is necessary to update measurements
concerning hops as new information is brought back from the network, so that
the QoS evaluation of paths A and B is constructed from data taken at roughly
the same time. Since duplicating data is not desirable, the GA should store a
pool of available hop measurements, and paths should just be a collection of
references to hops in this pool.

The data structure storing the pair of nodes which constitute the hop and
the corresponding measurement information is referred to as a hop in the rest
of this document. Hops also have a timestamp field which represents the age of
the hops. As newer measurements are sent over by the CPN module, hops are
updated in place to reflect the new network conditions, and their timestamp is
updated as well. The timestamp allows us to periodically rid the hop pool of
obsolete hops, so that the GA engine does not make decisions based on obsolete
measurements. A path is a collection of hops and is referred to as an individual.
An individual does not store its fitness as the delays associated with the hops
that built up the path will change over time. The individuals are arranged in
subpopulations, one for each destination, and within these subpopulations they
are periodically ordered by fitness. The data structures are shown in Figi3l

The size of the data structures that the GA uses make it unlikely that a
kernel-level implementation can be used. Also, as stated before, the GA pro-
cessing should be done in the background. Thus the GA algorithm has been
implemented as a system daemon and will be referred to henceforth as “the GA
daemon”.
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destinations

Individuals(paths)
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by fitness

hops
ordered
by ages

hop pool |

Fig. 3. Principal data structures of the GA daemon

The GA-enabled module works in a similar fashion to the regular CPN mo-
dule, the main changes concern the handling of the ACK when it reaches the
source. However, a modification to the way CPN generates and sends ACKs back
was needed for GA to function properly. While CPN deals with entire paths, GA
operates at a finer level and needs accurate measurements on individual hops
and this means that caution needs to be taken when stripping a route of loops.
Loops are no longer removed at the destination but instead as the ACK travels
back, the nodes on the path check if they were present twice or more in the ori-
ginal packet’s path and if that is the case, they remove the loop and adjust the
timestamp of nodes between itself and the source to compensate for the extra
delay introduced by the loop.

When the ACK reaches the source, we have a complete path to the destina-
tion and the measurements for each hop. This data is put into a FIFO buffer
for the GA daemon to process whenever it becomes available, which is shown in
FigH Unlike the regular CPN module, the GA-enabled module does not update
the dumb packet route repository unless there is no route for the current desti-
nation or the GA daemon is dead (defined as “if the GA daemon has not talked
to the module for the past second”).

ACK from network

crossover
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EEEEEE
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selection
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— | route repository P L

CPN kernel module ioctl GA daemon

Fig. 4. Interaction between module and daemon
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The GA daemon is started when the CPN module is loaded with no initial
knowledge of the network. It consists of a main loop which polls the kernel for
new paths, checking its internal data structures for size and consistency, selecting
individuals for crossover and doing the actual crossover and periodically updating
the CPN module’s dumb packet route repository.

The role of the path selection process is to return a pair of individuals which
are suitable for crossover. Depending on the situation, the GA daemon either
requests a “match” for a specific individual or just asks for a pair of individuals
to crossover.

The data exchange operations between the CPN kernel module and the GA
daemon is bidirectional as the module passes measurements to the daemon and
in return the daemon periodically updates the module’s route repository with
the paths who have the best fitness at that time. The GA daemon is always
the initiator of the data exchange so that the kernel module does not need to
keep track of the presence or absence of the daemon to route CPN traffic. This
way we also eliminate lockups which would occur if the kernel were to probe the
daemon while it is sleeping.

In a first implementation, the GA daemon would always send the kernel the
best path for a given destination, but after some testing this was changed. The
two problems encountered were route saturation and a depletion of the individual
pool.

In order to solve both these problems, instead of systematically returning the
best route, the daemon does a round-robin on the routes whose delay does not
exceed the best delay by more than 5%.

Measurements. To evaluate the performance of CPN with and without the
GA, measurements were conducted on the testbed shown in Figure Bl Initially,
all the machines in the testbed start with an empty dumb packet repository
and empty GA pools. For this particular set of experiments, the source node is
the node at the left edge of the testbed as shown in Figure Bl The CPN path
finding algorithm is started at the source node using SPs and ACKs. Once the
first ACK comes back from the destination carrying the first path that has been
discovered, DPs from source to destination are sent over the CPN network at a
constant rate. Note that the GA daemon only runs at the source node.

For the experiments in which the GA algorithm is not in operation, we simply
disabled the GA daemon. On the other hand if the GA daemon is enabled,
when the first ACK arrives at the source, the GA daemon is automatically
started up and will generate paths as described in the previous section. If a node
sends packets to several destinations, the GA daemon divides the paths into
subpopulations based on the destination and crossover is done for each given
destination. However, the hop pool is common to the all sub-populations, so
that when a source sends packets to several destinations, the GA hop pool will
contain more data as well as potentially more recent data about hops, than if only
one destination is used. However in this case the GA still creates independent
paths for each destination from the hop pool.
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Throughout the experiments, the QoS Goal that is used for selecting paths is
to minimize source to destination delay. However we measured the QoS both in
terms of observed average delay and observed average packet loss rate for DPs,
i.e. for the payload packets. both when the GA was disabled and when it was
enabled. Note that SPs’ routing is not affected by the GA in either case. We
obtain the delay and loss measurements for DPs as follows. At the source, we
count the number of ACKs received for DPs, say N4p and the number of DPs
transmitted, Np. We can evaluate the DP loss rate as Lpp = 1 — Nap/Np.
Note that this value is pessimistic because some ACKs will be lost and we are in
fact measuring the total loss of DPs plus ACKs. On the other hand, we estimate
the average forward delay(in milliseconds) by taking the half of the time at which
the ACK comes to the source minus the time at which the corresponding DP is
sent forward. Again, this is obviously a rough estimate.

Experiments were conducted with different levels of background traffic, where
the background traffic is defined as additional traffic which is added locally at
some fixed rate on each link in the network. Background traffic is composed of
fixed size packets of 1024 bytes travelling from one end of a link (between two
adjacent nodes) to the other.

We first ran experiments without any background traffic, meaning that the
whole testbed only contained the DPs, SPs and ACKs for a single source to desti-
nation connection. Experiments were run without the GA daemon being enabled,
and then with the GA daemon. The size of all DPs at the source was fixed at
1024 bytes. We varied the DP rate for a connection between 100 packets/sec
to 800 packets/sec. for each traffic rate we ran 10 experiments and in each ex-
periment the source node sent out 10,000 DPs to the destination. The average
forward delay and loss rate were computed as an average for each DP trans-
mission rate over all the 10 experiments, and the results (without background
traffic) are shown on Figl6l We observe that in the absence of background traffic,
CPN with the GA outperforms the “regular” CPN. However the improvement
is not considerable. When the connection’s DP rate is less than 600 packets/sec,
the delay with the GA enabled is only 80% of that without GA and the loss rate
are both small enough to be considered to be zero. When the DP rate is great
than 600 packets/sec, some packet losses are observed and the average delay in-
creases dramatically in both cases. If we only consider the delay, the performance
was improved by about 20% due to the introduction of GA. The experiments
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Fig. 6. QoS comparison of the system with and without the GA, without background
traffic

were then conducted with approximately 0.8 Mbps background traffic on each
link and the results are almost the same as shown in Figure 6] One likely expla-
nation for this improvement is that in CPN without the GA, whenever a new
route is brought back by an ACK it is immediately used for subsequent DPs,
regardless of the performance of this new route as compared to the performance
of the previous route. Thus paths are replaced by whatever path is discovered
next. On the other hand, if the GA is enabled, if paths with shorter delay are
discovered they tend to be used, while if a new path has higher delay then it
will not be used because from the GA’s perspective it is less fit than an existing
path, and rightly so.

When we increased the background traffic level to 2.4Mbps and to 4Mbps on
each link, the results were somewhat disappointing as shown in Figures [T and
The performance of the system with the GA was again better that that of regular
CPN when the DP traffic rate was low. When the DP traffic rate exceeded a
certain value (e.g. 300 packets/sec in the 4dMbps excess link traffic scenario), the
performance of regular CPN was better than that of CPN with the GA. We may
explain this as follows. When the load of the network becomes heavier, since
the DP traffic has an additive effect on the existing link traffic, the DP traffic
will significantly increase the observed delay. SPs will try other routes which
do not have DP traffic, and the corresponding ACK will bring back information
about paths which are momentarily less loaded. These paths will be immediately
used by CPN when the GA is not enabled, leading to path switching and the
distribution of the traffic on multiple paths. On the other hand, CPN with the
GA will be operating with information which is always “old” because round-trip
delays are high, and will therefore recommend paths which may have worse QoS
by the time the decision is taken. We then increased the background traffic
level on each link even further to 5.6 Mbps, and ran the same experiments. The
results are shown in Figure[d. We can draw the same conclusions as previously,
except that the DP traffic rate beyond which the system with the GA is clearly
worse than that without the GA is even smaller, i.e. 200 packets/sec.
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When we increase the background link traffic to 8 Mbps, as shown in Figure
[I0] we notice that the the network is saturated so that there is little difference
that can be made by using or not using the GA: we always have high delay no
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3.5 Comparison of QoS with and without the GA

When the network load is light and the packets input rate is low, the Genetic
Algorithm helps to reduce the delay of dumb packets by about 20%. When the
background traffic becomes heavier and at high packets input rate, the delay of
dumb packets of regular CPN is a little lower than that of GA. When the packets
input rate is higher than some threshold value, both suffer from the high loss
rate. If the whole network is saturated, there is almost no difference on delay
between GA and regular CPN.

With GA enabled, a GA daemon must be run in background at the source
node. Of course it will occupy some system resources. When the network is idle,
The GA daemon uses a total of 376kB of memory, 316kB of which is in fact
shared memory used by standard libraries. As for processor usage, it is difficult
to give an exact figure. After running for an hour with an input rate of 800
packets/sec, the cumulated processor time used by the GA daemon was below a
second. Therefore, running a GA daemon at the source node requires for little
system resources.

4 Wireless Ad Hoc CPN

In ad hoc cognitive packet networks (AHCPN), route discovery is triggered whe-
never a node needs to send data packets to an unknown destination. While this
discovery process takes place, data packets await in a local buffer until a new path
is discovered. As in CPN, smart packets depart from the source node to find rou-
tes and at each node they use a RNN/RL algorithm to select the next hop (which
is reached via unicast). In addition to unicast transmissions, smart packets may
use broadcasts as an alternative propagation mechanism that is employed whe-
never sufficient information is not available to make a regular RNN/RL decision.
The introduction of broadcasts helps to overcome the problems associated with
topological changes. Broadcasts are mainly used as a last-resource alternative.
Whenever possible, unicasts are preferred to maintain a low routing overhead.
Because smart packets may create a partial or total broadcast query and
await-reply cycle, they are tagged with a packet identifier to help them identify
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previously visited nodes. For this, after an arrival, they store in a database within
the node their packet identifier and source address. When a smart packet arrives
at a node, it only proceeds with the routing process if no previous information
(source address and packet identifier) exists in the database. This process pre-
vents the formation of loops and limits the effective number of packet replicas
on the network. Furthermore, via the same identification mechanism, the desti-
nation node replies only to the first arriving smart packet and discards all future
replicas.

Nodes acquire neighborhood information by inspecting the immediate ori-
ginator of the packets awaiting in their input queue. This process allows them
to learn the nodes that are actively sending packets within their area of cover-
age. Note that a pure broadcast query and await-reply cycle forces each node
to transmit one packet and therefore allows them discover neighbors. Also, as
nodes continuously listen to their neighbors’ transmissions (regardless of the
packet destination), the neighborhood information is often available before a
smart packet needs such knowledge.

Smart packets in CPN replace a small fraction of RNN/RL based decisions
with random decisions. This random exploration of paths increases the proba-
bility of information collection about links not being used by any connection.
Random decisions are replaced by broadcasts in AHCPN, which have the ad-
vantage of a more invasive exploration.

After a route has been established, the transmission of data packets proceeds
immediately by removing them from the waiting buffer and sending them into
dumb packets. A copy of the original data packet remains at the source node
until an acknowledgment is received. If no acknowledgment arrives within a
time frame, the packet is retransmitted. Packets may be retransmitted up to a
finite number of times and they are discarded thereafter. Retransmissions at the
AHCPN layer are implemented to improve end-to-end performance.

4.1 Power-Aware Routing Goal

We define as path availability, the probability to find all nodes and links available
for routing on a path. Formally, suppose that a smart packet takes the path:
(n1,n2,...,nq), where n; represents the i-th node on the path and (n;,n;11)
represents the link between nodes n; and n;4.

Assume that the node n; is available for routing with probability P, (n;) and
that the link (n;,n;41) is available with probability P;(n;, nit1).

We define the path availability P,(n;,ng) as:

d—1
Py(ni,ng) = H P,(niy1)Pi(ni,nitq1) (4)

j=i

We formulate a recursive, combined routing goal function G; as follows which
consist of round-trip delay and path availability:

Gi = Py(ni,na)D(ni,na) + [1 — Pp(ni,na) (T, + Gi) (5)
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where D(n;,ng) is the round-trip delay from n; to ng and T, is a predefined
timeout interval.

In real systems, many factors contribute to the values of P, and P,. For
the purposes of this paper, we assume that P, = 1. Because batteries are the
major source of energy in mobile nodes, they represent one major factor in
determining P,. To provide greater portability, batteries need to be small and
lightweight, which unfortunately restricts the total energy that they can carry.
Once the batteries exhaust their energy, they need to be replaced or recharged,
which typically reduces the independence of the mobile node to a few hours of
operation.

The energy consumption, in communication related tasks, depends on the
communication mode of the node. A node may be transmitting, receiving, or
in idle mode. Transmission naturally consumes more energy than the other two
modes. From the routing perspective, our interest is in selecting routes in such a
way that the transmission and reception of packets is distributed on the network
S0 as to maximize the overall average battery lifetime of the nodes. Therefore, we
are interested in getting smart packets to select—with greater frequently—the
nodes with the longest remaining battery lifetime.

Let us set Pj(n;,n;+1) = 1 in Equation[], for all i € [1,d — 1], to simplify our
discussion. Therefore:

d—1
Py(ning) = [[ Pa(nis1) (6)

j=i

Assume B; is the remaining battery lifetime of node n;. We formulate P, (n;)
in terms of B; as:

Pa(n) = 5 ™)

where B,, is the lifetime of a fully charged battery. From Equation [ and
Equation [@ we obtain the desired path availability to destination ng from any
node on the path:

d—1 B,
Pp(ni’nd) — H é+1
: m

J=i

4.2 Simulation

We developed and integrated a simulation model of AHCPN into Network Si-
mulator 2 (NS-2). The model was used to perform various studies to observe
the effectiveness of smart packets in learning how to establish reliable paths.
The simulations were conducted on the the network depicted in Figure [IT] and
by employing a test traffic between nodes 0 and 19. The batteries of all nodes
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Fig. 11. Wireless network topology for routing simulation

were fully charged except for nodes 8-11, which were 25% charged. These low-
charged nodes were intentionally located on the shortest path (in the number of
hops sense) between the two end nodes.

Smart packets were sent at a rate of 1, 10, and 100 packets per second to
discover and maintain a route between the aforementioned nodes. Dumb packets
were suppressed during this experiment. The packets employed random neural
networks with reinforcement learning to make routing decisions except for a
fraction of them which employed broadcasts (neighborcasts). The number of ef-
fective broadcasts was controlled by a pre-defined broadcast selection ratio value.
When using RNN/RL, smart packets moved on the network by deciding at each
node the next hop that best matched their routing goal. After arriving at their
destination, acknowledgments departed on the reverse path towards the source
node, to inform the discovered route and compute the path availability metric
(Equation B) for that route.

Figure [[2 illustrates the path availability as measured by successive smart
packets at the source node. As expected, smart packets were able to choose
paths with higher availability when the broadcast selection ratio was small. As
shown in Figure and Figure , initial smart packets encountered low
path availability because they attempted to move through the shortest path.
However, subsequent packets managed to increase this value with the selection
of alternative paths as they became more aware of the status of the network.
After reaching a maximum level, path availability decreased as a consequence of
energy consumption in the nodes involved.

5 Conclusions

We have discussed the design, implementation, and performance of CPN under
two paradigms: wired networking and wireless ad hoc networking. We presented
the use of delay, loss, and energy information in the routing goal of smart packets
to discover and maintain routes.

In addition, we considered the use of GA to create new routes out of the
information discovered by smart packets. For this, a GA process at the source
node, composes new routes from existing routes and selects those that offer a
good “fitness” with respect to the desired QoS for the path. We found that a
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simple round-robin policy on the discovered routes serves well to balance the
system load. Our results when using GA are mixed. The Genetic Algorithm
daemon significantly improves QoS under light network traffic but not under
high traffic conditions. The explanation is in that our GA tends to delay the
decision making of a route and select outcomes based on longer term trends.
To assist in the dynamic process of neighbor and route discovery, we introdu-
ced a broadcast mechanism to CPN to operate in ad hoc networks. In addition,
we defined an specific routing goal that allow us take into account the availability
of resources on the paths so as to better utilize network assets. Our simulation
results showed that the CPN algorithm can improve the working lifetime of a
mobile network by introducing energy information in the routing goal of packets.
Our ongoing research includes further experimentation with larger, geogra-
phically separated network testbeds, interoperation with existing IP routing al-
gorithms, and the implementation of the algorithm in embedded architectures.
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Abstract. This article presents a modeling and simulation methodology to
analyze the availability performance of demands when carried over mesh-based
transport networks with path (end-to-end) protection and restoration schemes.
Three main schemes are examined and formulations for diverse routing and
capacity allocation are given. These schemes are: (a) shared path restoration, (b)
dedicated path protection, and (c) unprotected path. The impact of several
network parameters including link failures and repair times on the achievable
performance is investigated. Techniques of object-oriented modeling and
notations in the Unified Modeling Language (UML), including class diagrams
and state diagrams, are used to characterize the structure of states and behaviors
of prevalent network components.

1 Introduction

Survivable transport networks are defined as networks that continue functioning
correctly in the presence of non-functioning (failed) network components. The
architecture of transport networks consists of two basic components: (1) nodes and (2)
links that interconnect these nodes. The focus of survivable networks is to ensure the
connectivity of the network in case of a single link or node failure. An important
category of survivable networks is the category of “mesh restorable” networks. In
these networks, the restoration mechanism is able to identify the failed network
component and reroute quickly the traffic traversing it. This is done by exploiting
mesh topology and through highly diverse and efficient routing mechanism.

There are two survivability paradigms in mesh networks [1] [2] [5]: (1) link
protection/restoration and (2) path protection/restoration. In link protection/
restoration, when a link fails, the two nodes that terminate the link reroute the traffic
traversing the link over a set of replacement (backup) paths between these nodes. The
source and destination nodes of the traffic traversing the failed link are oblivious to
the link failure. In path protection/restoration, the source and destination nodes of the
traffic traversing the failed link (or failed node) reroute the traffic over a set of
replacement paths between these nodes. In this sense, link protection/restoration
mechanisms are considered “local”, whereas path protection/restoration mechanisms
are “end-to-end”.

Protection and restoration mechanisms are generally different in the following
manner. In protection mechanisms, the backup paths have been identified and spare
(backup) capacities allocated statically in advance, whereas in restoration mechanisms
the backup paths are established dynamically after the failure occurs. Protection
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mechanisms are proactive, whereas the restoration mechanisms vary from totally-
reactive to semi-proactive. In totally-reactive restoration mechanisms, the backup
paths are identified and resources configured after the failure occurs. In semi-
proactive restoration mechanisms, the backup paths are identified and signaled prior
to failure, but the resources along these paths are configured only after the failure
occurs.

There are two approaches to backup resource allocation in survivable networks: (1)
dedicated-resource protection and (2) shared-resource restoration. In dedicated-
resource protection, the backup resources are exclusively reserved for each failed
connection (in the path protection) or failed link (in the link protection). In shared-
resource restoration, the backup resources are shared among different connections (in
the path restoration) or links (in the link restoration). The connections (or links)
sharing the backup resources are to be chosen in such a way that any single failure
cannot put out of service more than one connection (or link) at one time. Double
failures leading to the loss of more than one connection (or link) at one time may be
tolerated, provided the probability of such failures is low.

In this article, we describe a simulation framework for modeling protection and
restoration mechanisms in transport mesh networks. The focus will be on the end-to-
end path protection/restoration mechanisms, including, in particular, dedicated path
protection and shared mesh restoration. One of the main characteristics of the
simulation framework is its generality: it can be simply extended to mesh networks
with “local” link protection/restoration mechanisms or to non-mesh topologies (such
as rings).

The article is organized as follows. Section 2 introduces the network model and
outlines protection and restoration schemes implemented in the network. An overview
of the diversity routing mechanisms to be employed by each scheme is given. Section
3 describes the simulation apparatus and the functional model of the relevant network
components. Network objects, classes, and diagrams are demonstrated by using a
number of commonly used notations in the Unified Modeling Language (UML) with
minor adaptations in syntax for the sake of consistency with C/C++. Section 4
presents algorithms for constrain-based path computation and protocols for bandwidth
reservation in the simulated network. Section 5 gives the state transition diagram of
the simulated network. Section 6 presents the core of the simulation program
implemented in C++ code. Section 7 characterizes the performance of the
implemented protection and restoration mechanisms by showing the results from the
simulation.

2 Network Model

A network illustrated in Fig. 1 is modeled as nodes interconnected by bidirectional
links. An agent called Network Agent collects information about the nodes, links, and
demands, and ensures that requests received via demands for connection setup are
satisfied. The agent handles events occurring in the network. It includes an entity
called “Path Computation Entity (PCE)”, which computes network paths using a
selection of constrain-based routing algorithms. The basic functions of the network
agent are described later.
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A connection is defined by a working (service) path, and if requested, by a
secondary (backup) path. In order to avoid a single point of failure, the working and
backup paths of a connection must be failure-disjoint. In this paper, we ignore node
failures, and assume that network links are the only components that can and will fail.
We assume also that failures of every pair of links are mutually disjoint. Therefore,
two paths are said to be failure-disjoint if and only if they are link-disjoint.

A connection is computed when a demand arrives at the network requesting some
level of protection services. The network supports three levels of protection services:

1. Unprotected service: a request for this service is satisfied by establishing a
working path from the source node of the connection to the destination. Fig. 2
(left) illustrates bi-directional working paths (solid arcs) computed for demands
A-E and A-F. Each demand has requested 1 unit of bandwidth, which is reserved
on every link along the corresponding path. The reserved bandwidth on each link
is enclosed within brackets.

2. Dedicated protection service: a request for this service is satisfied by establishing
a pair of working and backup paths from the source node of the connection to the
destination. The resources (such as bandwidth) on links along the backup path are
exclusively reserved for the connection. Fig. 2 (middle) illustrates bi-directional
working paths and their corresponding backup paths (dashed arcs) for demands
A-E and A-F. The backup path of demand A-E traverses links AB and BE,
whereas the backup path of demand A-F traverses links AB, BE, and EF. One
unit of bandwidth is exclusively reserved for each demand on links along their
backup paths.

3. Shared restoration service: a request for this service is satisfied by computing a
pair of working and backup paths from the source node of the connection to the
destination. The resources along the working and backup paths are reserved
immediately after the paths are computed. The working path is established when
the resource reservation is completed. However, the backup path is established
only after a failure occurs along the working path. Fig. 2 (right) illustrates bi-
directional working paths and their corresponding backup paths for demands A-E
and A-F. Both backup paths traverse links AB and BE. The working paths are
link-disjoint, and, the backup paths may share reserved resources in their mutual
links. If a link along one of the working paths fails the reserved bandwidth on the
mutual links is allotted to the failed demand. However, if two or more links along
the working paths fail, the reserved bandwidth is allotted on a first-come first-
serve basis and one demand is blocked. From the standpoint of a “tagged”
demand receiving this service, we denote by interfering demand a demand whose
backup path shares reserved resources with the tagged demand on at least one
mutual link.

The network is said to be “down” if it is unavailable (failed) to provide the service.
From the standpoint of a demand receiving unprotected service, the network is down
for as long as a link along the working path of that demand has failed. The longer that
it takes to repair the failed link the longer will be the downtime experienced by the
demand. For a demand receiving dedicated protection service, the network is down if
the working and backup paths of the demand have failed. Since these paths were
bound to be link-disjoint, they can both fail if at least one link along each path fails.
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For a demand receiving shared restoration service, the network is down if (a) the
working and backup paths of the demand have failed, or, (b) if the working path of
this demand and the working path of an interfering demand have failed and the
reserved bandwidth on the mutual backup link(s) has already been allotted to the
interfering demand.

Fig. 1. Network Model

Unprotected Dedicated Path Protection Shared Mesh Restoration

Working Path (x): Reserved bandwidth
_______ Backup Path

Fig. 2. Connection protection classes
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3 Simulation Model

A discrete-event continuous-time simulation technique [14] is used to model the
network and dynamical behavior of demands and failures. Objects in the simulation
model are objects in the real network, and are programmed to behave as much closely
as possible to the real objects. A linked list is used to store a representation of events
that are waiting to happen. Events in the linked list are arranged in order of their
occurrence time. The head of the list always includes the earliest event to occur.
When an event occurs it can generate other events. These subsequent events are
placed into the linked list as well. The simulation is aimed to perform the following
tasks:

— Route demands upon their arrivals to the network

— Find alternative (backup) routes if demands requested protection

— Allocate bandwidth over the computed paths

— Block demands if bandwidth is not available

— Restore demands when network failures occur

— Repoair link failures and return the failed link to a condition where it can perform its
intended function

— Take various measurements such as connections downtime and allocated

bandwidth on links.

We are now ready to define various classes (objects) implemented in the
simulation. We employ the widely used UML notation to describe these classes,
which provide the structure for the simulation activities. Reference [13] defines a
UML notation for classes as a rectangular box with as many as three compartments:

Class Name The top compartment shows the class name.

attribute, The middle compartment includes the declarations of all attributes of the
class. These attributes together compose the state of the instantiated object
attribute, of this class.

method, The bottom compartment contains the declarations of the methods of the
class. A method may be used to access or modify the state of the object
method, instantiated in this class.

In our C++ implementation, the attributes are the private members and the methods
are the public members of the classes unless otherwise stated.
The following basic classes (objects) are defined in the simulation:

— Event

— Network Agent
— Link

— Node

— Demand

— Random Number.

Each of these classes and their key attributes and methods will be discussed in a
separate section in the following pages.
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3.1 Events

There are four basic activities associated in the network: arrival of a demand,
departure of a demand, failure of a network link, and repair of a network link. This is
reflected in four types of events enumerated by the type-definition EventType in
the following:

EventType = {DemandArrival, DemandDeparture, LinkFailure,
LinkRepair}.

A base Event class is represented in UML, as follows:

Event
EventType type
double time
int id
double getTime ()
EventType getType ()
int getId()

Events are represented as derived classes of the base class. An Event has a type,
identity (id), and the time that it occurs in the network. If the event type is
DemandArrival or DemandDeparture, the event id will be the id of the
demand that is arriving or departing. If the event type is LinkFailure or
LinkRepair the event id will be the id of the link that is failed or repaired. Public
methods in the Event diagram are used to access the Event attributes. In pure object
oriented programming, the Event class would normally include a method to handle
the event when it occurs. In this article, we choose a different approach to handle the
events. We define four event-handler methods--- each method executing one of the
event types above--- as public methods in the Network Agent class.

3.2 Network Agent

As outlined in Section 2, we have adopted a centralized network model where the
routing and link state information is collected and managed in one central place. This
model greatly simplifies the managing tasks and satisfies the objectives of the
simulation. Based on this model, a Network Agent object is created to maintain
various components and perform numerous tasks in the network. Most notable among
these tasks are the following:

— Configure links and nodes

— Manage simulation clock

— Maintain a list of future incoming events

— Call appropriate event handler routines when events arrive

— Process demands upon their arrivals and compute routes

— Manage the capacity of network links

— Detect network failures, and if required, initiate restoration process

— Take various measurements including connection downtime and capacity usage.
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Network Agent will be the brain of the simulated network. The Network Agent
class is represented in UML as follows:

Network Agent

double simulationTime

int numberOfNodes

int numberOfLinks

int numberOfDemands

Node **nodeArray

Link **linkArray

Demand **demandArray

List<Event> EventList

int **phi

void readNetworkTopology ()
List<Event>::iterator nextEvent ()

void demandArrivalEventHandler (Event *)
void demandDepartureEventHandler (Event *)
void linkFailureEventHandler (Event *)
void linkRepairEventHandler (Event *)
void assignLinksCosts ()

bool dijkstraAlgorithm(int nodel, int node2, int bandwidth)
void allocateBandwidth (int *path, int bandwidth, Bwtype type)
void run()

void outputMeasurment ()

void configure ()

The attribute simulationTime is provided to hold the current simulation time.
This attribute is updated every time an event occurs in the network. Network Agent
includes pointers to the arrays of all nodes, links, and demands in the network. It
holds a list of pending events in the EventList list. When shared mesh restoration
is in place, Network Agent records backup bandwidth reservations on links in a two-
dimensional array **phi. The mechanism that is used to record the bandwidth is
given in Section 4.2. Other less important attributes have been deleted from the UML
representation for the sake of space.

Method readNetworkTopology in Network Agent is invoked to read (from an
input file) the topology of the network being simulated. The method is normally
invoked during the initial phase of the simulation. Upon execution of this method all
network links and nodes are instantiated and corresponding objects are created.

Network Agent identifies the next incoming event by iterating through the event
list. The iteration is performed by invoking the method nextEvent. As we noted
before, the head of the event list always points to the next pending event. Once the
event occurs, Network Agent examines the type of the event and executes an
appropriate event handling method. Four methods are demonstrated in the UML
representation, each method corresponds to one of the event types in the network. We
describe each of these methods in the following sections.

3.2.1 Demand Arrival Handling Method
Method demandArrivalEventHandler is invoked if Network Agent
determines that the pending event is of type DemandArrival. The following tasks
are performed when this method is executed:
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The demand is instantiated by creating the corresponding object.

Depending on the demand’s requested protection service, one or two paths
between the source node of the demand and the destination node are computed.
Section 2 presented the protection services supported in the network and for each
service outlined constrains for path computation. Section 4 will present the
design of constrain-based path computation algorithms implemented in the
simulation. The computation of paths encompasses several methods in Network
Agent. Examples of these methods are assignLinksCosts and
dijkstraAlgorithm. Whereas the former method assigns costs (weights) to
network links based on the protection services requested, the latter method
searches for an optimal path in the network with the assigned link costs.
Bandwidths of links along the computed path(s) are updated via signaling the
path(s) through the network. Method allocateBandwidth performs this
task. The arguments to this method are: a pointer to the computed
(working/backup) path, the bandwidth requested by the pending demand, and the
type of bandwidth requested. The latter argument will be described in Section
3.3.

A departure time is scheduled for the demand, based on some stochastic models
with historical data. It is widely accepted that the holding times of demands
(calls) in transport networks generally follow an exponential distribution. As a
result, in the simulation, the exponential distribution is used to schedule a
departure time for the demand. Once it is scheduled, an event object is created
and placed in the event list. This object must have a type identifier
DemandDeparture, an id equal to the demand’s id, and occurrence time
equal to the scheduled departure time.

3.2.2 Demand Departure Handling Method

Method demandDepartureEventHandler 1is called if Network Agent
determines that the pending event has a type identifier DemandDeparture. The
following tasks are performed when this method is executed:

The demand object is deleted and the allocated bandwidth on network links is
released.

Measurements taken for this demand are saved. Notable examples of such
measurements are: the fraction of time that the demand has been down (blocked)
due to network failure(s); or the length of the working path, and if applicable, the
length of the backup path.

A new arriving time may be drawn for the demand, based on some widely
accepted inter-arrival models. In the simulation, a new arrival time for the
demand is arranged by using an exponential inter-arrival distribution. After the
new arrival time is arranged, an event object is created and placed in the event
list. The object must have a type identifier DemandArrival, an id equal to the
demand’s id, and occurrence time equal to the arranged arrival time.
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3.2.3 Link Failure Event Handling Method

Method 1inkFailureEventHandler is called if Network Agent determines that
the pending event has a type attribute LinkFailure. In this case, the id of the event
is the id of the link that is failing. The following tasks are performed when this
method is executed:

— Network Agent examines the impact of the link failure on every demand
currently existed in the network. Depending on the protection service requested,
one of the following situations can arise for every demand:

1. The demand will be blocked if it has requested an unprotected service
and if the failed link is located along its working path.

2. The demand will be blocked if it has requested a dedicated protection
service and if one of the following conditions is satisfied: (a) the failed
link is located along the working path of the demand and a link along
the backup path has already failed, or, (b) the failed link is located along
the back path of the demand and a link along the working path has
already failed.

3. The demand will be blocked if it has requested a shared restoration
service and if condition (a) or (b) in the above, or condition (c¢) in the
following is satisfied. (c) The failed link is located along the working
path of the demand and the reserved bandwidth on a link along the
backup path has already been allotted to an interfering demand.

— When a demand is blocked, an attribute “downTimeStartTime” in the
demand object (see Section 3.5) is set to the current value of
simulationTime. This is done to record the beginning of this downtime
period.

— A repair is scheduled for the failed link. The distribution of the time to repair of
links is described in Section 3.3 when we present the Link class. Nevertheless,
after the repair time is scheduled, an event object with type identifier
LinkRepair is created and placed in the event list. The object will have an id
equal to the id of the failed link, and occurrence time equal to the time that the
repair is completed (scheduled).

3.2.4 Link Repair Event Handling Method

Method linkRepairEventHandler is invoked if Network Agent determines
that the pending event has a type attribute LinkRepair. The id of the event is the id
of the link that has just been repaired. The following tasks are performed when this
method is executed:

— The repaired link is placed back in service and its status is changed to
“functional”.

— Network Agent examines the impact that the repair of this link has on every
blocked demand in the network. For a blocked demand to become functional it is
sufficient that all links along its working path are functional. This is true
regardless of the protection service requested by the demand. As a result,
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Network Agent examines the working path of every blocked demand first.
Network Agent will change the status of a blocked demand to functional if all
links along its working path are functional. If the above condition is not met there
is still a possibility that the blocked demand can become functional if and only if
the demand has requested a protection service. Network Agent examines this
possibility by performing the following additional task:

1. If the blocked demand has requested dedicated protection service and if
all links along the backup path of that demand are functional, the status
of the demand will be changed to functional.

2. If the blocked demand has requested shared restoration service, the
status of the demand will be changed to functional if (a) all links along
the backup path of the demand are functional, and, (b) the reserved
bandwidth on every link along the backup path has not been allotted to
an interfering demand.

—  When a blocked demand becomes functional, Network Agent inquires from the
demand object about the state (value) of its downTimeStartTime attribute.
Network Agent then calculates the partial downtime for the demand by
subtracting downTimeStartTime from the current simulationTime. The
partial downtime is then added to the attribute downtime in the demand object
(see Section 3.5).

—  Once the repaired link is returned to service, Network Agent asks the link object
to provide a number that represents the next time that the link will fail. The agent
then creates an event object with the type identifier LinkFailure, the id equal
to the link id, and occurrence time equal to the number returned by the link
object. The agent places the event object in the event list.

3.3 Link

The Link class represents links in the network. The class contains all attributes and
methods of a real network link that are relevant to this study. The following UML
notation illustrates the most important declarations in the Link class:

Link

int id

int vertex[2]

int capacity

double workingBandwidthRatio
double backupBandwidthRatio

int *allocatedBandwidth

int length

double failureRate

double failureRatePerUnitLength
Exponential *failureDistribution
Deterministic *repairDistribution
double cost
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StatusType status
LinkType type

Demand **backedupDemands
Demand **workingDemands

bool isBandwidthAvailable (BWtype type, int amount)

bool acceptDemand (Demand *, BWtype type, int
bandwidth)

void upgradeCapacity (int amount)

A short description of each of the above attributes and methods is in order:

id: an id of the link. An integer that can take a value from 0 to J-7, where J is the
number of links in the network.

vertex[2]: an array of two integers; each stores the id of one of the two
nodes (vertices) that the link is incident upon.

capacity: the capacity of the link measured in Gigabits per second. The
capacity may be allocated wholly or partially for working traffic. In the former
case the backup traffic cannot be accommodated on the link. In the latter case, a
portion of the capacity--- up to a configurable maximum--- is used for the
working traffic and the remaining portion is used for backup traffic. Attributes
workingBandwidthRatio and backupBandwidthRatio record the
configurable maximum portion of the capacity that can be allocated to working
and backup traffic, respectively. For example, if a link is configured with
workingBandwidthRatio=1 and backupBandwidthRatio=0 the link
is usable only for the working traffic. If the link is configured with
workingBandwidthRatio=0.5 and backupBandwidthRatio=0.5
only half of the capacity is used for the working traffic, and the remaining half is
reserved for the backup traffic.

*allocatedBandwidth: a pointer to an array whose dimension is equal to
the number of values in the following enumeration:

BWtype={Working=0, DedicatedBackup=1, SharedBackup=2}.

Entry O of the array allocatedBandwidth keeps the total amount of
working bandwidth reserved on this link. Similarly, entries 1 and 2 of the array
store the total amount of dedicated backup bandwidth and the total amount of
shared backup bandwidth reserved on the link, respectively. At any time, the total
reserved working bandwidth on the link must be less than the portion of the link
capacity configured for the working bandwidth. Also, the sum of the total
reserved dedicated backup bandwidth and shared backup bandwidth on the link
must be less than the portion of the link capacity configured for the backup
bandwidth.

length: the length of the link measured in miles.

failureRate: there are typically two types of failures in transport networks
links: soft failures and hard failures. Possible causes of soft failures are slow
frequency drifts, excessive jitter and wander on the synchronization signals. Soft
failures can yield erroneous bits, and more severely, occasional Loss of Frame
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(LOF) in the received signal. Hard failures are those caused by equipment or cable
outages. Outages are mostly caused by construction machines, which may damage (or
cut) the cables during road works. We do not consider soft failures in this study, and
thus, all link failures are regarded as link outages. It is customary to assume that the
number of outages per unit time of a link (cable) is a linear function of the link
length. Employing this assumption, the attribute failurePerUnitLength
has been defined and is configured with the number of failures per mile per 10°
hours (FITS/mile) of the link operation. The term FITS has been defined in
telecommunications literature as the number of failures per 10° hours of
operation. If one multiplies the value stored in failurePerUnitLength by
the length of the link the total failure rate of the link is yielded. This parameter is
stored in the attribute failureRate.

*failureDistribution: it is a pointer to an object of type exponential
distribution with which the link failure incidences are drawn. The mean of this
distribution will be the inverse of the value stored in failureRate. Refer to
Section 3.6 for more explanation of random variable classes.
*repairDistribution: it is a pointer to an object of type deterministic
distribution with which the duration of link repairs is obtained. The repair time of
telecommunications systems has been shown to follow closely a deterministic
distribution [9]. Refer to Section 3.6 for more explanation of deterministic
distribution.

cost: every link is associated with a cost (weight) that is used as a metric
during the route computation and optimization. The link cost is dynamically
calculated each time that a new route is computed. Refer to Section 4 for further
explanation on the assignment of link costs.

status: the status of the link that can be Functional or Failed.

type: the type of the link, which is defined by LinkType enumeration. In its
most generality, a link can be of one of the following types:

LinkType={SonetRing, Locall+l, Locall:N, MeshLink}.

A short description of these link types is in order. If a link is of type
SonetRing it will be used solely in SONET self-healing rings [11] [15]. A link
of type Locall+1l or Locall:N has a local automatic protection switching
mechanism. As illustrated in Fig. 3, for every link with Locall+1 protection
there is a dedicated backup link. At one end of the link (called near-end) the
signal (traffic) is split and sent over both the working and backup links. The
working and backup signals are identical. At the far-end of the link, both signals
are monitored independently for failures. The far-end selects the best quality
signal between the working and backup signals. In Locall:N protection
illustrated in Fig.3, there is 1 backup link for N working links between the near-
end and far-end nodes. The traffic is normally sent only over the working links
with the backup link kept free until a working link fails. The traffic “reverts” to
the working link as soon as the failure has been repaired. Finally, a link is said to
be of type MeshLink if it does not provide any local or SONET protection
mechanism. The traffic carried over a mesh link is considered unprotected.
Protection may be provided end-to-end between the source and destination nodes
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of the traffic, using a mesh protection/restoration mechanism. A network may
generally include links of different types discussed above. In such network, a
demand may be routed over several links, some of which are SONET links, local
1:N links, local 1+1 links, or mesh links. A problem that might arise in this case
is that a single failure can trigger multiple failure recovery mechanisms
simultaneously. For instance, suppose that a demand has requested a dedicated
path protection, and a link with local 1+1 protection capability existed along its
working path. If this link fails it will likely trigger the local protection switching
on the link, and the end-to-end mesh protection switching between the source and
destination nodes of the demand. This situation can be avoided by “excluding”
this link from the routes computed for the demand. As a result, in the simulation,
if there exists any link in the network with link-type SonetRing, Locall+1,
or Locall:N the link will be excluded from the path computation.
**workingDemands: a pointer to an array of demands whose working paths
contain this link.

**backupDemands: a pointer to an array of demands whose backup paths
contain this link.

isBandwidthAvailable (BWtype type, int amount): Network
Agent invokes this method to investigate the availability of the bandwidth on the
link when it is computing a path. The first argument passed to this method is the
type of the bandwidth investigated. The second argument carries the amount of
the bandwidth required. After the link object executes the method it will return a
negative (false) response if the link does not have enough available bandwidth of
the requested type. Network Agent will exclude (prune) the link from the path
computation upon receiving the negative response.

acceptDemand (Demand *, BWtype type, 1int bandwidth):
Network Agent invokes this interface during the path signaling (establishment)
phase, in order for the link object to modify its bandwidth reservations and to
insert the demand object into its list of routed demands. Three arguments are
passed to the link object. The first argument is a pointer to the demand object
being routed over this link. Second and third arguments are the type and the exact
amount of bandwidth needed to be reserved on the link, respectively. The
demand object contains an attribute protection that specifies the protection
service requested by the demand. The link can access this information by calling
getProtection interface of the demand object. Depending on the value
returned by this interface, and the type of the bandwidth requested, the link will
perform one of the following procedures:

1. If the demand has requested an unprotected service, the type of the
bandwidth being passed to the link object cannot be anything other than
Working. In this case, the link adds bandwidth to its total reserved
working bandwidth (i.e., allocatedBandwidth[0]).

2. If the demand has requested a dedicated protection service, the type of
the bandwidth being passed to the link object can be Working or
DedicatedBackup. If the type is Working the link adds
bandwidth to its total reserved working bandwidth, whereas if the
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type is DedicatedBackup it adds bandwidth to its total reserved
dedicated backup bandwidth (i.e., allocatedBandwidth[1]).

3. If the demand has requested a share mesh restoration service, the type of
the bandwidth being passed to the link object can be Working or
SharedBackup. The link follows the same procedure as in item 2 if
the type of the bandwidth being passed is Working. If, however, the
type of the bandwidth is SharedBackup the link object will add
bandwidth to its total reserved shared backup bandwidth (i.e.,
allocatedBandwidth[2]).

The link will add the demand object to the array of demands already accepted. If
the link is going to be on the working path of the demand the demand object will
be added to workingDemands array, otherwise, the demand object will be
placed in backupDemands array.

— upgradeCapacity (int amount): when needed, Network Agent invokes
this interface in order to add capacity to the link. The amount of additional
capacity needed is passed as an argument.

Working Links
. : Near-en Far-end
Near-end Working Link Far-end L N
Splli=
Backup Link Backup Link
Local 1+1 Protection Local 1:N Protection

Fig. 3. Local protection switching mechanisms

3.4 Node

The Node class represents nodes in the network. It contains all attributes and methods
of a network node that are relevant to this study. The following UML notation
illustrates the most important declarations in the Node class:

Node

char *name

int id

double latitude

double longitude

int cost

StatusType status

Link **incidentLinks

Node **neighborNodes

void addIncidentLink (Link *)
void addNeighborNode (Node *)
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name: a pointer to a character string representing the name of the node. This can
be the name of the city, corporate, or the local area network being modeled.

id: an integer assigned to the node by Network Agent. It can take a value from 0
to N-1, where N is the number of nodes in the network.
latitude/longitude: the geographical position of the node.

cost: every node is associated with a cost (weight) that can be used as a metric
during the path computation. This metric is not however used in the routing
algorithms presented in this paper.

status: the status of the node that can be Functional or Failed. In this
paper, we assume that the network nodes are always functional.
**incidentLinks: a pointer to an array of links that are incident upon this
node.

**neighborNodes: a pointer to an array of nodes that are directly connected
to this node.

addIncidentLink (Link *): Network Agent invokes this method to have
the node object add the passed link object to the array of its incident links.
addNeighborNode (Node *): Network Agent invokes this method to have
the node object add the passed node object to the array of its neighbor nodes.

Demand

The Demand class represents active point-to-point demands in the network. A
demand object is created upon its arrival to the network, and deleted when it departs
the network. The following UML notation illustrates the relevant attribute and method
declarations in the Demand class:

Demand

int id

int bandwidth

char *sourceName

char *destinationName

int sourceId

int destinationId

int *workingPath

int *backupPath

double downTimeStartTime

double downTime

StatusType status
ProtectionService protection
Exponential *interArrivalTimeDist
double meanInterArrivalTime
Exponential *holdingTimeDist
double meanHoldingTime

int getBandwidth ()
ProtectionService getProtection()
double getNextArrivalTime ()
double getNextDepartureTime ()
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— id: an integer assigned to the demand by Network Agent. It can take a value
from 0 to D-I1, where D is the total number of demands in the network. D is
typically kept fixed during the simulation. However, not all demands are active at
any time during the simulation.

— bandwidth: amount of bandwidth requested by the demand.

— *sourceName/*destinationName: a pointer to a character string
representing the name of the demand’s source/destination node.

sourceld/destinationId: the id of the demand’s source/destination node.

— *workingPath: a pointer to an integer array representing the id of links along
the working path of this demand. Network Agent computes array
workingPath during the path computation time.

*backupPath: a pointer to an integer array representing the id of links along
the backup path of this demand. Network Agent computes array backupPath
during the path computation time. This array will be null (empty) if the demand
has requested unprotected service.

downtime: is used to accumulate the amount of time that the demand has been
down (blocked) since its arrival to the network. It is generally comprised of
multiple noncontiguous intervals during which the demand has been blocked.

— downtimeStartTime: records the start time of a downtime interval.

status: the status of the demand that can be Functional or Failed
(blocked).

protection: represents the protection service requested by the demand. A
declaration ProtectionService enumerates all possible values that this
parameter can take. These are:

ProtectionService={Unprotected, SharedMesh, DedicatedMesh,
Locall:N, Locall+l, Locall:1}.

In this paper, we only consider demands that request the first three protection
services enumerated above. The remaining services are included for
completeness, and have no significance here.

— *interArrivalTimeDist: a pointer to an object of the type
Exponential distribution with which a new arrival time is drawn for the
demand. The demand object has an attribute meanInterArrivalTime that is
configured initially, and used as the mean of the above exponential distribution
(see Section 3.6).

— *holdingTimeDist: a pointer to an object of the type Exponential
distribution with which a new departure time is drawn for the demand. The
demand object has an attribute meanHoldingTime that is configured initially
and used as the mean of the above exponential distribution.

—  The methods declared in the Demand UML notation are self describing. These
methods are generally called by Network Agent in order to get the state of the
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demand’s  attributes. For  example, Network Agent may call
getNextDepartureTime method in order to get the next departure time
scheduled for the underlying demand. The demand object will in turn have the
holdingTimeDist member object draw a random number that will represent
the next departure time for the demand.

3.6 Random Variables

Random variables are divided into two general categories: discrete and continuous.
They can all be represented as derived classes of a base class, which we call Random
Variable. The base class, as illustrated in the UML diagram below, simply performs
the basic operations required by all random variables. One notable example of such
operations would be to generate a pseudorandom floating-point number in the interval
[0, 1]. Method drawUniformRand in the base class is designed to perform this
operation. Another common operation would be to set a seed for the random number
generator. This operation is performed by method setSeed in the base class.

Pure virtual methods genDoubleNumber and genIntegerNumber will be
invoked to draw random numbers according to the concrete implementation of these
methods in the derived classes. Continuous random variables will include a concrete
implementation of genDoubleNumber according to their actual distribution of
data, whereas discrete random variables will typically include a concrete
implementation of genIntegerNumber.

Random Variable

private virtual double drawUniformRand ()
private virtual void setSeed()

public virtual double genDoubleNumber ()=0
public virtual int genIntegerNumber ()=0

Exponential random variable is a continuous random variable that is derived from
Random Variable base class. The UML notation of exponential random variable is
illustrated below. It includes a concrete implementation of genDoubleNumber,
and will invoke this method each time in order to draw a number. Exponential random
variable will be completely specified by its mean, which must be configured when the
object is instantiated.

Exponential

double mean
public virtual double genDoubleNumber ()

For simplicity of programming, we consider Deterministic distribution as a derived
class of Random Variable. The UML diagram of the Deterministic distribution class
is shown below. Here, when genDoubleNumber method is invoked it will always
return a deterministic fixed value stored in fixedNumber.

Deterministic

double fixedNumber
public virtual double genDoubleNumber ()
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4 Routing and Bandwidth Allocation

How does Network Agent compute a pair of link-disjoint paths for a demand
requesting a dedicated protection or shared mesh restoration service? How does it
compute a path for a demand requesting unprotected service? What metric is used to
decide whether a link should be included in the path computation? What mechanisms
are used to monitor and allocate the bandwidth on the network links?

The rest of this section is devoted to answer the above questions. In Section 4.1, we
present algorithms that Network Agent will use in order to compute and allocate a
working path for a demand. These algorithms are independent of the protection
service requested by the demand. Unlike the working path, the computation of a
backup path depends largely on the protection service requested. Section 4.2 is
devoted to the computation of a backup path under the assumption that shared mesh
restoration is requested. Section 4.3 presents the computation of a backup path when
dedicated mesh protection is requested.

A 2-step heuristic algorithm is used to compute the optimal working and backup
paths. In step 1 of the algorithm, as described in Section 4.1, a shortest working path
is computed, whereas in Step 2, as described in Sections 4.2 and 4.3, an optimal
(second shortest) backup path is computed. In both steps, Dijkstra algorithm [16] is
used to find the shortest paths, with appropriate assignment of link costs.

For ease of formulation, we introduce a slight change in the notations in this
section. We use short letters and Greek symbols to describe various network
parameters instead of long ASCII words given in the previous sections. For each link
with id j, we define the following notations:

e (C;: capacity of link j

e o configured working portion of the capacity
(workingBandwidthRatio) on link j

e 3 configured backup portion of the capacity
(backupBandwidthRatio) on link j

e W total allocated working bandwidth (allocatedBandwidth([0]) on
link ;

e B total allocated shared backup bandwidth
(allocatedBandwidth([2]) on link j

e D; total allocated dedicated backup bandwidth
(allocatedBandwidth([1]) on link j
O;: Residual (available) working bandwidth on link j
R;: Residual backup bandwidth on link j

The residual working and backup bandwidths on link j are obtained as follows:

0=(gxG)=W, (M

Ri=(B*xC;)— (B, +D)
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4.1 Working Path Computation

Upon the arrival of a new demand, Network Agent will invoke
demandArrivalEventHandler method in order to service the demand. Let us
denote by r the id of the newly arrived demand, and by b the bandwidth that it
requires. The method follows the following procedure to compute a working path for
this demand, regardless of the protection service that it requested.

Let & denote the cost (weight) of choosing link i to be on the working path of
demand r. & is defined as follows:

1 if b<Q,
= ’ VielO,...,J —1] ()

oo otherwise

The cost of link 7 is set to 1 if the link has enough residual working capacity to
accommodate the bandwidth requested by r. Otherwise, the cost is set to an arbitrary
large number, denoted by oo here. The above cost assignment is used by Dijkstra
algorithm (implemented in method dijkstraAlgorithm) to find a shortest
working path for demand r. If such a path cannot be found, the demand will be
rejected.

Once the path is identified the total reserved working bandwidth on links along the
working path must be updated. The procedure for updating the bandwidth on these
links is straightforward. For every link i along the computed working path, bandwidth
b is simply added to .

If demand r has requested a protection service (dedicated or shared mesh) the
above procedure for bandwidth-update along the working path is postponed until after
the backup path is also computed. This is done to make sure that the demand will not
be rejected due to the unavailability of a backup path.

4.2 Shared Mesh Restoration

The shared mesh restoration process ensures that the amount of backup bandwidth
required on a link to restore the failed traffic resulting from any single link failure will
not be more than the total amount of share backup bandwidth reserved on that link.
Network Agent records the share backup bandwidth reserved on links in the following
matrix [6] [7] [8] [10]:

0 Do, Gy, o Doy
Do 0 Oy e Oy (3
D= @, (2 0 o Doy

1 Pr0 Prn Py - 0
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Element ¢ is the amount of share backup bandwidth needed on link j if link 7 fails
(0 i, j J-I). Network Agent records the elements of matrix @ in its two-
dimensional ASCII equivalent array * *phi introduced in Section 3.2.

The total amount of share backup bandwidth needed on link j is indeed the
maximum of all elements in column j of matrix ®, that is:

B, =max[¢, ] “4)

Vi<J

Assuming that the working path has already been found for the arrived demand r
(see Section 4.1), method demandArrivalEventHandler will follow the
procedure below to compute an optimum backup path between the demand’s source
and destination nodes. Let us define the following additional notations:

— Sy set of links along the working path of demand r. This set is already
known.

—  Sp: set of links along the backup path of demand r, to be found in this
section.

Let T; denote the maximum amount of backup bandwidth required on link j if a
link in SW fails. It follows that 7; will simply be:

T, =b+max[g,]. (&)

VieSy

Let @ denote the cost (weight) of choosing link j to be on the backup path of
demand r. 6 can be defined as follows [3]:

0 If JE SW
0 - £ elseif T, <B, (6)
J .
T, -8B, elseif T,-B, <R,
oo otherwise.

The cost of link j is set to e if j is along the working path of demand r. The cost is
set to a very small number (g) if j is not in Sy, and if 7} is less than B;. In this case,
demand r can be restored on link j without need to reserve any addltlonal backup
bandwidth on this link. If neither of the above conditions is satisfied the cost is set to
T;-B, if this quantity is less than the residual backup capacity on this link. In this case,
T B will be the amount of additional backup bandwidth required on link ; in order to
restore demand r. If the residual backup capacity on link j is not adequate to
accommodate this additional required bandwidth, the cost of link j is set to e in the
forth term above.



108 H. Naser and H.T. Mouftah

The optimal backup path for demand r is computed using Dijkstra algorithm in
which the cost of every link j is set to §. The computed path, if any, will be an
optimal shared backup path that is also link-disjoint from the working path of demand
r computed earlier. Demand » will be rejected immediately if such a backup path
cannot be found.

Once the backup path is computed the total reserved share backup bandwidth on
links along the backup path must be updated. This is performed via updating the
elements of matrix ®: for every link i along the computed working path and every

link j along the computed backup path, bandwidth b will be added to element ¢,. That
is:

Vie S, ,Vje S, : ¢; < ¢, +b. ()

After the elements in matrix @ are updated, the new total reserved share backup
bandwidth on the backup links in S can be obtained from (4). On some of these
links, the new value of this quantity can be the same as the old value (i.e., before
demand 7 arrived). If link j is such a link, 7; must have been less than or equal to B;
when 6, was computed.

4.3 Dedicated Mesh Protection

In dedicated mesh protection, the cost of each link (&) is set to the following when a
backup path is computed for demand r:

oo if je Sy
1 elseif b< R, . (8)

o otherwise.

0 =

J

Here the cost of link j is set to unity if this link is not along the working path and if
it has enough residual backup capacity to accommodate the requested bandwidth, b.
Otherwise, it is set to infinity. A shortest backup path is obtained by executing
Dijkstra algorithm with the link cost assignment above. The computed path, if any,
will be link-disjoint from the working path computed earlier for demand r. If a backup
path is not found, demand r will be rejected immediately.

Once the backup path is computed the total reserved dedicated backup bandwidth
on links along the backup path must be updated. For every link j along the computed
backup path, b is simply added to D;.
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State Diagram

A state diagram for the network is given in Fig. 4 below. The network passes through
a series of discrete states during operation. The diagram consists of the following
states:

6

Initial: a pseudo state denoted by a solid circle. It shows the starting point or first
activity of the network.

Configuration: represents the state in which the network links and nodes are
configured and various objects are instantiated. During this state, network
simulation parameters are configured and counters are reset. Method
configure of Network Agent is invoked when the network is in this state.
Wait: represents the state in which the network waits for an event to occur. When
a qualified event takes place the network transits to one of the following four
states based on the type of the event.

Path Setup: this state is reached when the event-type is DemandArrival. In
this state, Network Agent invokes its method demandArrivalEventHandler
to handle the event and compute routes for the arrived demand. Upon the
completion of this state the network returns to wait state.

Path Teardown: this state is reached when the event-type is
DemandDeparture. In this state, Network Agent invokes its method
demandDepartureEventHandler to handle the event by tearing down the
path(s) of the departing demand. Upon the completion of this state the network
returns to wait state.

Restoration: this state is reached when the event-type is LinkFailure. In this
state, Network Agent invokes its method 1inkFailureEventHandler to
handle the event. The method initiates repair process and restores demands
affected by the failure. Upon the completion of this state the network returns to
wait state.

Recovery: this state is reached when the event-type is LinkRepair. In this
state, Network Agent invokes its method linkRepairEventHandler to
handle the event. The method performs several tasks including reverting
demands with shared/dedicated protection service to their normal working route,
and examining the impact of the repaired link on blocked demands. Upon the
completion of this state the network returns to wait state.

Output: a transition occurs to this state when the network simulation clock
(simulationTime) reaches a preset configured value. When this time is
reached the simulation is stopped and various measurements are outputted.

Implementation

The heart of the simulation is the method run that is implemented in C++ code
below. The method defines a while loop that controls the simulation time, and makes
use of a switch structure that selects a proper event handling method. Upon the
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occurrence of an event the simulation time is updated with the time that the event
occurred. Before the while loop begins, the method configure is invoked to
initialize simulation parameters and configure the network topology. After the while
loop ends, the method outputMeasurment is invoked to print the simulation
measurement.

.—'| Configuration

Demand

Fig. 4. Network state diagram

void NetworkAgent: :run/()

{
double simulationTime = 0;
configure() ;
while( simulationTime <= PresetTime )

{
List<Event>::iterator event = nextEvent () ;
simulationTime = (*event) .getTime() ;
EventType type = (*event) .getType() ;
switch( type )
{
case LinkFailure:
int 1linkId = (*event) .getId();
linkFailureEventHandler (1inkId,
simulationTime) ;
break;
case LinkRepair:
int 1linkId = (*event) .getId();
linkRepairEventHandler ( linkId,
simulationTime) ;
break;
case DemandArrival:
int demandId = (*event).getId();
demandArrivalEventHandler (demandId,
simulationTime) ;

break;
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case DemandDeparture:

int demandId = (*event) .getId();
demandDepartureEventHandler (demandId, simulationTime) ;
break;

} //end of switch
} //end of while loop
outputMeasurment (simulationTime) ;
} //end of run method

7 Performance Evaluation

In this section we will compare the performances of the following mesh protection
and restoration services: dedicated path protection, shared path restoration, and
unprotected path. Our criteria for performance comparison are: (a) the amount of
downtime experienced by demands receiving these services, and (b) the usage of
bandwidth on network links. A demand’s downtime is measured as the number of
minutes per year that the demand is blocked due to link failures. We use a backbone
network described in the next section to test the formulations and programs presented
in this paper.

7.1 Test Network

We simulated a network topology with 16 nodes and 25 links as illustrated in Fig. 5.
This is the NSF (National Science Foundation) network, which is a representative of
North American backbone networks. Nodes are representative of popular North
American cities. Distances between nodes are shown in miles. They represent the
lengths of optical fiber cables terminated at these nodes.

We generated a traffic demand matrix called distributed traffic between nodes in
the NSF network. Point-to-point demands between nodes were obtained in proportion
to the population of these nodes. We assumed the following model to relate the traffic
generated by a node with the population of the node. We let P; denote the population
of node i, and G; denote the total traffic in Gigabits/second generated at this node. The
following relation was used between P; and G;:

2XP )

Vi: G, = 0 Gigabits/second.

We do not intend to prove the correctness of the above model. The model has been
used in the telecommunications industry though.
The portion of G; being destined for any arbitrary node j was then obtained based
on the population of node j and overall population of all nodes in the network.
Accordingly, if we denote G;; the amount of traffic generated at 7 and terminated at
J» Gj; is obtained as:
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P, (10)
Vi (j#i): Gy =G —— Gigabits/second.
' P

n=l 1

From (9) and (10) one can simply prove that the traffic generated between any two
nodes 7 and j is symmetric: that is G;=G;,.

We did not use matrix [G;] directly in the simulation. Instead, we normalized each
element Gj; to the bandwidth required by an OC48 channel. An OC48 channel
requires 2.488 Gigabits/second bandwidth. Thus, denoting D;; the number of demands
between nodes i and j such that each demand required one unit of OC48 bandwidth,

D;; was derived as:
G, (11)
D, = |
7 12.488

We used demand matrix [D;] as the input to the simulation. We correspondingly
measured all bandwidth quantities in units of OC48 channels. Demands between
every pair of nodes were considered individually and routed independently from each
other. There were in total 128 bi-directional OC48 demands between all pairs of
nodes in Fig. 5.

7.2 Results

As a baseline, we chose the failure rate per mile of all links in the network to be
Ao=500 FITS/mile. We also chose the link repair times to be constant and equal to 3
hours. Link capacities were chosen large enough to accommodate all incoming
demands. Demands were arrived at the network during the initial phase of the
simulation, and never departed the network once they arrived. We ran the simulation
for 2x10* hours, long enough to eliminate the initial transient behavior due to the
sequential arrival of demands to the network. It also allowed the link-failure
generators to generate enough failure events. Statistics were collected after all
demands arrived at the network. Longer simulation times did not change significantly
the statistics shown in the rest of this section.

A mix of protection services was not allowed in the simulation. All demands in the
network were allowed to request either unprotected, dedicated protection, or shared
restoration service, and not the mix. Fig. 6 illustrates the average downtime achieved
when each of these protection services were used in the network. Fig. 7 illustrates the
corresponding absolute maximum downtime achieved in the network. In both figures,
the presented downtime is a function of the number of hops (links) along the working
path. For every fixed value Ay along the horizontal axes, the average downtime was
the sum of the downtimes experienced by all demands with working path sizes Ay,
divided by the number of such demands. Similarly, the maximum downtime is the
maximum downtime experienced by all these demands. Three curves are shown in
both figures; each curve is properly labeled with the name of the protection service
used.
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Fig. 5. Topology of NSF network

As it is seen in Figs. 6 and 7, the unprotected service has yielded an unacceptably
high downtime over all range of horizontal values. Client applications of transport
networks would typically require a much lower downtime, not beyond a few tens of
minutes/year. One important class of these applications is the class of carrier grade
voice applications. They require less than 5.256 minutes/year downtime. Obviously,
the unprotected service cannot be used when these applications are concerned.

As evident from Figs. 6 and 7, dedicated protection and shared mesh restoration
schemes have achieved much lower downtimes than the unprotected service. This
shows the effectiveness of assigning alternate routes to demands that can be used
when link failures occur along their primary routes.

Shared mesh restoration has yielded a relatively higher downtime than dedicated
mesh protection, particularly when 4y is large. The average downtime achieved by
shared mesh restoration reaches 2.75 times higher than the average downtime
achieved by dedicated mesh protection. The same is true in terms of the maximum
achieved downtime. Shared mesh restoration has never achieved a downtime of less
than 5.256 minutes/year required by carrier grade services.

Table 1 illustrates the total reserved working and backup bandwidths in the
network when each of the above protection services was used. The total reserved
working bandwidth (#,,,) is defined as the sum of the working bandwidth reserved on
all links in the network. Using the symbolic notations defined in Section 4, we can
obtain W, as:

W, =YW, (OC48 units). (12)

Vi<J

Similarly, the total reserved backup bandwidth (B,,) is defined as the sum of the
backup bandwidth reserved on all links in the network. That is:
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B, =Y .(B,+D,)  (OC48 units). (13)
v

i<J

Since we did not allow a mix of protection services in the simulation, quantities B;
and D; were zero when unprotected service was implemented; quantities D; were zero
when shared path restoration was implemented; and quantities B; were zero when
dedicated path protection was implemented.

As shown in Table 1, all three services have allocated equal amount of working
bandwidth in the network. This is because, the criteria that we used to determine
working paths were independent of the type of protection services requested. When
backup bandwidth is considered in the table, shared path restoration has allocated
much smaller backup bandwidth than dedicated path protection. The reduction in the
bandwidth is obtained at the cost of mediocre increase in the downtime.

Fig. 8 presents the impact of the failure rate per mile (Aq) on the average downtime
achieved by the shared path restoration and dedicated path protection schemes. Ay has
been varied from 100 FITS/mile to 900 FITS/mile in steps of 200 FITS/mile. The
downtime tends to vary exponentially with A,. With shared path restoration, the
downtime of less than 10 minutes/year is achieved only when A, does not exceed 300
FITS/mile.

Fig. 9 studies the impact of repair time on the average downtime achieved by the
shared path restoration and dedicated path protection schemes. The repair time has
been varied from 3 to 24 hours. The downtime tends to vary exponentially with the
repair time as well. With the shared path restoration scheme, the downtime exceeds
120 minutes/year when the repair time is longer than 6 hours.

100000 x///’,,ae—‘————x———__,
o 10000
E<
- ©
E ;& 1000 —au— Shared
8 § —»— Unprotected
S 100 —e— Dedicated
S E
s~ ././"/.
2 10 //’
1 T T T T

Working Hops

Fig. 6. Average downtime as a function of number of hops along working path
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Fig. 7. Maximum downtime as a function of number of hops along working path

Table 1. Total measured working and backup bandwidths

Protection Scenario

Total Working Bandwidth (OC48
Units)

Total Backup Bandwidth
(OC48 Units)

Unprotected 291 0
Shared Path Restoration 291 160
Dedicated Path Protection 291 467

120
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Average Downtime
(minutes/year)
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Fig. 8. Average Downtime as a function of failure rate per mile
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Fig. 9. Average downtime as a function of link repair time
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Wireless Internet: Protocols and Performance

Carey Williamson

Department of Computer Science, University of Calgary, Calgary, AB, Canada

Abstract. This tutorial article describes the IEEE 802.11b Wireless Lo-
cal Area Network (WLAN) standard, which is commonly referred to as
“WiFi”. This standard offers up to 11 Mbps of transmission capacity
at the physical layer of the protocol stack, and is one of the key ena-
bling technologies for wireless Internet, mobile computing, and ad hoc
networking applications. After introducing the standard and its features,
the latter part of the article discusses protocol interactions that occur
when popular Internet applications, such as multimedia streaming and
the World Wide Web, operate over IEEE 802.11b WLANs. These in-
teractions can lead to performance problems in the TCP/IP Internet
protocol stack.

1 Introduction

Two of the most exciting and fastest-growing Internet technologies in recent
years are the World Wide Web and wireless networks. The Web has made the
Internet available to the masses, through its TCP/IP protocol stack and the
principle of layering: Web users do not need to know the details of the under-
lying communication protocols in order to use network applications. Wireless
technologies have revolutionalized the way people think about networks, by offe-
ring users freedom from the constraints of physical wires. These technologies are
available today, in laptop or handheld form, at relatively modest cost. Mobile
users are interested in exploiting the full functionality of the technology at their
fingertips, as wireless networks bring closer the “anything, anytime, anywhere”
promise of mobile networking.

One of the primary challenges in this new networking context is “perfor-
mance transparency”: providing an end-user Internet experience that is hope-
fully no worse than that in the traditional wired-Internet desktop environment.
Significant advances are taking place in both wired and wireless networking en-
vironments that substantially increase the raw bit rate available at the physical
layer. However, these advances are of little value if the extra bandwidth cannot
be delivered all the way up to the application layer. In some cases, performance
problems occur at intermediate layers of the protocol stack.

This tutorial paper focuses on one particular wireless networking techno-
logy, namely the IEEE 802.11b Wireless Local Area Network (WLAN) stan-
dard [ANSI 1999], and the protocol performance issues that arise in that envi-
ronment. The first part of this tutorial provides an overview of IEEE 802.11b
WLAN protocols, as well as TCP/IP protocols, and some popular Internet appli-
cations used on wireless LANs. The last part of the tutorial focuses on protocol
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performance issues for wireless Internet applications. To illustrate the issues,
practical examples are used. These include wireless TCP performance, multi-
media streaming, TCP performance in multi-hop ad hoc networks, and Web
performance in wireless ad hoc networks.

Let us point out that all of these issues are also directly or indirectly discussed
in several other papers in the present volume. Wireless networks and related end-
to-end protocols are examined in [AB 2004/BN 2004|GLGTL 2004]. Other papers
which discuss adhoc networks in this volume include [KLW 2004MTG 2004].

2 Background

Figure [1 provides an illustration of the Internet protocol stack [Tan 2003]. A
protocol stack provides a modular architecture and a conceptual framework for
discussing communication protocols and their functionality. Note that this dia-
gram shows only a 5-layer protocol stack, compared to the 7-layer protocol stack
in the classic OSI network reference model [Tan 2003].

Host A Host B
Application Application
Transport (TCP Router Transport (TCP
Network (IP) Network (IP) Network (IP)
Data Link Data Link Data Link
Physical Physical Physical

Fig. 1. Illustration of the Internet TCP/IP Protocol Stack

The lowest layer of the protocol stack is the Physical Layer. The physical
layer deals with the raw transmission of bits between two communicating devices.
Many different transmission media are possible at the physical layer, including
wired (guided) media such as twisted pair (copper), coaxial cable, or optical fiber,
and wireless (unguided) media such as microwave, satellite, IR (Infra-Red), or
RF (Radio Frequency) transmission. The physical layer performs the signalling
and modulation required to encode information (e.g., binary 0’s and 1’s) on
the channel, by varying physical characteristics of the signal (e.g., amplitude,
frequency, phase). The coding techniques used are highly dependent upon the
properties of the transmission medium chosen at the physical layer.

The next layer up the protocol stack is called the Data Link Layer, or the
Link Layer for short. This layer deals with a larger logical unit called a frame. A
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frame typically carries several hundred or several thousand bits. Frames may be
fixed-size or variable-size, depending on the specific networking technology being
used. For example, Asynchronous Transfer Mode (ATM) networks use fixed-size

frames called ATM cells, while Ethernet and IEEE 802.11b LANs allow variable-
size frames, with upper and lower limits on the legal frame sizes permitted.

The Link Layer provides two main services. First, it regulates access to the
channel amongst the contending stations. In a broadcast network, this Medium
Access Control (MAC) mechanism is important, since at most one station can
successfully transmit on the shared channel at a time. In a point-to-point net-
work, the MAC protocol has a very minor role, since each link has only two end-
points. Second, the Link Layer provides framing, flow control, and error control
services, to provide reliable hop-by-hop communication. Commonly-used me-
chanisms at this Logical Link Control (LLC) sublayer are checksums, sequence
numbers, acknowledgements (ACKs), timeouts, and retransmissions.

The Network Layer of the protocol stack builds upon the Link Layer services,
by adding addressing, routing, and internetworking functionality at the packet
level. Addressing uniquely identifies any endpoint host on the network. Routing
determines a path for reaching a destination. Internetworking support allows
communication across different networks by defining how to translate packet
formats and how to accommodate diverse packet sizes across heterogeneous net-
working technologies. In the Internet, the Network Layer protocol is called the
Internet Protocol (IP). It provides a “best effort” datagram delivery model. Most
of the IP packets that are sent will correctly arrive at the intended destination,
but there is no guarantee that they will do so. Packets are sometimes delayed,
lost, duplicated, or corrupted in transit.

The Transport Layer provides end-to-end services between two communica-
ting entities on the Internet. While IP routing gets a packet to the correct host,
an additional layer of transport-level addressing (e.g., port numbers) is needed
to deliver data to the correct recipient (of many possible recipients) on that host.
The Transmission Control Protocol (TCP) on the Internet is one example of a
Transport Layer protocol. It provides end-to-end reliable data delivery. More
details on TCP are provided in Section [l Another example is the User Data-
gram Protocol (UDP), which is a minimal mechanism transport-layer protocol.
It provides a connection-less service model similar to IP.

The topmost layer of the Internet protocol stack is the Application Layer.
Many user-level network applications reside here: electronic mail, file trans-
fer, network news, media streaming, peer-to-peer, and the World Wide Web.
Each of these applications has a well-defined application-layer protocol, such as
SMTP (Simple Mail Transfer Protocol), FTP (File Transfer Protocol), or HTTP
(Hyper-Text Transfer Protocol). These protocols offer services to end users of
the Internet.

This layered Internet protocol stack model provides a reference point for the
discussion of IEEE 802.11b protocols in the next section, as well as the discussion
of TCP/IP protocol performance issues later in the article.
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3 The IEEE 802.11b WLAN Standard

One of the most popular solutions for wireless Internet access today is the IEEE
802.11b wireless local area network standard [ANSI 1999], commonly referred
to as “WiFi” (Wireless Fidelity). This section provides information on the basic
operation of IEEE 802.11b, as well as some of its features.

3.1 Overview

Wireless networking refers to the use of infrared (IR) or radio frequency (RF)
signals to transmit information between devices, without requiring physical ca-
bling between them. Commonplace examples are using remote control devices
to change the channel on your television, open your garage door, or advance the
slides on your laptop during a conference presentation. Simple wireless devices
convey only control information (e.g., open or close your garage door), while
more sophisticated ones allow the transmission of arbitrary data (e.g., using a
wireless keyboard to interact with the TV /computer in your hotel room, or using
your personal digital assistant (PDA) to ‘beam’ your business card and contact
information to your colleague’s PDA).

Wireless networking solutions typically require line-of-sight transmission, or
at least close proximity to the devices being controlled. For example, your TV
remote control does not work very well from the bathroom, and your garage
door opener does not work when you are several blocks away from your house.
One reason is the limited transmit power used by the source, which curtails
the physical distance that an intelligible signal can propagate (e.g., the signal
strength typically diminishes proportionally with the square of the distance tra-
velled). The limit on transmit power is often regulated by the federal government
to reduce the interference between devices operating in different jurisdictions,
and to minimize health and safety concerns. A second reason is the operating
frequency (in Hertz (Hz)) used in the electromagnetic spectrum. Some signals
(e.g., broadcast radio, RF, X-rays) are able to pass through solid objects (e.g.,
walls, humans), while other signals (e.g., IR, visible light) are not. This is why a
household baby monitor can be used to listen to an infant sleeping in the nursery
upstairs, while your TV remote control cannot turn down the volume on the TV
in the apartment next door to your own.

The IEEE 802.11b WLAN standard is an attractive and popular wireless
networking solution based on these principles. IEEE 802.11b offers physical layer
data rates of up to 11 Mbps, which makes it a cost-effective LAN solution similar
to the classic 10 Mbps Ethernet LAN. This “WiFi” LAN solution is attractive
in business, education, and research environments because it enables tetherless
access to the Internet. With the wireless network card commonplace in laptops
today, users can roam from office to office or lab to lab in their organization
while still maintaining network connectivity for email, Web browsing, or other
Internet-related activities. WiFi “hotspots” are widely deployed in many cities
(e.g., at airports, hotels, coffee shops, and bookstores) for general Internet access.

The following sections provide greater detail on IEEE 802.11b.
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3.2 Physical Layer

The IEEE 802.11 Working Group has developed an entire family of IEEE 802.11
protocols, which continues to grow and evolve today. The standards define both
the Physical Layer and the Data Link Layer operation for IEEE 802.11 protocols.

The first version of the IEEE 802.11 standard supported a data rate of 1
Mbps, using a physical layer transmission technique called Frequency Hopping
Spread Spectrum (FHSS). Later improvements doubled the data rate to 2 Mbps,
while still maintaining backward compatibility with the 1 Mbps version. These
standards were developed for both FHSS and DSSS (Direct-Sequence Spread
Spectrum) transmission at the physical layer.

Within the DSSS portion of the IEEE 802.11 family, a high data rate ex-
tension called IEEE 802.11b was defined. This extension supports higher data
rates of 5.5 Mbps and 11 Mbps, using more sophisticated modulation schemes
for physical layer transmission. This standard also maintains backward compa-
tibility with earlier devices, by supporting the 1 Mbps and 2 Mbps data rates in
the original IEEE 802.11 standard.

The operating frequencies for IEEE 802.11b are in the Industrial, Scientific,
and Medical (ISM) band of the electromagnetic spectrum, near 2.4 GHz. Speci-
fically, the frequency band ranges from 2400 MHz to 2483.5 MHz. Many vendors
have produced products that operate in this frequency range, including IEEE
802.11b, IEEE 802.11g, Bluetooth, baby monitors, microwave ovens, Home RF,
and some cordless phones. Interference from other devices is a prevalent concern
for IEEE 802.11b WLANS, since it can lead to unpredictable WLAN perfor-
mance.

Within the assigned portion of the electromagnetic spectrum, IEEE 802.11b
devices can choose from 14 “channels”, each approximately 22 MHz wide. Ho-
wever, many of these channels overlap. Only channels 1, 6, and 11 are non-
overlapping. The choice of channels can be manually configured, so that multiple
WLANS in close proximity do not interfere with each other. An IEEE 802.11b
device can automatically detect when it is in the range of more than one wireless
Access Point (AP), and dynamically select the AP that provides the strongest
signal. (See Section[3.5 for more details on the Infrastructure Mode of operation.)

The commonly used transmit power for IEEE 802.11b is 100 milliWatts,
which typically provides about 100 meters of omni-directional coverage. Some
users have been able to achieve much greater distance coverage (e.g., several
kilometers) using higher transmit power and directional antennas.

A recent modification to IEEE 802.11b is the IEEE 802.11g standard. IEEE
802.11g offers data rates up to 54 Mbps, using the same basic technology as
IEEE 802.11b, and the same busy portion of the electromagnetic spectrum (2.4
GHz). Many chip sets produced today support both IEEE 802.11b and 802.11g.

The follow-on to IEEE 802.11b is IEEE 802.11a, which offers data rates
up to 54 Mbps. Two important differences exist between IEEE 802.11b and
802.11a. First, IEEE 802.11a operates in the 5 GHz band of the electromagnetic
spectrum, which is distinct from that of IEEE 802.11b. This new frequency
band is attractive because there is (so far) less interference in this portion of
the spectrum. However, not all vendors have commodity chip sets designed for
operation in this regime yet, so the product prices are significantly higher than
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IEEE 802.11b. Second, IEEE 802.11a uses a different physical layer modulation
technique called Orthogonal Frequency Division Multiplexing (OFDM). This
technique provides greater error resilience than DSSS.

3.3 Channel Access Protocols

The IEEE 802.11b standard defines three channel access protocols that can
be used at the Medium Access Control (MAC) sublayer. These protocols are
called Distributed Coordination Function (DCF), Request-To-Send/Clear-To-
Send (RTS/CTS), and Point Coordination Function (PCF).

Distributed Coordination Function (DCF). The most commonly used
MAC protocol option, and the default in most IEEE 802.11b WLAN deploym-
ents, is DCF. This protocol defines a distributed algorithm that allows multiple
stations to compete for the use of a single broadcast channel in the wireless co-
verage area, which is called a cell. All wireless devices in the cell must share use
of the same channel.

The fundamental rule that must be obeyed in the WLAN cell is that at most
one successful frame transmission can be in progress at a time on the network. If
no stations transmit, the channel is idle. If exactly one station transmits, there
is a very high probability that the receiver will receive the frame successfully.
If two or more stations transmit, the result is a collision on the channel, which
results in unintelligible data for the receivers. Such colliding frames waste net-
work resources, since they require retransmission at a later time for successful
delivery.

The purpose of the MAC protocol is to determine which station is allowed
to transmit, particularly when multiple stations have frames ready for trans-
mission. Desired properties for the MAC protocol include: a low channel access
delay for acquiring the channel; a low collision rate on the network, so that few
retransmissions are required; high efficiency under high load, so that the maxi-
mal network throughput can be achieved; and fairness, so that each station is
equally likely to acquire the channel when it is available.

The DCF protocol used is called Carrier Sense Multiple Access with Collision
Avoidance (CSMA/CA). The “Multiple Access” part of this name refers to the
coordination problem defined previously: multiple stations competing for use of a
single shared transmission channel. The “Carrier Sense” part of this name iden-
tifies an important aspect of the protocol: the stations can listen to the channel
to see if it is available or not prior to transmitting a frame. In particular, a ready
station with a frame to transmit must first listen to the channel. If the channel
is idle, the station can then begin transmitting its frame. If the channel is busy,
the station must defer (i.e., refrain from sending), because transmitting would
surely cause a collision on the network (hence the term “Collision Avoidance”
in the name of the protocol).

Randomization is also an important part of the channel access protocol. A
variable called the Contention Window (CW) is used for this purpose. A station
wishing to transmit a frame chooses a random BackOff (BO) time between 0 and
CW , and this extra BO delay must elapse before the actual frame transmission
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can begin. If the channel is busy and collisions are observed, stations dynamically
increase (e.g., double) CW. If frame transmissions are routinely successful, CW
can be reset to its default value CW,,;p,.

The CSMA/CA protocol reduces the number of collisions on the channel,
but does not eliminate collisions entirely. For example, if two stations become
ready at exactly the same time, and both sense the channel idle, then both could
start transmission at the same time, and collide with each other.

Handling this type of collision problem is tricky. In an Ethernet LAN envi-
ronment, a transmitting station can use its transceiver (transmitter/receiver) to
listen to the channel during its own outgoing frame transmissions. This property
allows a station to detect discrepancies between what it was trying to send and
what was actually observed on the wire. Discrepancies between the two indicate
a collision on the network (i.e., more than one station transmitting at the same
time). A station detecting such a collision aborts the transmission of its frame,
and generates a noise burst on the wire for all stations to hear. This protocol
is called CSMA /CD, with the CD standing for Collision Detection. It is used in
Ethernet wired LANs.

Unfortunately, the Collison Detection (CD) mechanism is not applicable for
IEEE 802.11b WLANS. Physically, stations can either transmit or receive using
their antenna, but they cannot do both at the same time. Even if they could,
the transmit power would be so dominant that it would be almost impossible
to detect a received signal. Further complicating matters are the noisy charac-
teristics of the wireless propagation environment: not all stations may hear the
collision if there was one, and some stations may hear a collision even if there
wasn’t one.

The IEEE 802.11b DCF protocol solves this problem with a combination of
mechanisms: acknowledgements, timeouts, and retransmissions. Upon the suc-
cessful arrival of a frame at the intended recipient, the receiver sends back a
control frame with a positive acknowledgement to the sender. This acknowledge-
ment tells the sender that its frame transmission was successful. In the absence of
the acknowledgement, the sender will retransmit another copy of the same frame
after a randomly chosen short timeout interval (e.g., up to 1 millisecond). This
mechanism handles collision-related losses just the same as corruption-related
losses due to wireless channel errors. It also recovers from the loss of either the
data frame or its acknowledgement. In both cases, a frame retransmission is
required. If repeated retransmissions are required for the same data frame, the
timeout interval is repeatedly doubled, up to a maximum limit CW,,,,. If the
maximum number of retries (e.g., default 8 in most implementations) is rea-
ched, then the frame transmission is aborted. Further error recovery is left to
higher-layers of the protocol stack.

To ensure that the recipient of a successful frame can acquire the channel to
send an acknowledgement, the IEEE 802.11b standard defines two separate time
intervals. The Short Inter-Frame Space (SIFS) is the amount of time that the
recipient waits before sending its acknowledgement. This time is 28 microseconds
(usec). The Distributed Inter-Frame Space (DIFS) is the amount of time that a
station must observe a quiescent channel before concluding that it is idle, and
proceeding with its random BackOff (BO) and frame transmission. This DIFS
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time is 128 usec. With these settings, the recipient of a successful frame is the
first station entitled to use the shared channel to send back an acknowledgement.
This Positive Acknowledgement with Retransmission (PAR) protocol is used
only for unicast (one-to-one) frames on the WLAN. It is not used for multicast
or broadcast frames that are addressed to many recipients.

Figure 2 summarizes the CSMA/CA DCF protocol. The diagram illustrates
an example frame transmission, say from station A to station B. After sensing
the channel idle for the DIFS period, and waiting for its random BO period,
station A grabs the channel and transmits its data frame. After receiving the
frame successfully, station B waits for the SIF'S period and then sends its positive
ACK to A.

DIFS BO DATA SIFS| ACK

Time

Fig. 2. Tllustration of CSMA/CA DCF in IEEE 802.11b WLAN

Request-To-Send /Clear-To-Send (RTS/CTS). The RTS/CTS protocol is
designed to handle the hidden node problem that can arise in wireless networks.
Consider three stations called A, B, and C, who happen to be geographically in
alphabetical order in the network. Depending on the relative distances between
the nodes, it is possible that A and B can hear each other, that B and C can
hear each other, but A and C cannot hear each other. In such a scenario, A
might transmit a frame to B at the same time that C transmits a frame to B.
The result is a collision (and unintelligible garbage) at B.

Neither A nor C is aware of this collision problem, since they are not within
range of each other. Their only clue is the lack of a positive ACK from B, which
will soon trigger retransmissions of the colliding frames. The larger the frame
size, the greater the proportion of time wasted on collisions, and the greater the
probability that the retransmitted frames will also collide. From A’s viewpoint,
C is a hidden node, and from C’s viewpoint, A is a hidden node. The hidden
node problem can dramatically degrade wireless channel performance.

The RTS/CTS protocol resolves this problem by having the intended receiver
node (B) manage the shared channel amongst its neighbours (A and C, in this
example). In particular, the neighbours must make advance reservations of the
channel for their transmissions. For example, node A sends to node B a short
control frame called the Request-To-Send (RTS) frame. The RTS indicates the
size of the frame that A wants to send, and the intended recipient B. If this is the
only RTS request that node B receives, then node B can send a short Clear-To-
Send (CTS) control frame to A to grant its request. The broadcast nature of this
CTS transmission tells node A to go ahead with its frame transmission, while
also telling node C (since C can hear B) to refrain from sending. The information
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contained in the CTS frame conveys a Network Allocation Vector (NAV) that
expresses the amount of channel time required for A and B to complete the
exchange of their data frame and acknowledgement. Station C simply defers
from accessing the channel for this NAV interval, and thus avoids colliding with
A’s frame.

Similarly, node C can initiate a frame transmission to B using the RT'S/CTS
exchange. If node B receives multiple RTS requests, it can choose which one to
grant, as long as it has at most one CTS outstanding at a time. Because RTS
control frames are very short, it is unlikely for them to collide. Nevertheless, if
they do collide, the random timeout and retransmission mechanisms described
previously resolve this. A station that does not receive a CTS response to its
RTS request after a maximum number of RTS retries will abort its attempted
transmission of the current frame.

Figure Bl provides an illustration of the RTS/CTS protocol. Again, assume
that the frame transmission is from A to B. Once A receives the CTS response
to its RTS request, it can initiate its frame transmission. The receiving station
B sends an ACK to A upon receipt of a successful frame.

DIFS BO SIFS SIFS DATA SIFS | ACK

0
TS

Time

Fig. 3. Illustration of RTS/CTS in IEEE 802.11b WLAN

Some implementations of IEEE 802.11b trigger the use of RTS/CTS auto-
matically when the average number of collisions in the DCF protocol exceeds a
threshold. Other implementations require manual selection of either the DCF or
RTS/CTS protocol.

Point Coordination Function (PCF). The two foregoing MAC protocols
for IEEE 802.11b WLANS are not suitable for real-time applications, since there
is no bound on the maximum latency for channel access and frame transmis-
sion. That is, there is no guarantee of when (or even if) a data frame will be
successfully transmitted across the network. These protocols should not be used
for hard real-time control systems applications (e.g., blast furnace operation,
nuclear power plant, braking system on your car), but they may be satisfactory
for some soft real-time applications (e.g., wireless video streaming, home security
monitoring, network intrusion detection).

The IEEE 802.11b standard defines an additional MAC protocol that is bet-
ter suited to real-time applications. This protocol is called Point Coordination
Function (PCF). It is intented for WLANSs that are operating in infrastructure
mode (see Section [X1]), with an Access Point (AP) to coordinate usage of the
shared wireless channel amongst multiple wireless devices. This PCF mode of
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operation is similar to the Master/Slave mode of operation in Bluetooth scat-
ternets and piconets. Few vendors of IEEE 802.11b products support the PCF
mode of operation.

PCF is a polling protocol. The AP has an explicit list of all wireless devices
operating on the network, and polls (asks) each device in turn if it has any
information to send. By bounding the number of devices in the network, and
the maximum frame size used, the AP establishes a schedule of service with an
upper bound on the channel access latency for each device. Typically, all devices
in the network are equivalent in priority, so one slot of service is provided to
each device in turn in the service cycle. In general, however, multiple slots can
be assigned to some devices within each service cycle, to accommodate devices
with different priorities or bandwidth requirements.

While the PCF protocol conceptually bounds the channel access delay for
each device (by eliminating collisions from the MAC protocol), there is still the
possibility of wireless channel errors (e.g., due to noise or external interference on
the wireless LAN). The timeout and retransmission events in the PAR protocol
can still occur, which in turn implies that there is no deterministic guarantee on
when (or if) a given data frame is successfully transmitted on the WLAN. In
other words, IEEE 802.11b WLANS are not a perfect solution for hard real-time
applications.

3.4 Link-Layer Frame Formats

The purpose of the MAC sublayer protocol in the previous section is to ensure
that at most one station is transmitting a frame on the WLAN at a time. The
purpose of the Logical Link Control (LLC) sublayer above the MAC is to ensure
that the frame is sent reliably.

The IEEE 802.11b link layer protocol uses variable length data frames, with
the frame format illustrated in Figure @l Two different versions of this frame
format are supported, called the Long Preamble and the Short Preamble. The
choice between these formats is usually software-settable in the configuration
parameters of an IEEE 802.11b product.

S
Preamble s [p |5 |L|c Payload
(128 bits) Ol¢ [, |e R (0-2312 bytes)
F |¢€ n
d v

Fig. 4. Illustration of Link-Layer Frame Format in IEEE 802.11b

The default frame format in IEEE 802.11b is the Long Preamble format.
The transmission of a frame begins with 128 bits of preamble: an alternating bit
pattern of 1’s and 0’s that is used to establish signal clocking and synchronization
between sender and receiver. The preamble is followed by a 16-bit Start Of Frame
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(SOF) delimiter. This bit pattern is “10101010 10101011”. The last two bits of
this field tell the receiver that the important control header of the frame is about
to begin.

The Physical Layer Convergence Protocol (PLCP) header at the LLC layer is
48 bits long, and has four fields. The first 8-bit field indicates the data rate (Signal
Speed) that will be used for the payload portion of the frame transmission. The
valid choices are 1 Mbps, 2 Mbps, 5.5 Mbps, and 11 Mbps. The second 8-bit field
specifies an optional Service Type, which is currently unused in IEEE 802.11b.
The third field (16 bits) indicates the size in bytes of the payload portion of
the frame. The fourth field is a 16-bit Cyclic Redundancy Check (CRC) for the
frame.

The preamble and the PLCP header of the LLC frame are transmitted at
1 Mbps. This feature makes the IEEE 802.11b protocol backwards-compatible
with older IEEE 802.11 devices that might be part of the network. While these
devices would be unable to receive frames at any of the higher data rates, they
can at least listen to the network and correctly determine when frames begin
and end. The payload portion of an LLC frame is transmitted using the data
rate indicated in the PLCP header of the frame.

The Short Preamble version differs from the foregoing format in two ways.
First, the length of the preamble is reduced to 56 bits instead of 128 bits. This
change makes the entire preamble (including the SOF delimiter) 72 bits instead
of 144 bits, reducing the amount of channel time consumed by the preamble.
Second, the 48-bit PLCP header is transmitted at 2 Mbps instead of at 1 Mbps.
Again, this slightly reduces the time consumed on the network by each frame.
The payload portion of an LLC frame is transmitted using the data rate (1, 2,
5.5, or 11 Mbps) that was indicated in the PLCP header of the frame.

Regardless of the frame format used, the payload portion of the frame con-
tains additional control information (e.g., 48-bit MAC address of the sender,
48-bit MAC address of the intended receiver) plus the useful data, if any (e.g.,
a TCP/IP packet carrying user-level data). The maximum payload size is 2312
bytes. Many implementations use a Maximum Transmission Unit (MTU) size of
1500 bytes at the network layer, to be compatible with Ethernet LANs.

The combined overheads of the link-layer frame format and the channel access
protocol limit the effective throughput that can be achieved over IEEE 802.11b
WLANSs. A general rule of thumb is that about 60% of the stated physical layer
data rate can be achieved as user-level throughput at the application layer. For
IEEE 802.11b, this means that about 6.5 Mbps of throughput is possible for
TCP/IP. For IEEE 802.11a, the corresponding value is about 32 Mbps. A paper
by Jun et al. [JPS 2003] provides a careful analysis of the maximum throughput
that is theoretically possible for IEEE 802.11 networks.

3.5 Other Features

There are two different ways to use IEEE 802.11b WLANSs: infrastructure mode,
and ad hoc mode.
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Infrastructure Mode. Infrastructure mode requires an Access Point (AP)
that functions as a gateway or bridge between the wireless access network and
the general wired Internet. Figure [5] shows a WLAN operating in infrastructure
mode. The AP has two network interfaces: one for transmitting and receiving
information on the WLAN, and one for transmitting and receiving information
on the wired network, such as an Ethernet LAN.

n @®
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Fig. 5. Illustration of an IEEE 802.11b WLAN in Infrastructure Mode

In infrastructure mode, all communication to and from a mobile wireless de-
vice must traverse the AP. For example, if the mobile device wishes to access
content from the general Internet, then the request is first transmitted to the
AP, which forwards the request to the Internet on behalf of the mobile device.
When the response returns to the AP from the wired Internet, the AP transmits
the response on the WLAN as wireless data frames addressed to the client that
initiated the request. Similarly, if mobile device A in the WLAN wants to com-
municate with mobile device B also in the WLAN, the request must be relayed
via the AP. That is, A sends a frame to the AP, which acknowledges its suc-
cessful delivery. Then the AP transmits the frame to B, which acknowledges its
successful delivery. In this communication scenario, the frames between A and
B are transmitted twice on the WLAN: once to the AP, and once by the AP.
This can compromise the efficiency of the WLAN. (In ad hoc mode described
below, nodes A and B can communicate directly with each other.)

The AP plays a central role in an infrastructure-based WLAN. An AP adver-
tises its presence on the WLAN by broadcasting beacon frames, typically every
100 milliseconds (i.e., 10 times per second). These management (control) frames
identify the AP, its MAC address, its Service Set Identifier (SSID), as well as
whether it is using WEP (Wired Equivalent Privacy) encryption or not. These
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frames are broadcast omni-directionally by the AP, so that all wireless devices
within the coverage area (cell) of the AP can detect its presence. Wireless devices
in the cell, such as client laptops with IEEE 802.11b WLAN cards, can detect
this signal and associate with the AP if desired. The nominal coverage area for
an AP has a radius of about 100 meters, but the quality of coverage may vary
depending on building construction materials (e.g., reinforced concrete, tinted
windows, metallic coatings on glass). This range can be significantly extended
with directional antennas, if desired.

Typically, the deployment of IEEE 802.11b WLANSs requires multiple APs
(e.g., for a university residence network, a campus-wide wireless network,
or a WLAN in a business organization) [BBT997/KE _2002/SB"2004/TB"1999]
TB 2000]. To reduce interference, adjacent APs in the logical network topology
can be configured to use different channel numbers in the portion of the electro-
magnetic spectrum used by IEEE 802.11b. In North America, there are eleven
such channels to choose from, with each occupying about 22 MHz of spectral
bandwidth. However, many of these channels partially overlap. Only channels 1,
6, and 11 are sufficiently well-spaced to be non-overlapping. These three channel
numbers are commonly used in WLAN deployments. A mobile user can roam
through a composite of multiple WLAN cells. If a laptop detects beacon signals
from multiple APs, then the laptop can select the AP with the highest signal
strength. Conceptually, the handoff from one AP to the next AP should be se-
amless and invisible to the user. Smooth handoffs are not always the case in
practice, particularly if APs from multiple vendors or if IP subnetting are being
used [BVBP 2002|KE 2002/SB 2004].

Ad Hoc Mode. The second mode of operation supported by IEEE 802.11b is
ad hoc mode. In this mode, a collection of wireless devices can operate together
as a standalone wireless network, completely independent of the Internet. That
is, there is no AP required for access to the general Internet. This standalone
mode of operation is often used for special purposes, such as military network
applications, sensor networks, peer-to-peer networks, or multi-player wireless
gaming. An example of an ad hoc network is shown in Figure

In ad hoc mode, every wireless device is an equal peer with other wireless
devices. Channel access is regulated using the DCF protocol most of the time,
with the use of RT'S/CTS to resolve hidden node problems, if they occur.

Ad hoc networks are especially interesting when they are multi-hop wireless
ad hoc networks [FZLG2003|SS2002/WTTS 2002]. Suppose that there are hun-
dreds of wireless devices in the WLAN, and that the geographic coverage area
of the entire WLAN is far greater than the transmission range of any single wi-
reless device (perhaps because of transmit power limitations to conserve energy
and extend battery lifetime). In such a scenario, a device A at one location of
the network (e.g., the left edge) may not be able to communicate directly with
another device Z elsewhere in the network (e.g., the right edge).

Communication between A and Z can only be realized by having other nodes
(e.g., B, C, D...) function as intermediate routers for forwarding frames on behalf
of other nodes. This is the principle upon which multi-hop ad hoc networks are
based. The routing protocols used in such networks are complicated, since they
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Fig. 6. Illustration of an IEEE 802.11b WLAN in Ad Hoc Mode

must dynamically determine valid routing paths to the intended destination.
Nodes can move at any time, changing the topology of the network, and thus
changing the quality of the routes used. Some routes may break, and other routes
(better or worse) may become available at any time.

In addition to the routing problem, multi-hop ad hoc networks induce other
performance problems for wireless Internet protocols. For example, the end-to-
end performance of TCP degrades significantly over multi-hop ad hoc networks,
because of contention and collision problems. Problems such as these are discus-
sed in more detail in Section [l following the TCP review in the next section.

4 The Web and TCP/IP

This section provides background on the Web and TCP/IP. An understanding
of these protocols is required prior to the discussion of the wireless Internet
protocol performance problems in Section

4.1 The Web

The Web relies primarily on three communication protocols: IP, TCP, and
HTTP. The Internet Protocol (IP) is a connection-less network-layer protocol
that provides global addressing and routing on the Internet. The Transmission
Control Protocol (TCP) is a connection-oriented transport-layer protocol that
provides end-to-end data delivery across the Internet. Among its many func-
tions, TCP has flow control, congestion control, and error recovery mechanisms
to provide reliable data transmission between sources and destinations. The ro-
bustness of TCP allows it to operate in many network environments. Finally,
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the Hyper-Text Transfer Protocol (HTTP) is a request-response application-
layer protocol layered on top of TCP. HT'TP is used to transfer Web documents
between Web servers and Web clients (browsers). Currently, HTTP/1.0 and
HTTP/1.1 [RECT996/REC 1997] are widely used on the Internet.

4.2 TCP Overview

TCP is a connection-oriented, end-to-end reliable-byte-stream transport-layer
protocol [Ste 1994)[Tan 2003|. The basic mechanisms of this general-purpose pro-
tocol are quite robust: the TCP protocol has undergone relatively minor changes
in its 30-year existence, over a time period that has witnessed dramatic changes
in computing and networking technologies.

The basic unit of data transfer in TCP is a byte (i.e., for sequence numbe-
ring, flow control, and error control purposes). However, TCP implementations
generally work with a larger logical unit size called a segment when transmit-
ting packets across an IP internetwork. The Maximum Segment Size (MSS) is a
settable parameter for TCP. The choice of the MSS depends on the Maximum
Transmission Unit (MTU) size supported by the underlying network layer. In
most cases, each TCP segment is carried in one IP packet; hence the terms seg-
ment and packet are often used interchangeably. The task of TCP is to divide
the application-layer data into one or more segments, transmit them across the
network, and deliver them reliably (and in order) to the receiving TCP. Each
segment carries an explicit sequence number, for the purposes of ordering and
reliability.

There are several mechanisms in TCP to ensure reliable packet delivery. For
example, when a sender transmits a segment, it sets a timer. If this segment is
received successfully, then the receiver sends back an acknowledgement (ACK).
TCP ACKs are cumulative, and always indicate the next expected TCP sequence
number. The sender uses the ACK for flow control and error control purposes,
as well as to estimate the round-trip time (RTT) to the destination. If the timer
expires before an ACK is received, then the sender retransmits the outstan-
ding segment. Another commonly used strategy is Fast Retransmit [Flo 2001],
which uses duplicate ACKs to trigger the retransmission of a missing segment,
often well before the retransmission timer expires. This approach works well in
recovering from single packet losses [FE 1996].

TCP uses sliding window flow control to limit the maximum number of bytes
outstanding (i.e., not yet acknowledged) between a sender and a receiver at any
time. A sender is allowed to transmit the segments in a window as quickly as it
wishes, providing that data is available to transmit. As ACKs are received, the
flow control window advances, and new segments are transmitted.

A congestion control mechanism was added to TCP in 1988, based on algo-
rithms proposed by Jacobson [Jac 1988]. These algorithms use adaptive window-
based flow control to achieve congestion control, since the IP network layer in
the Internet does not provide congestion control.

In TCP congestion control, the flow control window size is adjusted dyna-
mically based on two TCP state variables: the congestion window (cwnd), and
the slow-start threshold (ssthresh). The initial value of cwnd is one segment, and
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cwnd is increased as successful ACKs are received. The increase is exponential
in the slow-start phase (i.e., doubling cwnd every RTT, until ssthresh is rea-
ched), and linear in the congestion avoidance phase (i.e., increasing cwnd by one
segment for every complete window’s worth of data exchanged) [Jac T98]].

TCP uses packet loss (due to buffer overflow at a router) as an implicit
signal of network congestion. Each time a packet loss is detected, TCP updates
its estimate of the slow-start threshold (e.g., ssthresh = cwnd/2), reduces its
congestion window size (e.g., cwnd = M SS), and re-enters the slow-start phase.
The Fast Recovery [Flo_2001] mechanism reduces the congestion window size by
half (e.g., cwnd = cwnd/2) following a Fast Retransmit, rather than reducing it
to one segment.

The foregoing algorithms are part of most TCP implementations, inclu-
ding Reno TCP and New Reno TCP that are widely used on the Internet to-
day [Flo 2001].

5 Protocol Performance Issues

Many interesting protocol interactions occur when TCP /TP Internet applications
are carried over wireless access networks such as IEEE 802.11b WLANSs. This
section discusses four examples of these Wireless Internet protocol performance
problems.

5.1 Wireless TCP Performance

A well-documented TCP performance problem occurs if packets are lost in wire-
less networks [BB_1995BK 1998IBPSR 1997|[FPAY 2003/LLL 2002/Pent 2000].
Most TCP implementations use packet loss as an implicit signal of network con-
gestion, and use backoff mechanisms to reduce the packet load offered to the
network. This design assumption is clearly articulated in the TCP slow start
congestion control mechanism [Jac 1988|. This approach works well for the wi-
red Internet, since losses of packets due to congestion dominate packet losses
due to transmission errors. In wireless networks, however, the situation is rever-
sed: losses due to transmission errors dominate congestion losses. Upon losing
a packet due to a transmission error, the desired behaviour in a WLAN is to
retransmit right away, but a conventional TCP implementation instead experi-
ences timeout and backoff. This behaviour can lead to very low TCP throughput
on wireless networks [BK1998].

One solution to this wireless TCP performance problem is to implement a
“wireless-aware” version of TCP at the boundary between the wired backbone
network and the wireless access network. This approach (referred to as Proxy-
TCP, Indirect-TCP, or Snoop-TCP in the literature) logically splits the end-to-
end TCP control loop into two smaller control loops, with one covering the wired
segment of the network, and the other the wireless segment of the network. The
parameters for these two control loops can be set and tuned separately, with
the intermediate TCP “proxy” handling the buffering and forwarding of packets
between the communicating TCP endpoints. While this approach technically



134 C. Williamson

violates the end-to-end semantics of TCP acknowledgements, it is effective in
improving TCP performance over wireless network environments [BPSR_1997].

Our own network protocol performance research at the University of Cal-
gary has identified three additional TCP-related performance problems in IEEE
802.11b wireless LANs [KXW 2003]. These problems are:

— low throughput from improperly configured wireless network cards;
— network thrashing from dynamic MAC-layer rate adaptation; and
— high collision rates between TCP data and acknowledgement packets.

In the following paragraphs, we briefly describe each of these protocol perfor-
mance problems. Further details are provided in [KXW 2003].

The first anomaly that we observed in our IEEE 802.11b WLAN was low
TCP throughput for bulk data transfers. The throughput was approximately
1.2 Mbps, compared to the expected value of approximately 6.0 Mbps. The pri-
mary cause for this problem was an improperly configured network card. In
particular, the Linux device driver for the IEEE 802.11b card was statically set-
ting the card’s transmission rate to 2 Mbps rather than 11 Mbps. We diagnosed
this problem with the help of a wireless network analyzer: the PLCP header
of each transmitted frame showed a signal speed of 2 Mbps. Since the frame
header is transmitted at 1 Mbps, and the payload at 2 Mbps, it is no surprise
that our throughput barely exceeded 1 Mbps. Fixing the device driver setting
increased throughput by about a factor of 4. A related, but much more subtle
performance problem has to do with the Universal Serial Bus (USB) protocol
used to transfer TCP/IP packets from the kernel to the network card or vice
versa. Because the USB transfer size is much smaller than the TCP/IP packet
size, the USB overhead can dominate. For the 8 different USB configurations
considered in [KXW 2003], the TCP throughput varied by more than an order
of magnitude, from 0.4 Mbps to 5.2 Mbps. For many of these configurations, the
USB was the bottleneck. Only in a few of the configurations did the throughput
approach the theoretical capacity of an IEEE 802.11b WLAN. These observati-
ons highlight the importance of proper parameter configuration at all layers of
the protocol stack.

The second performance anomaly that we observed was related to the dyna-
mic rate adaptation feature in IEEE 802.11b. That is, if the link-layer protocol
detects an excessive number of retransmissions when using high data rate (11
Mbps) transmissions, it can revert to lower-rates (e.g., 5.5 Mbps, 2 Mbps, or 1
Mbps) on subsequent retransmissions, which may be more resilient to wireless
channel errors. We tested this rate adaptation behaviour in a WLAN environ-
ment with poor signal quality and user mobility. We found that some implemen-
tations of dynamic rate adaptation produce a cyclic pattern of rate oscillation,
which in turn results in frequent periodic TCP packet losses. Greater hysteresis
is required in the channel quality estimation if dynamic rate adaptation is to
perform well in a noisy WLAN environment.

The third and final performance anomaly that we noticed was an excessive
number of collisions on the WLAN when the TCP protocol is used. For exam-
ple, with UDP for wireless data transfers, collision rates are below 0.5% on the
WLAN. With TCP, the collision rates are 4-7%. What is particularly surprising
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about these collision rates is that they occur with only a single wireless client
(communicating with a server on a wired network), competing with the AP for
use of the wireless channel. We have shown experimentally that this high colli-
sion rate is related to TCP: namely, the contention between TCP data packets
sent by the client and TCP ACK packets being forwarded by the AP. The de-
sign of the IEEE 802.11b MAC protocol assumes that stations generate frames
at random times. With TCP, this assumption is not true. A sending station often
has a backlog of frames to send, as soon as the channel access protocol permits.
Similarly, TCP ACK packets are traversing the reverse path in the network, con-
tending for the channel at the wireless access link. The TCP-level ACKs induce
correlated behaviours on the network, leading to the higher collision rates obser-
ved. Fortunately, the random backoff in the MAC-layer retransmission resolves
most of these collisions without causing TCP packet loss, but the efficiency of
the IEEE 802.11b WLAN still suffers.

5.2 Multi-hop Ad Hoc Networks

TCP performance can suffer greatly in multi-hop wireless ad hoc networks, where
intermediate wireless nodes are used as routers for forwarding packets from a
source to a destination. Performance problems arise from the physical charac-
teristics of the wireless channel, the Medium Access Control (MAC) protocols,
node mobility, and the dynamics of TCP.

Ignoring node mobility for the moment, even the topology of an ad hoc
network and the wireless propagation characteristics can adversely affect TCP
performance. For example, Fu et al. [FZLG 2003] use simulation and analysis to
show that in an N-hop “chain” network topology, the end-to-end TCP through-
put is much lower than the nominal throughput of the wireless channel. The pro-
blems occur because of the burstiness of TCP transmissions: multiple TCP data
packets within the congestion window are competing for channel access on the
forward path, multiple TCP ACK packets are competing for channel access on
the reverse path, and interference effects at the wireless layer (e.g., hidden node,
exposed node) preclude adjacent nodes on the routing path from forwarding
packets at the same time. Fu et al. recommend a carefully chosen TCP window
size that depends on the routing path length (e.g., a window size of N/4 packets
for an N-hop chain topology gives the maximal TCP throughput [FZLG 2003]).
Other authors propose rate-based flow control or multi-channel approaches to
expedite TCP data transfer [KW 2003]WTLS 2002].

Node mobility in ad hoc networks can make the TCP performance problem
even worse. In addition to network congestion and wireless channel errors, node
mobility can produce a third type of packet loss: losses due to transient routing
failures when IP routing paths are disrupted. The TCP protocol has no way
to differentiate these types of packet losses. Some authors have proposed Expli-
cit Loss Notification (ELN) [BK_1998], so that TCP packet transmissions are
suspended while the IP route discovery process is re-initiated.
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5.3 Wireless Media Streaming

The popularity of multimedia streaming on the Internet, combined with the
growing deployment of wireless access networks, augurs the converging usage
of these two technologies in the not-too-distant future. Experience with wireless
multimedia streaming on today’s networks can provide valuable insights into the
design of future wireless multimedia networks and applications.

In a recent paper [KW 2002], we presented a measurement study of Real-
Media streaming traffic on an indoor IEEE 802.11b wireless LAN. The traffic is
analyzed hierarchically, from the application layer to the network layer to the
data link layer. We focus on the traffic structure at each layer, and on interaction
effects across layers.

Our main observation is that multimedia streaming quality is quite robust
in all but the poorest channel conditions, despite the inherent burstiness of both
the RealMedia application workload and wireless channel errors. Several factors
contribute to these good results. First, although RealVideo is typically Variable-
Bit-Rate (VBR) at the application layer, it is often streamed as Constant-Bit-
Rate (CBR) at the network layer, reducing burstiness and thus the chances
of packet losses due to buffer overflow in the network path. Second, while the
wireless channel has bursty error characteristics, MAC-layer retransmission in
802.11b hides most errors from higher-layer protocols. Finally, the application
layer’s NACK-based error control is effective in recovering missing packets when
needed. Our results demonstrate the viability of multimedia streaming on current
and future wireless LANs.

5.4 Wireless Web Performance

Two of the most popular Internet technologies from the past ten years are the
World Wide Web and wireless networks. A natural step in the wireless Internet
evolution is the convergence of these technologies to form the “wireless Web”:
the wireless classroom, the wireless campus, the wireless office, and the wireless
home. In fact, the same technology that allows Web clients to be mobile (i.e.,
wireless network cards) also enables the deployment of wireless Web servers.

Mobile Web servers play a useful role in short-lived networks. A short-lived
(or portable) network is created spontaneously, in an ad hoc fashion, at a particu-
lar location in response to some event (scheduled or unscheduled). The network
operates for some short time period (minutes to hours), before being disassemb-
led, moved, and reconstituted elsewhere. Examples of deployment scenarios for
short-lived networks are sporting events, disaster recovery sites, press conferen-
ces, conventions and trade shows, and classroom area networks. The potential
for entertainment applications (e.g., media streaming, home networking, multi-
player gaming) is also high. In many of these contexts, an ad hoc wireless network
(with a wireless Web server as an information repository) provides a suitable so-
lution.

In recent work [BOW 2003/BW 2003/Ola 2003|, we have explored the feasi-
bility of wireless Web servers. In [BW_2003], we present simulation results that
are validated with empirical measurements from wireless Web server usage in a
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Fig. 7. Experimental Setup for Wireless Web Server Benchmarking

classroom environment. These measurements are then augmented with labora-
tory tests to determine experimentally the upper bounds on achievable perfor-
mance [BOW 2003JOIa 2003]. In particular, we focus on the performance capa-
bilities of an Apache Web server running on a laptop computer with an IEEE
802.11b wireless LAN interface.

The experimental setup for our measurements is illustrated in Figure [f] We
study in-building Web performance for wireless Web clients. All mobile compu-
ters are configured in ad hoc mode, since no existing network infrastructure is
assumed. The clients download content from the wireless Web server. A wireless
network analyzer is used to collect and analyze traces from the experiments,
with traffic analysis spanning from the Medium Access Control (MAC) layer to
HTTP at the application layer.

Our experiments focus on the HT'TP transaction rate and end-to-end throug-
hput achievable in an ad hoc wireless network environment, and the impacts of
factors such as number of clients, Web object size, and persistent HTTP connec-
tions. The results show the impacts of the wireless network bottleneck, either
at the client or the server, depending on the Web workload. Persistent HTTP
connections offer significant improvements both in throughput and in fairness
for mobile clients accessing content from a wireless Web server.

There are three main observations from our wireless Web server experiments:

— TCP is an extremely “chatty” protocol for wireless Web access. An example
of its behaviour is shown in Figure [§(a). Downloading a single 1 KB Web
object using HT'TP /1.0 requires 10 TCP packets on the network, with 6 sent
by the client and 4 by the server. Only 2 of these packets carry actual user-
level data: the client’s GET request that specifies the desired URL, and the
server’s HTTP response with the Web object data. The other packets are
TCP control packets to establish, maintain, update, and close TCP connec-
tion state information. This 80% protocol overhead has dire performance
impacts when WLAN channel access is the bottleneck. In our experiments,
the Web server can achieve only about 100 HT'TP/1.0 transactions per se-
cond for 1 KB objects. The user-level throughput is below 1 Mbps.
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Fig. 8. Example of a 1 KB HT'TP Transaction on IEEE 802.11b WLAN: (a) HTTP/1.0;
(b) HTTP/1.1

Persistent-HTTP connections [PM 1995] improve performance by a factor
of 3 to 5 in the WLAN environment. The performance advantages arise be-
cause the TCP connection handshaking packets are amortized over multiple
HTTP transactions. For example, the first HTTP transaction within the
TCP connection in Figure B(b) requires 4 TCP packets, rather than 10. The
second HTTP transaction requires only 2 TCP packets, since it takes advan-
tage of TCP ACK piggybacking on outbound data packets in each direction.
The same observation applies for the third HTTP transaction to retrieve
another embedded object in the Web page. This TCP efliciency dramati-
cally reduces the demand on the wireless channel access protocol, leading to
much faster HT'TP response time and better network throughput.

— The wireless network bottleneck manifests itself differently, depending on the
Web workload. For small Web objects, the bottleneck is at the client: there is
a finite limit on the HTTP request rate that can be achieved before packets
are lost from the link-layer transmit queue at the client. For large Web
objects, the bottleneck is at the server, since it sends more packets (and
larger packets) than the client.

— TCP behaviour is erratic under overload. We have observed two anomalous
TCP phenomena. For multiple clients requesting small Web objects from the
server, the bottleneck at the server’s outgoing transmit queue can lead to
TCP packet loss. The loss of TCP connection handshake packets can severely
affect clients, even leading to unfairness. For large Web objects, multiple
clients can cause network thrashing, wherein the WLAN is so busy sending
TCP data packets and retransmissions that clients eventually timeout and
abort their HTTP transfers, drastically reducing the goodput of the network.

All three of these problems manifest themselves acutely in an IEEE 802.11b
WLAN environment [BOW 2003].
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6 Summary and Outlook

Wireless Internet technologies have progressed tremendously in the past five
years, and will continue to reshape the networking landscape in the years ahead.
The IEEE 802.11b wireless LAN standard has been a major part of the success
story. This WiFi standard provides a flexible and cost-effective solution for wi-
reless network access, while supporting mobile users in either the infrastructure
mode or the ad hoc mode of operation. The user-level achievable throughput on
IEEE 802.11b WLANS is approximately 6 Mbps, about an order of magnitude
faster than on previous generation wireless technologies.

The future of wireless Internet is even brighter. The IEEE 802.11a stan-
dard promises up to 54 Mbps of physical-layer transmission capacity, in a much
less crowded portion of the electromagnetic spectrum. This technology will offer
about 32 Mbps of user-level throughput for TCP/IP networking applications.
Next-generation wireless networking technologies promise greater software sup-
port, easier network configuration, better network security, and lower prices.

Wireless network access technologies will soon become an invisible part of our
ubiquitous computing infrastructure. Nevertheless, protocol performance issues
will continue to be a problem. Understanding these protocol performance pro-
blems, and solving them, will be important to maximize the benefits of Wireless
Internet technologies.
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Abstract. Performance models for mobile networks have been proposed
in large numbers in the literature. The majority of those models were de-
voted to model voice and data traffic on GSM (2G) mobile networks with
General Packet Radio Services (GPRS or 2.5G) . In most cases, these
models were based on Markovian assumptions or studied using simula-
tion. Considering 3G mobile systems, the picture is far not the same. The
technology behind the 3G systems became much more complex and, the-
refore, analytical models became rather more difficult to develop. In this
area, simulation models seem to be dominant. The aim of the paper is to
present some models developed to provide analytical and numerical per-
formance evaluation for 2.5G (GSM/GPRS) and 3G (UMTS) systems.
Three models are presented from which two are for GPRS systems un-
der different channel sharing schemes; namely the Complete Partitioning
(CPS) and the Partial Sharing (PSS) schemes. The third is for interfe-
rence limited UMTS cell. For these models, sophisticated analytical and
numerical solutions are either presented or proposed. In the first model,
a generalised solution based on the principle of maximum entropy (ME)
is presented for the performance modelling and evaluation of a wireless
GSM/GPRS cell supporting bursty multiple class traffic of voice calls
and data packets under CPS cell capacity handling scheme.

In the second part, a queueing model is proposed for similar system but
with PSS capacity handling scheme. The difficulty of this model rises
from the fact that the actual data bit rate depends on the state of the
system including the number of active voice calls. For this case, earlier
numerical solutions based on Markov chains is briefly discussed. Furt-
hermore, analytical solutions based on Markovian and general queueing
models with random environments are proposed.

In the last part of the paper, a more sophisticated 3G mobile system is
considered where the system capacity depends on the interference levels
in the system which are influenced by a number of factors including the
number of ongoing calls and their geographical distribution over the cell
area. An approximation based on discretization of the distance is propo-
sed in order to be able to present a model based on multi-dimensional
Markov chain which is then described and solved using MOSEL package.

Keywords: GSM/GPRS, UMTS, wireless mobile networks, performan-
ce models, generalised exponential (GE) distribution, maximum entropy
(ME) principle.
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1 Introduction

Performance evaluation of mobile systems and networks has attracted a huge
amount of research in the last two decades. Performance models have followed
every stage of technological developments in mobile systems and networks star-
ting from the Global System for Mobile (GSM) telecommunications (known as
2nd Generation or 2G)[I]. The introduction of the General Packet Radio Services
(GPRS) (known as GSM Phase 2+ or 2.5G)[2[3/4] which allowed data services
over GSM has added new challenge to the performance modelling to include
multiple classes of traffic with different characteristics. Finally, the technologi-
cal switch in the Third Generation (3G) mobile networks [b] has added further
complexity to the system behaviour that resulted in much less flexibility in the
modelling possibility of those systems. One main reason for the later is that the
capacity of the 3G systems depends on the interference levels in the network
which depend in turn on the actual traffic situation in the network.

In these performance studies, wide range of methodologies has been used.
However, most of the published studies in the field are based on simulation
modelling and/or the numerical solution of Markov models covering different
traffic scenarios, usually at voice call level, with single or multiple data classes.
Analytical models based on queueing network or matrix geometric solutions have
also appeared for different scenarios but in limited numbers.

Simulation is an efficient tool for studying detailed system behaviour but it
becomes costly, particularly as the system size increases. Markov models on the
other hand provide more flexibility in producing numerical results for many in-
teresting performance measures. Nevertheless, the numerical solution of Markov
models may suffer from several drawbacks, such as

— state space explosion limiting the analysis to only small mobile systems,
generally consisting of one cell

— restrictive assumptions of independent Poisson arrival processes for all types
of homogeneous and uniformly distributed traffic with exponentially distri-
buted call duration (which, if multiplexed, can be bursty and correlated).

Analytical models, if they exist, provide a powerful tool for performance eva-
luation. They are preferable in many cases due to there capability to provide
cost effective and fast results. However, such models rarely exist for real systems
and can only be achieved through a number of sometimes “strong”’ assump-
tions. There are number of analytical methodologies used in mobile network
performance modelling e.g., Queueing networks based solutions [6l7] or Matrix
Geometric solutions [§].

This paper devises a performance evaluation framework for the performance
modelling and evaluation of 2.5 and 3G wireless mobile systems supporting bur-
sty multiple class traffic of voice calls and data packets. This work is based on a
number of modelling projects by the author in collaboration of several research
groups in Germany, Hungary and the UK.

Earlier proposed models are based on resource network management parame-
ters of GSM technology where the capacity of radio interference in the wireless
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cell is divided into discrete channels and operates in circuit-switched mode (e.g.,
[0I10J11]). Extensions of these models have been made to capture the packet-
switched behaviour introduced by the GPRS which has been added to GSM to
allow data packet communication with higher bit rates than those provided by
a single GSM channel (e.g., [I415]I6]). More recently, Foh et al [17] proposed a
single server infinite capacity queue for modelling GPRS in a Markovian environ-
ment and applied matrix geometric methods for the evaluation ofperformance
metrics.

Let us note that several papers in this volume deal with QoS and performance
of wireless networks, including [18[19J20l21] so that, taken with these other re-
ferences, the present paper can provide a broad and comprehensive view for the
practitioner and researcher.

This paper is organised as follows. Section 2 describes the basic operation of
the GSM/GPRS system and defines the different voice and data sharing sche-
mes. Section 4 presents a detailed analysis for the GSM/GPRS system with
CPS scheme using Maximum Entropy (ME) approximation of an open queueing
network that applies the Generalised Exponential distribution for the arrival
and service processes. The second model for GSM/GPRS with PSS scheme is
then introduced and discussed in Section 5. In Section 6, a sophisticated model
for a 3G UMTS wireless cell is presented. Finally, the paper ends with some
concluding remarks.

2 The GSM/GPRS System

Figure 1 shows a simplified block diagram reflecting the most important com-
ponents of a GSM/GPRS system architecture. The User Equipment (UE) can
generate traffic consisting of GSM voice calls and GPRS data packets. Both ty-
pes of traffic will go through the same air interface or Base Station (BS) but
each of them will have its own Um and Gb radio interfaces. The traditional GSM
voice call connections will use the original flow path - through the Base Station
Controller (BSC) and the Mobile Station Controller (MSC) - to the fixed Public
Land Mobile Network (PLMN). On the other hand, GPRS data packets will
use the added Serving GPRS Support Node (SGSN) which in turn will transfer
the data - through the Gateway GPRS Support Node (GGSN) - to Public Data
Network (PDN). The diagram of Figure 1 can be used, under different voice
call/data packet handling schemes, to identify the spots where congestion is li-
kely to build up leading to the formulation of suitable queueing network models
(QNMs).

Resources for GPRS traffic can be reserved statically or dynamically whereas
a combination of both is possible. Different cell capacity partitioning schemes
for handling the transmission of voice calls/data packets can be defined. In such
environment, partitions of the available bandwidth may be created for GSM and
GPRS traffics but not for individual data services. For GPRS traffic, a complete
partition is used for different data services. However, some data packets may be
allocated higher priority and, therefore, they can be given higher share of the
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Fig. 1. A simplified block diagram of a GSM/GPRS system architecture

available bandwidth. Whenever voice calls and data packets share bandwidth,
voice service is always given the highest service and space priorities, as appro-
priate. Three main GSM/GPRS call/data handling schemes are described as
follows [22]:

— Complete partitioning scheme (CPS) divides the total cell capacity to serve
simultaneously GSM and GPRS traffics. As a consequence, the GSM and
GPRS systems can be analysed separately.

— Partial sharing scheme (PSS) allocates Cyqtq channels for data traffic and
the remaining Cspared =Chotai — Caata channels are shared by voice calls and
data packets with preemptive service priority for voice calls.

— Complete sharing scheme (CSS) enables all available channels to serve at
the same time both voice calls and data packets with voice calls having
preemptive priority over data packets.

Although CPS will not clearly give the best utilisation for radio resources, it
has the advantage of requiring simpler management policy and implementation.
Moreover, a definite capacity for GPRS under an efficient Connection Admis-
sion Control (CAC) algorithm can guarantees some QoS. Note that CPS is the
limiting case of PSS under high loads (mainly voice) whilst the CSS is in fact a
special case of PSS where Cyuq = 0.

In the followings, two models will be presented for the CPS and PSS call
handling scheme with different solution methodologies.

3 Performance Model for GSM/GPRS with CPS

A GSM/GPRS wireless cell architecture with a CPS related system of queues can
be seen in Figure 2. Potential spots of congestion and delays are often attributed
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to the constraints imposed by BSC and SGSN dealing with GSM voice and GPRS
data traffics, respectively. Moreover, data packets may experience access delays
when they attempt to reach the SGSN node via BS.

A number of buffer-less channels may be allocated to the GSM partition
which can be clearly seen as a loss system for multiple class voice calls. Moreo-
ver, the GPRS traffic is packet based and, therefore, each connection will attempt
to use the complete available bandwidth. The GPRS partition involves two queu-
eing systems in tandem, namely an access queue and a transfer queue where all
data connections may belong to different classes and share the total capacity of
the data partition.

These classes may have their own characteristics such as maximum or mi-
nimum data rates, delay sensitivity, service discrimination, arrival rates, inter-
arrival-time variability and transferable file (data) length.

Note that the access queue models the Packet Control Unit (PCU)/Servicing
GPRS Support Node (SGSN) buffers of a GPRS network with downlink traffic
and the logical queue of data call request for transmission in the up-link stream

In the context of this paper only the up-link streams are considered.

Um Gb

GSM

BS

MmO -
UEn HOL :
| I— PS

A ¥

Um'

|

Fig. 2. A GSM/GPRS wireless cell architecture with a CPS system of queues

The model presented here is based on the works published in [23] and [24].
In this model, a Compound Poisson Process (CPP) with geometrically distri-
buted batches is used to represent both external and internal arrival processes
(or, equivalently, Generalised Exponential (GE-type)[25J26] inter-arrival times)
of voice calls and data packets per class. Moreover, the GE distribution is used
in all cases to model the call durations or packet channel transmission times.
Note that a batch arrival process is a most suitable model of bursty multiplexed
connections (belonging to various classes with different minimum capacity de-



148 K. Al-Begain

mands) being accepted into the mobile system (if there is enough service capacity
at the moment of their arrival).

The GPRS part of the system is modelled by a tandem system consisting
of two queues; the first queue (the access queue) is a logical queue representing
the packets awaiting for transmission in the UE organised through the signalling
channel. This queue is modelled as Head-of-Line (HOL) as the arrival of higher
priority packet will not interrupt the ongoing transmission but the new packet
will be served next. The second queue represents the transmission queue. This
queue is modelled as Processor Sharing (PS) since all admitted data connections
will share the available bandwidth according to the priority for the data class.
Physically, the GPRS system is capable of allocating all available channel to
one connection (subject to some battery restrictions). Also, in case of multiple
connections, one time slot (channel) can be shared by eight different connections
[I]. An open QNM corresponding to the GSM/GPRS wireless cell architecture
with a CPS system of queues (c.f., Figure 2) can be seen in Figure 5. The model
describes a trivial QNM as the GSM and GPRS channel capacity partitions
compose two independent queueing systems which can be studied separately.

The GSM partition can be clearly modelled by a classical pseudo Birth-
and-Death GE/GE/c/c loss system with multiple voice call classes. The GPRS
partition on the other hand can be modelled as an open GE/GE/1/N; /HOL —
GE/GE/1/N3/PS system of access and transfer queues in tandem with finite
capacities N1 and Ny and under priority HOL and discriminatory PS scheduling
disciplines, respectively, and a Complete Buffer Sharing (CBS) management rule.

More specifically, a transfer queue holds a finite number of data connections
which are served according to a discriminatory PS rule, where the available
service capacity is shared evenly amongst all data calls belonging to the same
class. However, in the presence of multiple data classes with different priority
levels, the service capacity is shared according to discrimination rates favouring
higher priority classes. An admitted data call is initially held in a finite capacity
HOL access queue.

A data packet at the head of the access queue will be blocked if the trans-
fer queue is full. Upon the termination of an active data call at the transfer
queue, the blocked data call at the access queue is polled into the transfer queue
(within a very short time required for signalling) and immediately shares in a
discriminatory PS fashion the available capacity.

Note that under PS scheduling discipline, Ny represents the maximum num-
ber of connections sharing simultaneously the available service capacity at the
transfer queue.

3.1 Maximum Entropy Analysis of an Open QNM of a GSM/GPRS
Cell under CPS

The analytic methodology is illustrated by focusing on the characterisation of
a product-form approximation and related queue-by-queue decomposition algo-
rithm for the open QNM of a GSM/GPRS cell with a single class of GSM voice
calls and a multiple class of GPRS data packets under blocking with Repetitive
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GPRS data traffic
_— _
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Fig. 3. A QNM of the Wireless GSM/GPRS with CPS

Service (RS) [12|13] and CBS rule. Moreover, it carries out the more detailed ME
analysis of each queue of the corresponding tandem system of access and trans-
fer queues. Throughout this section, the ME analysis and flow approximation
formulae are based on the following assumptions:

— The Compound Poisson Process (CPP) (or, equivalently, the GE distribu-
tion) is used to model the arrival process (or, inter-arrival time) of both
GSM voice calls and GPRS data packets

— The GE/GE/c/c loss system with a single class of voice calls is employed to
model the delays of GSM partition

— The open tandem GE/GE/1/N1/HOL — GE/GE/1/N2/PS queueing sy-
stem is used to model the finite capacity access and transfer queues of the
GPRS partition with HOL and discriminatory PS scheduling disciplines, RS
blocking and CPS buffer management rule.

Note that the justification of the aforementioned assumptions are addressed
in the next section.

3.2 The GE-Type Distribution
The GE distribution is of the form (c.f.,[2526] )

Ft)=P(X<t)=1-7e ™" t>0 (1)

where 7 = 2/(C?+1), X is the inter-event time random variable and {1/v,C?}
are the mean and squared coefficient of variation (SCV) of the inter-event time
distribution, respectively. Moreover, the underlying counting process of the GE
distribution is a CPP with geometrically distributed batch sizes with mean 1/7 =

(C*+1)/2.
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The choice of the GE distribution is motivated by the fact that measurements
of actual inter-arrival or service times may be generally limited and so only few
parameters can be computed reliably. Typically, only the mean and variance
may be relied upon, and thus, in a mixed time domain, a choice of a distribu-
tion which implies least bias (i.e., introduction of arbitrary and, therefore, false
assumptions) is that of GE-type model. In the context of telecommunication
networks (e.g., ATM), the GE distribution is particularly applicable in cases of
traffic with low level of correlation or where smoothing schemes are introduced
at the adaptation level (e.g., for a stored video source) with the objective of
minimising or even eliminating the problem of traffic correlation.

Under renewality assumptions, the GE distribution is most appropriate to
model the inter-arrival times of of multiple data packets or voice calls which
arrive simultaneously. In this context, the burstiness of the arrival process is
characterised by the SCV of the inter-arrival time or, equivalently, the size of
the incoming bulk. In addition, the GE distribution is the extremal (limiting)
case of Hyper-exponential-2 (H2) or Coxian-2 (COX-2) distributions [26] with
the same first two moments as the GE. Thus, the GE model is also suitable to
approximate the arrival of very small messages consisting of a single voice call
or data packet. In this case the ME solutions, via the use of the extremal GE
model, will provide pessimistic performance metrics in relation to those based
on the use of the H2 and Cox2 distributions [26]. Moreover, IP packet length
distribution is known to be non-exponential and should at least be described by
the mean, 1/v, and SCV, C2.This is because IP packets are restricted by the
underlying physical network, such as Ethernet and ATM, and, thus, they have
different packet lengths, typically 1500 bytes and 53 bytes, respectively.

3.3 ME Product-Form Approximation and Flow Formulae

Consider the open GE-type QNM of Section Bl for a GSM/GPRS cell with
a single class voice calls and multiple classes of data packets under CPS. The
form of the ME joint state probability P(k),k = (ki,ko,k3), where k; is a
state vector (kj1,...,k;r) and kj;; is the number of calls of class i at queue j
for i =1,...,R and j = 1 (access queue), j = 2 (transfer queue), j = 3 (loss
system), subject to normalisation and the existence, in general, of the marginal
constraints of server utilisation, busy server probability, mean queue length and
full buffer state probability per class, can be clearly established by applying the
method of Lagrange’s undetermined multipliers and is given by

P(k) = Pi(ky)Pa(k2)Ps(ks3), (2)

where Pj(k;), Po(ks) and Py (ks3) are the marginal joint state (or, queue length)
probabilities of the GE/GE/1/N; /HOL access queue, GE/GE/1/N3/PS transfer
queue and GE/GE/c/c loss system, respectively. The product form approxima-
tion allows the decomposition of the QNM into the three aforementioned queues,
each of which can be solved in isolation by carrying out ME analysis at the queue
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level in conjunction with GE-type flow formulae at the network level for the first
two moments of the flow processes into the network. Both GE/GE/1/N1/HOL
and GE/GE/1/N2/PS queues can be solved in isolation by carrying out ME
analysis at the level of each queue in conjunction with GE-type flow formulae
at the level of the tandem queueing system for the calculation of the first two
moments of the related inter-departure and inter-arrival time distributions. Note
that the involvement of the GE/GE/c/c loss system with a single class of voice
calls is trivial as this system corresponds to the separate GSM partition. This
loss system has been analysed by Kouvatsos and Xenios [27] and it will not be
further considered in this paper.

The mean, 1/A\q1; and SCV, C3,,, of the GE-type inter-departure-time pro-
cess can be approximately determined (c.f., [25]) by

1/Aari = 1/, C3; = 2L1p15(0) — C2, (1 — 2p1i(0)) i = 1,2,.., R (3)

where {)\1170@117 i = 1,2,..., R} are the mean rate and SCV of the effective
inter-arrival time of class ¢ stream going through the access queue 1, {Ly;, i =
1,2,..., R} are the marginal mean queue lengths and {p1,(0), ¢ = 1,2,..., R}
are the marginal probabilities that there are no data packets of class ¢ in the
corresponding infinite capacity access queue, respectively. The effective mean
rate, )\11, and SCV, C2,.. are clearly given by, given by:

ali’

Ai = Aari(l = m13),i =1,2,.., R (4)
C?i=mu+ (1 —m)C?,,i=1,2,...R (5)

where \,1; and Cau are the actual mean arrival rate and SCV of the overall
inter-arrival time at queue 1. Note that the corresponding parameters of queue

2 can be determined by

A2i = Ati, Coyy = Ciy;- (6)

Finally, under RS blocking, a rejected data packet of class i, i =1,2,..., R
at the end of subsequent ’service’ repetitions at the access queue GE/GE/1/N1/
HOL will continue requesting access at the transfer queue GE/GE/1/N2/PS un-
til the later queue is not full. To eliminate this dynamically imposed feedback
and, thus, create an ordinary queueing station which can utilise the aforemen-
tioned flow formulae B B the service process of class i data packets at the access
queue needs to be revised to reflect the effective (or, total) ’service’ time of a job.
To this end, assuming that the blocking probability m;, (i=1,2, ...,R) (i.e., the
blocking probability that a data packet of class ¢, i =1,2,..., R will be blocked
by the transfer queue 2) is independent of the number of times that this packet
of class i is rejected by the transfer queue 2, it follows that the effective service
time received by a class i packet at the access queue 1 due to AS blocking can
be determined as the random sum of GE service times over a geometric counter
with parameter mo; with mean rate fi;; and SCV, C2;, given by
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fg = p1i(1 —me),i=1,2,..,R (7)
Cgli :7T211+(1*7Tm)0§1i,i: 1,2,..,R (8)

respectively, where py; and C%; are the corresponding parameters of the
actual service time at the transfer queue 1.

Note that the system of flow formulae ([B)- (8) can be numerically solved to
compute the overall mean rate, Ag;, and SCV, C2,., of the transfer queues with

a2i’
few iterations.

3.4 The ME Analysis of a GE/GE/1/N/{HOL or PS} Queue

In this section, the GE(A1;, C%,)/ GE(p14, C?;)/1/N1/HOL and GE(\g;, C2,,)/
GE(u2i,C%;)/1/N2/PS queues are analysed via entropy maximisation.
Notation

Without the loss of generality and for the sake of simplifying the notation, the
subscript j, 7 = 1,2, referring to access and transfer queues, respectively, is
dropped from the notation of this section.

For each class i, (i = 1,2,..., R) let at any given time
n; be the number of data packets at the GE/GE/1/N/{HOL,PS} queue (wait-
ing or receiving service),
A; be the arrival rate, u; be the service rate,
C2, be the SCV of inter-arrival time distribution and C?; be the SCV of
service time distribution service rate.
S = (n1,n2,...,ng,w) be a joint
queue state, where w (1 < w < R) denotes the class of the
current job in service (n.b., for an idle queue S = 0 with w = 0), Q be the
set of all feasible states of S and P(S) be the stationary state probability
n = (n1,n9,...,ng) be an aggregate joint queue state
(n.b., 0 =(0,...,0)),
{2 be the set of all feasible states n, and
m; be the blocking probability that an arrival of class i finds the queue full.

For each state S, S € Q, and class i, ¢« = 1,2,..., R, the following auxiliary
functions are defined:

n;(S) = the number of classicustomers present in state S,
$;(S) = 1,if the job in service is of classi or 0, otherwise,
h;(S) =1, if HOL & n;(S) > 0 or 0, otherwise,

R
fi(8) =1, if > ni(S) = N, ands,(S) = 1 or 0, otherwise.
1=1

The form of the state probability distribution, P(S),S € Q, can be characterised
by maximising the entropy functional H(P) = — g P(S)log P(S), subject to
prior information expressed in terms of the normalisation and for each class i, i =
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1,2,..., R, the marginal constraints of server utilisation, busy server probability
(with n;(S) > 0), mean queue length and full buffer state probability (with
8;(S) = 1) satisfying the flow balance equations, namely

By employing Lagrange’s method of undetermined multipliers, the following so-
lution is obtained:

R
_1 5i(8) chi(S)_ni(S), fi(S)
P(S) =~ Hgi &y vs e q, (10)
where Z is the normalising constant and {g¢;,&;, x:,y;, ¢ = 1,2,..., R} are the

Lagrangian coefficients corresponding to the server utilisation, busy busy server
probability (with n;(S) > 0), mean queue length and full buffer state probability
(with s;(S) = 1) constraints per class, respectively. Aggregating P(S) over all
feasible states S € Q, and after some manipulation, the joint aggregate ME queue
length distribution P(n) n € 2, of a stable GE/GE/1/N/HOL/CBS queue is
given by:

P(0) = % (11)

S ki1 (R R
P(n) = /R = T = (12)
Z(Hw?’f?"(n)) ( > gjyf(")>7 Vn e 2 - {0}, (HOL)
i=1 FELAT ;>0
where § (n) = 1,if ), n; = N, or 0, otherwise. Utilising the ME product-form so-
lutions (II)-(2)) and applying the generating function approach of Williams and
Bhandiwad (c.f., [29]), the recursive closed form expressions for the aggregate
state probabilities {Py(n), n = 0,1,..., N} and marginal state probabilities
{P;(k), k =0,1,...,N;, i = 1,2,..., R} can be obtained with computational
cost O(RN) (c.tf.,, [30]). Moreover, the Lagrangian coefficients z;, & and g; can
be approximated analytically by making asymptotic connections to the corre-
sponding GE-type infinite capacity queue (c.f, [25]26]).
Moreover, focusing on a tagged data packet within an arriving bulk and
applying GE-type probabilistic arguments, the blocking probabilities {rm;,i =
1,2,...,R} of a GE/GE/1/N queue can be approximated by

N
T, = Zéz(k)(l - O‘i)N_kPN(k), (13)
k=0
where 0;(k) = =575, for k = 0 or 1, otherwise, oy = 2/(1 + C2.) and

ri =2/(1+ C2,) (c.f., [30]).

By substituting closed form expressions for the aggregate {Px(n), n=0... N}
and blocking {m;, i« = 1,2,..., R} probabilities into the flow balance condition
(@) and after some manipulation, the recursive relationships for the Lagrangian
coefficients {y;, s = 1,2,..., R}, can be obtained (c.f., [31]).
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3.5 Sample Numerical Results for GSM/GPRS with CPS

This section presents sample results obtained by the previous model on a case of
one voice and two data services. A full set of results on this case and an extended
case with three data services can be found in [23].

The two data packet classes represent typical Internet applications with dif-
ferent mean sizes, namely, 62.5 KBytes (class 1, e.g., web browsing) and 12.5
KBytes (class 2, e.g., email), respectively. The parameterisation also involves
mean arrival rates and SCV of inter-arrival and service times. It is assumed
that the GPRS partition consists of one frequency providing total capacity of
171.2 Kbps. Without loss of generality, the sample results of this paper fo-
cus on marginal performance metrics of mean response time and mean queue
length per class together with the aggregate blocking probability. Focusing on
the GE/GE/1/N/PS queue under discriminatory PS rule favouring class 1 (with
service discrimination weight 1:5), numerical tests are carried out to verify the
relative accuracy of the ME algorithm against simulation at 95 % confidence in-
tervals based on the Queueing Network Analysis Package (QNAP-2) [32], using
the same assumptions and input parameterisation as the ones used for the ana-
lytic ME solution but referring to a more general open non-product form tandem
queueing network. It can be observed that the ME results are very comparable
to those obtained via simulation.

As a special capability of this model, results to assess the impact at vary-
ing degrees of inter-arrival time SCVs upon ME generated mean response time
of both data classes are given in Figll Additionally, Figures present the
effect of varying both the inter-arrival time SCV and buffer size, N, at the
GE/GE/1/N/FCFS queue the on the mean queue length of both data clas-
ses, respectively. It can be seen that the analytically established mean queue
lengths deteriorate rapidly with increasing external inter-arrival-time SCVs (or,
equivalently, average batch sizes) beyond a specific critical value of the buffer
size which corresponds to the same mean queue length for two different SCV
values. It is interesting to note, however, that for smaller buffer sizes in relation
to the critical buffer size and increasing mean batch sizes, the mean queue length
steadily improves with increasing values of the corresponding SCVs. This ‘buffer
size anomaly’ can be attributed to the fact that, for a given arrival rate, the
mean batch size of arriving bulks increases whilst the inter-arrival time between
batches increases as the inter-arrival time SCV increases, resulting in a grea-
ter proportion of arrivals being blocked (lost) and, thus, a lower mean effective
arrival rate; this influence has much greater impact on smaller buffer sizes.

4 Performance Model for GSM/GPRS with PSS

A GSM/GPRS wireless cell architecture with a PSS related system of queues
can be seen in Figure [l Operationally, the main difference between the CPS
and PSS is that under a PSS there is a joint bandwidth management procedure
according to which the GPRS data packets are transmitted with a data rate
which depends on the number of active voice connections. This arrangement



Performance Models for 2.5/3G Mobile Systems and Networks

Mean Response Time

45

40

35 Legend

30 / —x Class 1 Calls - ME

4
25 /
20

—2 Class 1 Calls - SIM
—oO Class 2 Calls - ME
—0 Class 2 Calls - SIM

15|
10| — .
5 —
67 T T T T T

01 5 10 15 20 25 30 35 40

SCV of in-coming calls

Fig. 4. Effect of varying degrees of SCV on Mean Response Time

Mean Queue Length for Class 1 Calls

0.12
Legend
0.1 — SCV =1
—SCV=5 /DA
—= SCV=10

0.08 — SCV=15
—= SCV =20 //
0.06 — SCV =25

~

0.04
0.02 y
0 T T T T T T
0 5 10 15 20 25 30
Buffer Size

155

Fig. 5. Effect of varying degrees of SCV on MQLs of Class 1 at different buffer sizes

Mean Queue Length for Class 2 Calls

0.25
Legend
— sCV =1
0.20+ —SCV=5
— SCV =10
—SCV=15
0.15-| = SCV =20 ——
= SCV=25
{1
01 S _o—
0.05-|
0'01 T T T T T T
0 5 10 15 20 25 30

Buffer Slze

Fig. 6. Effect of varying degrees of SCV on MQLs of Class 2 at different buffer sizes



156 K. Al-Begain

allows data to use the remaining bandwidth more efficiently. However, in order
to maintain a minimum amount of bandwidth for data a given number of time
slots, ¢, are reserved for data only. If all N — ¢ channels of the loss system are
occupied incoming voice calls will be lost. In this case, a maximum of 8 data
connections will be allowed to transmit but at a very low data rate which is
aimed to maintain the data exchange for a possible higher protocol sessions.

" Joint bandwidth
Gb / Management *,

/| BSC, @

=[O

s | \Q

GPRS
UE1 I
MO
UEn HOL
| — PS

Gb

Fig. 7. A GSM/GPRS wireless cell architecture with a PSS system of queues

4.1 A QNM of the Wireless GSM/GPRS with PSS

An open QNM corresponding to the GSM/GPRS architecture with a PSS system
of queues as shown in Fig. [[lcan be seen in Fig. Bl It consists of the loss system for
GSM and multi-class GPRS traffic and the access queue serving multiple GPRS
traffic classes. The voice calls have preemptive priority over data connections
and, therefore, the system can again be modelled for the voice point of view
as a loss system with NV — ¢ servers. On the other hand, the data connections
will share the remaining bandwidth in a PS mode with total capacity varying
depending on the number of active voice connections.

4.2 Analysis of GSM/GPRS with PSS

In this section, we review some of the solutions proposed for the above model and
we extend to suggest the application of further solutions. Ermel et al. [33] have
studied the similar model without access queue using multi-dimensional Markov
chain. In this paper, one voice and two data services with different characteri-
stics were considered; e.g., web browsing and RTTI (Road Traffic and Telematic
Information). In this work, the Markov chain was described and solved using
the MOSEL [34] performance evaluation language and package. Performance
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Fig. 8. A QNM of the Wireless GSM/GPRS with PSS

measures like blocking probabilities, utilisation of capacity, average data rate
were derived in addition to the moments of the blocking periods for data traf-
fic. Similar model was discussed in [I5] with the access queue. In this paper, a
simplified analytical (Markov) model for one data class for which the derive the
mean sojourn time in the access queue. However, no mobility is considered in the
paper. In [35], similar assumptions were made and service related performance
measures were derived for single data service.

The above solutions were based mainly on numerical solution for the Markov
chain. However, analytical solutions based on applying single queueing models
with randomly changing environments seem to be appropriate for this type of
model. Similar models have been proposed for the finite repair machine in ran-
dom environment in [36], [37] and [38]. For the GSM/GPRS system with PSS,
Foh et al [I7] proposed a single server infinite capacity queue for modelling the
GPRS in a Markovian environment and applied matrix geometric methods for
the evaluation of performance metrics. While [39] proposed an algorithm to mo-
del the data subsystem of the GSM/GPRS system with non-homogeneous Quasi
Birth-Death (QDB) process at burst level.

In all the above solutions, all arrival processes for voice and data were as-
sumed to be Poisson and the service times for both were assumed to be expo-
nentially distributed. Kouvatsos et al. [23], proposed an approximation of the
above model in which they kept the capacity of the GPRS fixed and forwarded
the blocked data connections to be served by the GSM multi-server queue with
higher preemptive priority to voice call. This approximation allowed a similar
set of queues based on GE-type distributions for both the access and transfer
queues with multiple classes of data services. They authors proposed an ana-
lytical solution based on the Maximum Entropy similar to that presented in
Section 3.

A more promising approach is seen to be based on the work of Dudin [40]
and Reshetnikova [41] which was proposed for the modelling of integrated voice
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and data services over an ISDN channel. In this work, a general analytical and
approximate solutions were given for multi-class G/G/1*/N/PS queue where
the server has a Markovian random capacity. The application of the queue to
the GSM/GPRS system in under investigation at the time this article has been
prepared.

5 Performance Model for Interference Limited UMTS
System

This section presents a performance model of a UMTS, the 3G system in Eu-
rope, cell which is significantly different from those presented for GSM/GPRS.
The third generation mobile systems have a dynamic capacity that depends on
the interference levels in the covered area and the number of active users in
the network. Moreover, the used coding system in the UMTS implies that the
received power at the base station is crucial to be equal to all active users. This
leads to the fact that the distance of the mobile user (UE) from the base station
Node B (the Base Station in the UMTS terminology) is also an important factor
because of the signal fading [5]. The way the interference effects the capacity
differs between the uplink and downlink transmission. In this paper, we consider
only the uplink capacity. In [43], capacity bounds for uplink of a UMTS cell
have been derived based on interference levels for both maximum number of
active users and maximum distance covered by the base station. More extensive
capacity analysis for UMTS systems was carried in [44] for different propagation
environments. For more detailed description of the UMTS systems see [3].

5.1 Capacity Bounds

As mentioned earlier, the capacity of the UMTS system is interference limited.
The interference level witnessed by the received signal of user 4, I;, at the base
station is composed of multiple components as follows:

1
IZZNf+X(n)+ Z ‘/j'PRj'eji
J7
j=1
where:
N, is the basic thermal noise in the cell,
x(n) is the total inter-cell interference caused by signals for surrounded cells,
ny is the number of active users in the investigated cell,
Vj is the service activity factor of user j,
Pg; is the received power of user j at the base station, and
€;; is the non-orthogonality factor witnessed by user ¢ from user j.
Assuming an ideal free space propagation of the radio signal the following
equation holds [42):
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A 2
Pg = Pg - m b Gm (14)

where,
Pr is the received power of the user signal at the base station.
Ps is the transmitted power at the mobile user terminal.
A is the wave length.
d is the distance between the UE and Node B.
gm is the Antenna gain of the Mobile Equipment.
gp is the Antenna gain of the Node B.
Due to the limited transmission power of the mobile equipment, Pg,,q., the
maximum distance of a mobile UE from Node B can be given as [45]:

A Psmaz
dmax - 5 .
47 PR

gv - Gm (15)

For the single service case the received power Pr depends on the number of
active users n and the interference levels in the cell. Assuming the antenna gains
gy and g,, to be 1, the maximum distance between UE and Node B has been
derived in [45] as:

A PSmam eV
- . . — —-1)-
gy N, (§=(n-1)-—%)

dmaz (n) (16)
where

S is the service factor representing the quality of the service required, and

F defines an upper bound on the inter-cell interference level tolerated in the cell.
If we assume that the cell covers an ideal circle with the cell radius r , the

maximum number of active users within a single UMTS cell can be calculated

as [45]:

(47T7")2 . Nt F

maxr — S — . 1 17

" |:|: (Psmaw'che')\2 eV + ( )

A detailed derivation of the above expressions and their generalisation to
different propagation environments can be found in [44].

5.2 Call Admission Control

Based on the above defined bounds, a call admission control (CAC)algorithm
can be defined. Given n existing active connections in the cell and a new call at
distance d,¢,, from the Node B, assume that N represents the number of available
codes (channels). The simplified operation of CAC algorithm is as follows:
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Assume that (n+1)th new user is asking for a service.

IF n 41 > min(N, nmaz) THEN reject call, else continue with Step 3.
Calculate dpqy(n + 1) as given in Equation (I6]),

IF dyew > dimar THEN reject call, else continue with Step 5.

Check for all existing active connections ¢ = 1..n , IF for any connection ¢
the distance d; > dy,q., THEN reject call, otherwise accept new call.

U o

Note: Step 5 aims to protect existing connection from interruption because of
the admission of a new call.

The algorithm in this form is dedicated for one cell because Step 5 aims to
protect existing connection from interruption because of the admission of a new
call.

5.3 The Queueing Model

In this section, we develop a simplified but still sophisticated model for a single
UMTS cell with single service class applying the above CAC algorithm. In mo-
delling UMTS cell, t Subsequently, closed form expressions for state and blocking
probabilities are obtained. Typical numerical examples are included to investi-
gate the relative accuracy of the ME solution against simulation and to assess
the effect of external GE-type bursty traffic upon the GPRS performance. Exten-
sions of the work towards the study of a GE/GE/c/N/PR queue with preemptive
resume (PR) priorities and its implications towards the performance modelling
and evaluation of GSM/GPRS wireless cells with PSS and ASS protocols as
discussed.

Therefore, the following approximation is adopted: assume that the area of
the cell is virtually divided into, say, Z concentric zones (rings) with equal areas.
We assume that the inner border of Zone i, d; represents the distance of all
connections in Zone i. Let n; denote the number of connections in Zone . It is
obvious that EiZ:1 n; = n, where n is the total number of active connections
in the cell. It is important to note that all connections in the cell will share
the same set of available codes. However, the CAC algorithm will treat a new
connection differently based on its location.

Given the above, we can now define the system state as the vector,

n= (n17n27"'7nZ)

with the condition that ZiZ=1 n; =n < min{N, Nmaz }, where N is the total
number of available codes and n,,4z is the maximum number of connection based
on the interference levels and calculated using Equation 7} It is obvious that
there must be a trade-off between the accuracy of the model and minimising the
size of the state space, in choosing the number of zones, as every new zone add
a new dimension to the state space.
Since the geographical distribution of the traffic in the cell is relevant, we in-
troduce the vector (ay,qo,...,az), where Zizzl a; = 1, to represent the geo-
graphical distribution of the traffic over the area of the cell. In other words, if
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the overall arrival rate of traffic to the whole cell is A then the arrival rate on
Zone i will be equal to a;A. This distribution vector allows for the consideration
of different scenarios. Accordingly, the model that represents the UMTS can be
shown as in Figure [J

Fig. 9. Queueing model of UMTS cell with Z virtual zones (where o is the service
rate for one call)

Applying the CAC algorithm described in the previous section, it is impor-
tant to note that a new connection to a certain (outer) zone may be blocked
while another call may be accepted. This kind of behaviour makes an analytical
solution of the model rather complex.

Regarding the traffic arrival process, it is assumed that new connection requests
are following the Poisson distribution with arrival rate A. The call duration is
also assumed to be exponentially distributed random variable. This is usually
not an optimal assumption especially for data connections. However, this as-
sumption has been made in order to be able to have a numerical solution for the
model. A possible justification is that we consider the burst level rather than
packet level. A burst in this case consists of a number of buffered packets that
are to transmitted continuously. As the air interface of the UMTS systems seems
to be the slowest part of the network, this justification can be acceptable. This
assumption will be released when the model is validated using simulation where
the more realistic Pareto distribution is used with the same mean service time.

Given the above assumptions, the model can be described using a Continu-
ous-Time Markov Chain (CTMC) with a state n = (n1,nae,...,nz). The set of
all permissible states will then give the state space N = {n;}.

The example in this paper does not consider mobility which is part of another
more detailed research.

The Markov model is written and analysed using the MOSEL language [34].
MOSEL (Modelling, Specification and Evaluation Language) is a high level mo-
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del description language. The model described with MOSEL can be solved with
any performance evaluation technique. In this study the solution was based on
the numerical solution associated with the SPNP package [46].

For validation purposes,we have developed a much more detailed simulation
model of the system written in C. Using the steady state probabilities of the
Markov chain, performance measures like burst blocking probabilities and system
utilisation are expressed. The MOSEL results are compared with the obtained
simulation results.

Table 1. System Parameters

Parameter Symbol Values
Number of codes N 64
Radius of the cell r 5000 m
Spreading factor SF 64 chips/symbol

Service factor S 32
Signal to noise ratio SNR 2 db
Maximum transmission rate| Psmaz 125 mW

Basic noise No -80 dBm
Interference factor € 0.5

Service rate 1/p 100s
Input Traffic load A/ (25,30, ... 70 Erlang

5.4 Sample Numerical Results for the UMTS Cell

We consider a UMTS cell with parameters as given in Table [l Furthermore, we
assume Z=4.

Figures and [[I] show the blocking probability and the utilisation, res-
pectively, versus input traffic in the single cell scenario for different interference
factors and uniform traffic distribution over the cell area (o; = 1/Z for i = 1..7).
Accordingly, a call near to Node B is rejected if its acceptance will interrupt far
connections. Figures [I2] and [[3] show the blocking probability and the utilisa-
tion using non-uniform traffic distribution in a single scenario cell, in this case
the traffic is assumed to be concentrated in the centre of the cell and decrease
linearly towards the border of the cell. It can been noticed that non-uniform traf-
fic will dramatically decrease the blocking probability since most of the traffic
will be concentrated on the area around the base station. While in the uniform
traffic, all the zones have the same percentage of traffic. Similarly, the utilisation
is better in the non-uniform traffic espaecially at higher intereference conditions.

6 Conclusions

A general framework on the performance modelling and evaluation of GSM/
GPRS and 3G UMTS wireless mobile networks is presented in this paper. First,
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an analytic framework is devised for the performance modelling and evaluation
of a GSM/GPRS wireless cell supporting multiple classes of both voice calls and
data packets of traffic under various cell capacity handling schemes. An open
QNMs with RS blocking and CPS data handling scheme is presented based on
GE-type building block queues consisting of a GE/GE/c/c loss system and a
GE/GE/1/N;/{HOL or PS} finite capacity queue under HOL or discriminatory
PS scheduling disciplines, respectively, under a complete buffer sharing (CBS)
management rule.

The analytic methodology is illustrated by focusing on the study of the
GE/GE/1/N;/HOL — GE/GE/1/ N3/PS tandem queueing system under a
CPS for traffic classes of data packets with different arrival rates, inter-arrival
and service times SCVs, data packet sizes and PS discriminatory service levels.
The solution, based on the principle of ME, leads into the decomposition of the
tandem queueing system into individual building block queues each of which
is analysed in isolation by applying queueing theoretic concepts and entropy
maximisation.

In the second part, a similar model has been proposed for the GSM/GPRS
system with PSS capacity handling scheme. A review on some published so-
lutions is given for the evaluation of this model. Solutions based on queueing
systems with randomly changing service rates are suggested.

The third part of the paper presents a sophisticated model of an UMTS cell
in which the capacity depends on the actual traffic and interference levels within
the cell and the network in general. First, capacity bounds for both the number
of admitable connections and the distance of the admitable connections are given
based on previous works. Based on these bounds a simple CAC is suggested for
the sake of building a queueing model for the system.

The queueing model became possible by applying an approximation for the
dicretisation of the mobile user distance from the mobile station. The resulting
queueing model was then solved using a multi-dimensional Markov chain.



Performance Models for 2.5/3G Mobile Systems and Networks 165

The models included in this paper are the result of several research projects

and, therefore, more details on each of the models can be found in the appropriate
references. It is important to note that it was not the intention of the author to
give a comprehensive survey on all published models in the very wide topics but
only to report on models developed in projects in which the author is directly
involved.
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IP-Oriented QoS in the Next Generation Networks:
Application to Wireless Networks

P. Lorenz
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Abstract. The challenge of new communication architectures is to offer
QoS in Internet networks. This paper investigates the QoS aspects in
the NGN (Next Generation Networks), and especially in the wireless
networks. Voice and video multimedia applications will be developed
and used when QoS mechanisms will exist. Therefore new functions
must be developed to guarantee performance, offer security, avoid jitter
and to allow the respect of real-time constraints.

1 Introduction

To offer Quality of Service (QoS) in a network, there are a lot of parameters that
should be taken into account, such as bandwidth, latency, jitter, packet loss, packet
delay. A given application does not take into account all parameters with the same
priority. For video applications, the most important QoS parameter is based on the
bandwidth. For Voice over IP (VoIP) applications, the most important QoS parameter
is based on latency with end to end delay no larger than 200 ms.

The QoS can be linked to the:

- network level: in this case the QoS depend of the network policy and of the used
mechanisms such as filters, rerouting in the core of the network, control access at the
corners of the network.

- application level: in this case it is the application which improve the QoS and
there is no link with the network infrastructure.

The Classes of Service (CoS) classify the services in different classes and manage
each type of traffic with a particular way. ETSI (European Telecommunications
Standards Institute) has introduced four CoS: Class 1 for Best Effort until Class 4 for
QoS guaranteed. Many SLA offers three CoS: Premium (for 15% of network
resources), Olympic (for 80% of network resources) and Best Effort.
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Internet is increasing exponentially and the bandwidth double every 6 months. In
2001, there was 180 million users and in 2005, there will be 500 millions users. In
2005, the data traffic will be 20 times the voice traffic and there will be more wireless
voice traffic than wired traffic. 90% of the Internet traffic is based on TCP and 10%
on UDP protocol (75% for WWW applications, 3% for the Emails, 4% for FTP and
7% for the News).

2 QoS Mechanisms

There are many QoS mechanisms that can be used to offer QoS in the network. In the
last years, we have observed a growth of the networks capacity with the development
of Wavelength Division Multiplexing (WDM) technologies. In 2005, WDM networks
will offer 1000 Wavelengths and 1000 Tbit/s in the core of the networks.

The different types of QoS mechanisms can:

- Provide a fair service with Best Effort algorithms.

- Maximize the bandwidth allocation to the source receiving the smallest allocation
(max-min allocation of bandwidth). This algorithm allows to decrease the bandwidth
allocated to other source.

- Drop the packets if congestion occurs in routers when the buffer is full (tail drop
algorithm) or when the buffer occupancy increases too much (RED: Random Early
Detection algorithm).

- Use congestion control mechanisms in end systems to inform the source about
network congestion with ICMP or tagged packets with ECN (Explicit Congestion
Notification) protocols. In this case, all routers should implement the congestion
control mechanisms.

- Divide the output buffers in N queues and introduce a scheduler (processor
sharing or round robin algorithms).

- Classify the IP flows at different layers: the edge routers perform
classification/marking and the backbone routers rely on marking.

- Support n drop priorities to offer a minimum bandwidth service with n RED
algorithms running in parallel (weighted RED algorithm).

- Introduce a weight to each queue (Generalized Processor Sharing/Weighted
Round Robin algorithms).

The new communication networks must offer QoS and mobility. The two major
possibilities are:

- QoS mechanisms based on signalization and routers. It is the solution used by the
telecommunication world or

- Overprovisioning the network for new applications such as TV on demand,
telephony IP. Overprovisioning is not a global solution but is an asset for traffic
engineering and to QoS in Internet network.
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In the core of the network, the architectures can be based on these two following
models:

- With signalization (such as the SS7, X25/ATM, Internet/Telecom networks).
These networks offer good QoS but theses solutions are expensive: an UMTS access
point costs about 15000 $.

- Without signalization (such as the Arpanet, 1st and 2nd Internet generation
networks). These networks offer no QoS but these solutions are cheap: a Wi-Fi access
point costs about 100 $.

The mechanisms to offer QoS can be based on the connection-oriented ATM
protocol or on the connectionless-oriented IP protocol. Each solution has his own

advantage and offer different QoS guaranties.

The different network architectures can be represented as follows:

Applications

Fig. 1. Representation of the different networks architectures

We will now present the ATM (Asynchronous Transfer Mode) protocol that is the
first protocol which offer QoS.

3 ATM Protocol

ATM is a connection-oriented protocol, which offer real QoS guaranties. The QoS is
negotiated during the establishment of the connection and depends of the available
resources.

ATM is based on VC (Virtual Channels) and on VP (Virtual Paths). VP and the
VC can be represented as follow:
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Virtual Virtual
Channel Channel

Fig. 2. Representation of VP and VC

The representation of VP and VC in an ATM switched architecture can be
represented as follows:

\:@W

Fig. 3. Representation of VP and VC in an ATM switched architecture

In ATM networks, there are six CoS:

- CBR (Constant Bit Rate), which guarantees a constant bit rate for applications
such as videoconferencing, telephony.

- RT-VBR (Real-Time Variable Bit Rate) for transmissions with a variable rate for
applications requiring real-time constraints, such as MPEG transmissions.

- NRT-VBR (Non-Real-Time Variable Bit Rate) for transmissions with a variable
rate for applications requiring no real-time constraints, such as multimedia transfers.

- ABR (Available Bit Rate) for transmissions of traffic using the remaining
bandwidth or based on bursty traffic. ABR guaranties always a minimum rate.

- GFR (Guaranteed Frame Rate) for applications, which accept to loose sometime
some services.

- UBR (Unspecified Bit rate), which offer no rate guaranty and no congestion
indication. UBR is a Best Effort CoS.
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The representation of the different ATM CoS can be represented as follows:

CBR
P .
RT-VBR rf/ \_/.«\J \‘1

] VAR N
NRT -VBR r_/ N4 ~—
UBR

-

T ———

ABR

Fig. 4. Representation of the ATM CoS

For theses CoS, different AAL (ATM Adaptation layer) have been defined:

- AALL: for oriented connection and real-time traffic (CBR)

- AAL2: for variable real time traffic (VBR)

- AAL3/4: for variable real-time traffic (ABR, GFR)

- AALS: for reliable or non-reliable services and unicast or multicast traffic
(UBR).

In ATM networks, QoS is provided by the signalization and stream controls
mechanisms. The major QoS parameters used by ATM networks are:

- CTD: Cell Transfer Delay

- CMR Cell Misinsertion Ratio

- CLR: Cell Loss Ratio

- CER: Cell Error Ratio

- PCR: Peak Cell Rate

- MCR: Minimum Cell Rate

- CVDT: Cell variation Delay Tolerance
- SCR: Sustainable Cell Rate

- BT: Burst Tolerance

- CDV: Cell Delay Variation
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The ATM stream control mechanisms are based on:

- CAC (Connection Admission Control) that determines if a connection can be
accepted or not.

- Usage Parameter Control/Network Parameter Control (UPC/NPC) that controls
the traffic and the conformity of a connection.

- The Resource Management mechanisms that optimize the traffic.

An example of an ATM control mechanism can be represented as follows:

Connection to B

TN

< L J
OK \-, Connection to B

2=\ NN

J /'\J
= /
I\J <

Fig. 5. ATM control mechanism

0K Station B

There are three major protocols used to manage IP over ATM: LAN Emulation
(LANE), Classical IP and Multi Protocol Over ATM (MPOA).

3.1 Classical IP

Classical IP has been defined by IETF. It introduces the notion of LIS (Logical IP
Subnetwork), which is an emulation of an IP subnetwork. Each IP station registers a
connection with an ARP (Address Resolution Protocol) server. The ARP server does
the translation between IP and ATM addresses.

Classical IP allows multicast traffic through the MARS (Multicast Address
Resolution Server) protocol. The problem is that only IP protocol is supported and
that the connections between two ARP servers must be done through additional
protocols such as NHRP (Next Hop Resolution Protocol).
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The classical IP architecture can be represented as follows:

Serveur
ATM ARP

Fig. 6. Classical IP architecture

3.2 LAN Emulation (LANE)

The LANE protocol supports all types of protocol (IP, IPX, ...). The problem is that it
cannot be used in wide area networks and routers are always necessary. Three servers
and one client compose LANE:

- LEC (LAN Emulation Client) is a station with an ATM address and a MAC
address.

- LES (LAN Emulation Server) is used for the translation between the 6 octets of
the IP address and the 20 octets of the ATM address.

- LECS (LAN Emulation Configuration Server) used for the automatic
configuration. It allows to find the LES ATM address.

- BUS (Broadband Unknown Server) used for the management of multicast
traffics, broadcast and unknown frames.

The interconnection of an ATM network with an IP network can be represented as
follows:
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Application Application
IP, IPX 1P, IPX
LANE LANE

AALS AALS | MAC MAC
ATM ATM ATM ATM

Physical Physical| Physical Physical | Physical Physical

ATM host ATM switch LAN switch LAN host

Fig. 7. Interconnection of an ATM networks with an IP network

The LANE architecture can be represented as follows:

w7t W
J =

LEC

\ Routeur
LEC
X ATM X LEC

LEC = LAN Emulation Client LEC “%
LES = LAN Emulation Server Sk
CS = Configuration Server I

BUS = Broadcast & Unknown Server l I | T

Fig. 8. LANE architecture
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3.3 Multi Protocol over ATM (MPOA)

MPOA is used in wide area network and avoids the router bottleneck problems thanks
to the introduction of a route server for the ATM address resolution. MPOA can be
considered as a virtual router, which divide data transmission from data computation
functions.

A MPOA architecture can be represented as follows:

Computer or
telecommunication
equipment

Route Server

ATM Switch | ATM Switch

Computer or
telecommunication
equipment

ATM Switch

Fig. 9. MPOA architecture

ATM is necessary when a very good QoS is needed, but the disadvantage of ATM
is that there is a big overhead. ATM is an expensive technology and the support of the
IP protocol is complex.

4 New Communication Architectures

The first mechanisms allowing QoS have been developed in 1996 with proprietary
solutions such as Tag Switching (Ipsilon), IP Switching, Net Flow Switching (Cisco),
ARIS (IBM), IP Navigator (Cascade), ...

The signalization steps are separated from the data transmissions steps. The
signalization management is done by the routers to offer control and management
functionalities and the switches do only the data transmission.

The IP switching solution, represented in the following figure, is based on the
separation of routing and switching functionalities:
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Routeur
Switch IP

ATM Link

E0EO

Fig. 10. IP Switching architecture

In a given communication, only the first packet is routed (if the first packet is
unknown from the switch) and the other packets of the application are switched and

no more routed as represented in following Fig. 11:

IP Switch IP Switch

First IP

Packet )

Switch

Other IP
Packets

Switch

Fig. 11. Representation of IP Switch mechanisms
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IP protocol is used for routing, signaling and for the switching tables management
that represent 20% of the traffic. Layer 2 protocols such as ATM or Ethernet
protocols are only used the fast forwarding that represent 80% of the traffic.

The different QoS mechanisms for an IP network (such as MPLS, DiffServ,
IntServ, RSVP) can be represented in an OSI architecture as follows:

Transport Layer IntServ, RSVP, DiffServ

Network Layer (IP) MPLS

DataLink Layer
(Ethernet, FR, ATM, PPP)
Physical Layer
(Sonet/SDH, optical fiber,
802.17: Resilient Packet Ring)

Fig. 12. Description of the different IP QoS protocols

We will now describe the different IP QoS protocols MPLS, RSVP, IntServ and
DiffServ.

4.1 MPLS (Multi Protocol Label Switching)

MPLS is based on packet forwarding. A four octets label is assigned when the packet
enter into the network. The assignment of a packet to a FEC (Forwarding Equivalence
Class) is done just once when the packet enters in the MPLS network at the ingress
node. All packets with the same destination use a common route and at the egress
node the labels are removed.

The label is inserted between the layer 2 header and the IP header. Existing
protocols are extended to enable to piggyback on MPLS labels. The IP protocol is
switched instead of routed and RIP, OSPF or BGP protocols can still be used.

MPLS nodes (called LSR or Label Switching Router) forward the packets based on
the label value. MPLS combines L3 routing (IP) and L2 forwarding (ATM with
VPI/VCI or Ethernet with a shim label located between MAC and VLAN addresses).
The LSR can implement DiffServ, with a DiffServ over MPLS architecture.

A LSP (Label Switched Paths) is a sequence of routers. The signalization protocol
LDP (Label Distribution Protocol) manages the information exchange between the
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LSR to establish a LSP and associates a FEC for each LSP. A LSR sent periodically a
LDP Hello Message.

With MPLS it is possible to introduce a path protection/restoration with the
introduction of an alternate route and the use of RSVP as Label Distribution Protocol.
With CR-LDP (Constraint-based Routing LDP), the LSR establishes LSPs satisfying
to a set of constraints. MPLS supports IP QoS models and can be used to build VPNs.
It supports all types of traffic by defining a trunk for each pair of ingress/egress
router.

GMPLS (Generalized MPLS) integrates ATM, Ethernet, FR, TDM, optical
networks. It is possible to do traffic engineering, to control network resources and the
input load to offer performance optimization. In this case, a new model based on CR-
LDP protocol is necessary.

4.2 Ressource ReSerVation Protocol (RSVP)

RSVP is a signalization protocol used to establish unidirectional flows in IP networks.
RSVP is used by routers to deliver QoS and to reserve resources in each node along a
path. RSVP sends periodic refresh messages to maintain a state along a reserved path.
A bandwidth is reserved for a given flow and requires resources reservation and
releasing at regular intervals.

The establishment/maintain of unidirectional flows in IP networks is done through
the PATH and RESV messages. The RSVP messages are encapsulated inside IP
packets. RSVP supports MPLS, multicast and unicast traffics.

Signalization management can be done by COPS (Common Open Policy Service)
protocol. There is an exchange between a policy server (Policy Decision Point) and an
edge router (Policy Enforcement Point). In PEP, it is possible to have a Local PDP
(LPDP).

There is two policy management based on:

- outsourcing policy model : the PDP decides if a request can be accepted or not
(for example a RSVP request).

- provisioning policy model: the PDP decides what politic should be installed in
routers.

PDP includes bandwidth, security and mobility brokers, authentication and billing
servers. COPS can use IPsec for authentication and VPN to offer secure
communications.

PDP can be connected to a:

- LDAP server to accept or not a new user,

- PIB (Policy Information Base), which is a database with all network politics,

- bandwidth broker that manage the available resources,

- mobility broker,

- security broker.
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4.3 Integrated Services (IntServ)

IntServ is based on traffic control mechanisms and on the signalization protocol
RSVP. The reservation is done at the router level. The problem is that:

- There is a poor scalability because the amount of state increase proportionally
with the number of flows.

- All routers must implement RSVP.

- There is no policy for reservation control.

- Stations must support signalization.

Therefore, RSVP is only for small networks. The three CoS for IntServ are:

- Guaranteed Service (Premium service), for applications requiring fixed delay
bound (CBR, RT-VBR).

- Controlled-Load Service (Olympic service) for applications requiring reliable and
enhanced best-effort service (NRT-VBR, GFR, ABR).

- Null service, when there is no need of time constraints, but only a better best-
effort service (UBR).

4.4 Differentiated Services (DiffServ)

DiffServ is a relative-priority scheme in which the IP packets are classified and
marked at the network ingress to create several packet classes. The selected type of
service is indicated inside each IP packet. DiffServ scalability comes from the traffic
aggregation with the use of aggregate classification state in the core of the network.
To share the bandwidth, DiffServ offers a hierarchy of different flows and is similar
to MPLS, but more adapted for MAN.

Complex mechanisms depend of the number of services implemented in boundary
nodes. SLA can be used between the client and the provider to specify for each
service the amount of traffic that can be sent. The three CoS for DiffServ are:

- Expedited Forwarding (Premium service) for fixed bit rate between the source
and the destination (CBR, RT-VBR).

- Assured Forwarding (Olympic service) for bursty services. There is no QoS
guaranteed but only a low loss probability (ABR, GFR, nrt-VBR).

- Bulk Handling for applications requiring no QoS such as file transfer or mail
(UBR).

4.5 Conclusion

The integration of QoS mechanisms is easier in small networks, because large
networks ingrate a lot of heterogeneous domains.
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DiffServ is less complex and more easy to be implemented than IntServ, but it
gives less accurately and less QoS flow differentiation. DiffServ is located in the core
of the network between the routers and IntServ at the periphery of the networks.

IntServ works on micro-flows, it is a complex technology based on a "hard"
approach of QoS. DiffServ is an evolution of IP service, the load control is done at
aggregate level by the network and not at flow level by TCP. MPLS is another
evolution of IP service: it is a generic connection orientation that increases of routing
functionalities.

To summarize, in the LAN it is IntServ that offers the best approach, in the MAN
it is DiffServ (or IntServ) and in the WAN it is MPLS.

5 QoS in Wireless Networks

There are many different types of wireless networks: cellular networks, mobile
networks, data transmission networks and satellites networks.

For example, the wave radio-electrical networks penetrate the buildings and can be
used for large distances. The wave infrared networks are used for small distance and
do not penetrate the buildings. The micro-wave frequency networks do not penetrate
the buildings and are used for networks no larger than 80 km. Light wave networks
are based on lasers that are quickly absorbed by the rain or the snow.

There are a multiple access techniques: FDMA (Frequency Division Multiple
Access) developed for analogical networks, TDMA (Time Division Multiple Access)
developed for numerical networks, CDMA (Code Division Multiple Access)
developed for third generation networks or techniques based on demand assignment
through reservation mechanisms. In the last case, there is no waste of bandwidth,
because the protocol minimizes the wasted bandwidth. The protocol assigns
bandwidth on demand and avoids collisions wasted bandwidth.

5.1 Satellites
There are three types of satellites:

- LEO (Low Earth Orbit),
- MEO (Medium Earth Orbit),
- GEO (Geostationary Earth Orbit).

The frequencies used by the satellites use:

- Ku band (10 GHz to 18 GHz),

- C band (4 GHz to 6 GHz) for the connections between terrestrial stations and
satellites,

- Ka band (20 GHz to 30 GHz).

- V band (40 GHz to 50 GHz) for future applications.
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The LEO satellites are located between 500 and 2000 km. The communication
delays are 0.01 second and the maximum rate is 155 Mbit/s. To cover the world 50
satellites are necessary and one satellite covers the skylink during 15 minutes.

LEO based on 800 MHz, offer a 300 kbit/s rate and can be used for localization
such as the GPS (Global Positioning System) system.

LEO based on 2 GHz, offer a 10 kbit/s rate used essentially for telephony
applications.

LEO based on 20 GHz to 30 GHz, offer 155 Mbit/s rate for multimedia
applications.

The different major LEO projects are:

- Iridium (Motorola) composed by 66 satellites and by 6 emergency satellites
located at an altitude of 780 km. Iridium is out of service since 1998.

- Globalstar (France Telecom, Daimler-Benz Aérospace) composed by 48 satellites
and by 8 emergency satellites located at an altitude of 1414 km.

- Teledesic (Microsoft and de Craig McCaw) planned for 2006. It will be
composed by 288 satellites located at an altitude of 1375 km with a download rate of
64 Mbit/s and an upload rate of 2 Mbit/s.

- Skybridge (Alcatel Space) composed by 80 satellites located at an altitude of
1469 km.

MEO satellites are located at an altitude between 5000 km and 20000 km for
communication delays of 0.1 second. A communication can remain one hour and 12
satellites are necessary to cover the earth.

GEO satellites are located at an altitude of 36600 km with communication delays
of 0.27 second. The duration of GEO satellites are between 15 and 20 years and three
satellites can cover the world.

Today, we can observe the development of pico-satellite (1 kilo) located at an
altitude of 340 km and of HAPS (High Altitude Stratospheric Platform) with the
following projects:

- Proteus airplane (Awacs) that will offer a bandwidth of 164 kbit/s for a 100 km
diameter.

- Airship located at an altitude of 23 km (Sky Station project) with a rate of 10
Mbit/s in the 48 GHz band.

5.2 2G and 3G Networks

In this section, we will present the second generation (2G) and the third generation
(3G) wireless networks.
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The pico-cells are used for distances between 5 and 50 meters, the micro-cells for
distances between 50 and 500 meters and the macro-cells for distances between 0.5
and 10 km.

The 2G USA technologies are composed by:

- D-AMPS (Advanced Mobile Phone System) based on 800 MHz or 1900 MHz
frequencies and on TDMA,

- PCS 1900 (Personal Communication Services) based on 1900 MHz frequencies
and on TDMA,

- IS-95 based on CDMA.

- IS-136 based on TDMA

The 2G Japan networks are based on PDC (Personal Digital Cellular) numerical
technology and in Europe the 2G networks are based on GSM, DCS and PCS
networks. These networks offer a 10 kbit/s transmission rate.

In wireless networks, the Public Land Mobile Network (PLMN) is composed by
the:

- Base Station Subsystem (BSS) that manage radio resources with the:
* Mobile Station,
* Base Transceiver Station (BTS),
* Base Station Controller (BSC).

- Network and Switching Subsystem (NSS) that manage network resources with
the:
* Visitor Location Register (VLR) for mobiles localization,
* Home Location Register (HLR) that contain subscription informations,
* Mobile Switching Center (MSC).

- Operation Sub-System (OSS) for the administration and management of the
network.

The BSC establishes the communications with the Mobile services Switching
Center (MSC). When the best BTS is selected, the mobile asks for a logical signaling
channel to the BSC, which manages the communications synchronization.

GPRS (General Packet Radio Service) is a 2.5G networks that offers a maximum
rate of 170 kbit/s. It is based on packet switching, the cost of the communication
depends only of the amount of data and no more on duration. The evolution of a 2G
network to a 2.5G network can be done without modification of the BSS, because 2.5
networks use the same frequency and it can reuse the BTSs and the BSCs.

In GPRS networks, there is a need of two additional routers:
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- SGSN (Serving GPRS Support Node) for the resources, sessions, taxation and
mobility management,

- GGSN (Gateway GPRS Service Node) for IP networks interconnections.

EDGE (Enhanced Data rate for GSM Evolution) is also a 2.5G network that will
offer a 384 kbit/s rate. E-GPRS (Enhanced GPRS) will apply EDGE to GPRS to offer
services similar to UMTS (Universal Mobile Telecommunication System) services.

IMT2000 (International Mobile Telecommunication 2000) is essentially composed
by UMTS and CDMA2000 systems.

UMTS (Universal Mobile Telecommunication System) is a 3GPP (Third
Generation Partnership Project) developed by the:

- SMG (Special Mobile Group) of ETSI (European Telecommunication Standard
Institute),

- ARIB (Association of Radio Industries and Business) and TTC
(Telecommunication Technology Association) Japanese organizations,

- TTA (Telecommunication Technology Association) Korean organization,

- TIP1 American committee.

CDMA 2000 is an American evolution of the IS-95 standard.

The 3G networks will integrate in a same network, the cellular network, the
wireless network, the data transmission network, the intelligent terminals and
multimedia services such as bandwidth on demand. Two billions users are expected in
2010 for 3G networks. VHE (Virtual Home Environment) will enable to obtain their
usual proprietary services and his usual environment thanks to the introduction of
smart cards. The 2 Mbit/s rate will be offered in the cities, 144 kbit/s in the
countryside and 30 kbit/s for a global mobility with the use of satellites. The problem
is that new frequencies and new infrastructures are necessary for the networks.

The fourth generation networks will be developed for 2010 and will use the 30
GHz frequencies.

5.3 Wireless LAN (WLAN)

WLAN networks are composed by different versions of IEEE 802.11 standards. The
majors IEEE 802.11 standards are:

- IEEE 802.11b (WiFi — Wireless Fidelity): frequency of 2.4 GHz, rate of 11
Mbit/s for a maximum distance of 100 meters. This protocol is based on CDMA/CA.

- IEEE 802.11g: frequency of 2.4 GHz, rate of 54 Mbit/s.

- IEEE 802.11a (WiFi 5): frequency of 5 Ghz, rate of 54 Mbit/s.

- IEEE 802.11i: developed to manage security aspects.

- IEEE 802.11e: developed to manage QoS aspects.

- IEEE 802.11f: developed to manage handover aspects.

- IEEE 802.11n: based on power control will offer a rate of 400 Mbit/s.

IEEE 802.20 standard Mobile Broadband Wireless Access (MBWA) will replace
in the future the WiFi protocols. MBWA is based on 3.5 GHz frequency and will
offer a 1 Mbit/s rate in a 1 km diameter around the access point.
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5.4 Wireless Personal Area Networks (WPAN) IEEE 802.15

WPAN networks are composed by a lot of different versions of IEEE 802.15. The
majors IEEE 802.15 standards are:

- IEEE 802.15.1: Bluetooth WPAN has a rate of 1 Mbit/s and use the 2400 MHz
frequency in a 10 meters diameter around the access point.
- IEEE 802.15.3: Ultra WideBand (UWB) is a wireless technology for transmitting
digital data over a wide spectrum of frequency bands with very low power and a 400
Mbit/s rate.

- IEEE 802.15.4: standard developed for the communications between toys and
sensors with a 200 kbit/s rate.

We can observe that Bluetooth is developed for phone and computer while the
IEEE 802.11standard (Wifi) is developed only for computers communications.

5.5 Wireless Local Loop (WLL) and WMAN (Wireless Metropolitan Area
Network) IEEE 802.16

The WMAN (Wireless Metropolitan Area Network) use the 10 GHz and the 11 GHz
frequencies. The majors WLL IEEE 802.16 standards are:

- LMDS (Local Multi-point Distribution Service) based on:
+ Bi-directional transmissions point to multi-points.
+ Rate of 1 Gbit/s in the 28 GHz to 31 GHz band.
+ 1 km to 2 km distances.
+ Directive antenna without shadow area.
MMDS (Multi-channel Multi-point Distribution Service) based on:
+ Unidirectional video.
+ Distances of 10 km in the 2.5 GHz to 2.7 GHz band for example for rural
areas without CATV.

6 Conclusion

There are a lot of wireless networks, each wireless network offer different types of
QoS based on a specific protocol.

GSM standard was initially based on ISDN, GPRS on Frame Relay and UMTS on
ATM/AAL2 protocol. Now, the second generation of UMTS and CDMA2000
standards are based on the IP protocol, which is the major protocol to offer QoS in
wired and wireless networks.
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Abstract. Establishing applications based on the popular peer-to-peer (P2P)
paradigm in mobile ad hoc networks (MANET) requires the employment of ef-
ficient mechanisms for communication and information exchange among peers.
In this paper, we show that P2P systems designed for the wireline Internet can-
not be deployed in MANET in a straightforward way. As a major shortcoming,
these systems construct an overlay network consisting of application-layer con-
nections that do not reflect the network-layer topology of the MANET. Fur-
thermore, overlay construction and maintenance does not consider node mobil-
ity. We present two solutions to cope with these shortcomings: P2P
communication based on cross-layer cooperation and P2P information ex-
change by epidemic dissemination. As an example for a system that implements
the first concept, we describe the Optimized Routing Independent Overlay
Network (ORION). As an example for a system that implements the second
concept, we describe Passive Distributed Indexing (PDI). Detailed simulation
studies show that both ORION and PDI provide efficient building blocks for the
deployment of P2P computing applications in MANET.

1 Introduction

Beside the World Wide Web, peer-to-peer (P2P) file sharing constitutes one of the
most popular applications of today’s Internet. Driven by users’ desire for mobile and
wireless communication, deploying P2P systems for mobile networks is of high inter-
est. Mobile nodes equipped with network interfaces for communication without fur-
ther network infrastructure form a mobile ad hoc network (MANET, [20]). MANET
and P2P systems both exhibit a lack of fixed infrastructure and possess no a-priori
knowledge of arriving and departing peers. Due to this common nature, P2P systems
seem natural and attractive to be deployed for MANET. Interesting application sce-
narios include sharing traffic and weather data by car-to-car communication in a
wide-range MANET, a groupware system for mobile e-learning applications in a lo-
cal-range MANET using IEEE 802.11 [13] wireless LAN, and sharing music, jingles,
video clips etc. from mobile device to mobile device via Bluetooth. However, al-
though similar solutions can be applied to enable self-organization and communica-
tion in both P2P systems and MANET, straightforward combination of both ap-
proaches multiplies the performance problems of each individual approach.

M.C. Calzarossa and E. Gelenbe (Eds.): MASCOTS 2003, LNCS 2965, pp. 187-208, 2004.
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The operation of most P2P systems in the wireline Internet depends on application-
layer connections among peers, forming an application-layer overlay network. In gen-
eral, these connections are static, i.e., a connection between two peers remains estab-
lished as long as both peers dwell in the system. We identify the maintenance of static
overlay connections as the major performance bottleneck for deploying a P2P system
in a MANET. We find that the overlay network topology does not reflect the under-
lying MANET topology, neither in terms of connection layout nor in connection life-
time. Whereas the overlay network topology is static in the timescale of a node's
dwell time in the system, the MANET topology changes much more frequent due to
node mobility. This induces significant control overhead for connection maintenance,
resulting in increasing network traffic and decreasing communication efficiency. Mo-
tivated by this observation, we present two different approaches for implementing ef-
ficient P2P communication in MANET that do not suffer from the shortcomings of
static application-layer overlay connections. Such approaches can be classified as (1)
P2P communication based on cross-layer cooperation, or (2) P2P information ex-
change by epidemic dissemination.

As example for an approach following paradigm (1), we describe the Optimized
Routing Independent Overlay Network (ORION, [17]), which provides all communi-
cation mechanisms required to implement a MANET-based P2P file sharing system.
ORION comprises of an algorithm for construction and maintenance of an applica-
tion-layer overlay network that enables routing of all types of messages required to
operate a P2P file sharing system, i.e., queries, responses, and file transmissions.
Overlay connections are set up on demand and maintained only as long as necessary,
closely matching the current topology of the underlying network. ORION follows a
cross-layer approach, i.e., it combines application-layer query processing with the
network-layer process of route discovery, substantially reducing control overhead and
increasing search accuracy compared to an off-the-shelf approach utilizing a P2P
system for the wireline Internet based on TCP and a state-of-the-art MANET routing
protocol. Additionally, the ORION overlay network enables low overhead file trans-
fer, as well as an increasing probability for successful file transfers compared to the
off-the-shelf approach.

As an example for an approach following paradigm (2), we describe Passive Dis-
tributed Indexing (PDI, [18], [19]), which implements epidemic information dissemi-
nation among nodes in a MANET. PDI constitutes a general-purpose distributed
lookup service for mobile P2P applications, which supports resolution of application-
specific keys to application-specific values. Key-to-value resolution is similar to the
functionality provided by wireline P2P systems, e.g., Gnutella [7], CAN [23], and
Chord [26]. As building block, PDI stores index entries in form of (key, value) pairs
in index caches located at each mobile device. Index entries are propagated by epi-
demic dissemination, i.e., they are transmitted between devices that get in direct con-
tact, similar to the spread of an infections disease. By exploiting node mobility, such
contacts occur randomly between arbitrary devices. PDI can resolve most queries lo-
cally without sending messages outside the radio coverage of the inquiring node.
Thus, PDI effectively reduces network traffic for the resolution of keys to values for
applications possessing a sufficiently high degree of temporal locality in their query
streams as known for web content, Internet search engines and P2P file sharing sys-
tems [28], [27]. To foster information dissemination for devices with limited radio
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transmission range, PDI features a bandwidth-efficient message relaying mechanism.
For keeping index caches coherent, PDI features two novel consistency mechanisms
implementing explicit and implicit invalidation.

The remainder of this paper is organized as follows. Section 2 discusses the short-
comings of P2P systems using static application-layer overlay connections for the de-
ployment of a MANET-based P2P system. Section 3 presents ORION as an example
for a P2P system using a cross-layer approach, while Section 4 presents PDI as an ex-
ample for a system based on epidemic information dissemination. Finally, concluding
remarks are given.

2 Approaches for P2P Systems in MANET

2.1 Wireline Peer-to-Peer Systems

File sharing constitutes the most popular application of P2P technology in the wire-
line Internet. In general, a P2P file sharing system consists of two building blocks: a
search algorithm for transmitting queries and search results and a file transfer protocol
for downloading files matching a query. Whereas most file sharing systems transfer
files directly between peers using TCP connections, efficient searching is an active
area of research for wireline P2P systems.

The P2P system Gnutella [7] released by AOL affiliate Nullsoft in 2000 constitutes
the first system implementing a fully distributed file search. Queries are broadcasted
to all peers using an application-layer overlay network. Despite its poor performance,
Gnutella gained rapidly increasing popularity. Several recent approaches substantially
improved the scalability of the search process by reducing the number of messages
generated to resolve a user query. Aberer et al. propose P-Grid, a virtual binary search
tree, to route query messages to a number of nodes, which are responsible to answer
these queries [1]. Each peer in a P-Grid has to maintain application-layer connections
to two other peers. Other state-of-the-art P2P systems like CAN [23] and Chord [26]
implement distributed hash tables. These systems allow queries for keys, which are
resolved by routing the query to a peer storing the value matching this key. For sys-
tems with n peers, a query can be resolved involving O(log n) (or O(n%) for < 1)
intermediate routing hops. Each node in CAN has to maintain connections to 2d
neighbors, where d is a configuration parameter. Chord maintains connections to
O(log n) neighbors. Thus, like Gnutella, all state-of-the-art P2P systems build overlay
networks with static connections between participating peers.

2.2 Shortcomings of an Off-the-Shelf Approach for MANET

Deploying an off-the-shelf P2P file sharing system on top of a MANET routing pro-
tocol, e.g. Dynamic Source Routing (DSR, [15]) or Ad hoc On-demand Distance
Vector routing (AODV, [21]), seems a straightforward approach towards deployment
of P2P applications in MANET. However, though attractive because of its off-the-
shelf
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Fig. 1. Link-layer versus application-layer connections.

nature, this approach reveals several shortcomings due to the dynamics of the mobile
environment. Recall that each host participating in the static overlay system has to
maintain an application-layer connection to at least one peer for all state-of-the-art
approaches. The maintenance of a static application-layer connection between two ar-
bitrary peers in a mobile environment reveals several shortcomings, as illustrated in
Figure 1. Mobile nodes are drawn as circles named by capital letters A to G. If two
nodes can communicate with each other using a wireless connection, a thin line con-
nects the corresponding circles. E.g., there is a direct connection between nodes D and
G, while nodes A and G cannot communicate directly over a wireless link. We refer
to a direct wireless connection as link-layer connection, while a sequence of link-layer
connections as provided by a routing protocol is denoted as network-layer connection.
Independent of direct connectivity, nodes can establish application-layer connections,
which form the application-layer overlay network. These connections are shown as
thick lines in Figure 1. Note that an application-layer connection can be established
across several hops, i.e., spanning several link-layer connections. E.g., nodes A and G
establish an application-layer connection, which uses the sequence of link-layer con-
nections A-D-G for IP communication. By analyzing scenarios as shown in Figure 1
we identify the following shortcomings of static overlay systems for MANET:
Inefficient usage of link-layer connections: Most overlay construction mechanisms
are unaware of link-layer connections and changing node positions. Thus, a mes-
sage sent on an application-layer connection between two nodes may traverse a
particular link-layer connection several times. E.g., consider a message sent from
node C to node F in Figure 1. Until it finally reaches node F, the query will be
forwarded using the application-layer connections C—B, B-D and D-F. Consid-
ering the underlying network-layer connections, we find that the message will tra-
verse the link-layer connections D-B and B-C twice. This phenomenon, already
observed for connections between fixed hosts in wireline networks [24], has a
dramatic impact in wireless environments due to scarce radio bandwidth and en-
ergy resources. Furthermore, many responses for identical documents matching a
query may traverse the same link-layer connection, wasting resources without
extending the search results. E.g., consider a scenario where all nodes apart from
E store an identical document matching a query sent out by E. In this case, the
same information is transmitted over the link-layer connection F-E six times. As
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we will show in Section 2.3, inefficient usage of link-layer connections will result
in significantly increasing transmitted message volume.

High Routing Overhead: Maintaining an application-layer connection between two
nodes in a mobile environment requires some efforts on the network-layer. Node
movement forces the routing protocol to permanently update and repair broken
routes, generating a high amount of route request, reply and repair messages. E.g.,
consider the application-layer connection between nodes D and F in Figure 1,
which has been established over the network-layer connection D-E-F when node
E was located at the position indicated in gray. When node E moves to the final
position, a route discovery must be initiated to maintain a network route for the
application-layer connection between D and F. Note that although network routes
may change in wireline networks, this event is even more common in MANET,
due to node mobility. As we will show in Section 2.3, routing overhead is a seri-
ous problem for systems maintaining static application-layer connections.

Frequent loss of application-layer connections: In general, the ad hoc routing pro-
tocol may fail to maintain a connection between two nodes due to node move-
ment. In the worst case, this will lead to a disconnection of a single node from all
application-layer neighbors. E.g., consider that the link-layer connections A-B and
A-D in Figure 1 fail. In this case, G will lose the application-layer connection to
A, and with it the entire connectivity to the network, although it remains con-
nected to D on the link-layer. Recall that if a peer loses all application-layer con-
nections to other peers, it has to employ a mechanism to discover initial peers.
Although peers may well lose connection to the application-layer network in
wireline P2P systems, this scenario is much more common in MANET, again, due
to node mobility. As we will show in Section 2.3, traffic generated by initial peer
discovery will result in significant control overhead.

2.3 Performance Evaluation of the Off-the-Shelf Approach

To illustrate the impact of each of the shortcomings described above, we conduct a
simulation study of an off-the-shelf approach using a P2P system from the wireline
Internet which utilizes TCP and a MANET routing protocol. Since almost all known
P2P file sharing systems use static connections to build an overlay network we con-
sider Gnutella as example for such P2P systems. To complete the off-the-shelf ap-
proach, we employ TCP-SACK as transport-layer protocol on top of the MANET
routing protocol DSR. Performance results are obtained using the Network Simulator
ns-2 [6]. For a detailed description of the simulation environment we refer to [17]. We
simulate 40 mobile nodes moving in an area of 1000 m X 1000 m according to the
random waypoint mobility model [2] with a maximum speed of 2 m/s and a pause
time of 50 s between two successive epochs of movement. This mobility model is
well suited to mimic the movement of pedestrians. Each mobile node shares 100 files
and generates queries for files shared by remote peers in a mean interval of 120 s. In
our simulations, we focus on the search algorithm and do not consider file transfers,
as Gnutella transfers files without employment of the overlay network using direct
TCP connections.
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B MAC & Routing
B Connection Control
O Payload

Fig. 2. Breakdown of message volume for an off-the-shelf P2P system in MANET

During the simulations, we record the volume of all messages transmitted by the
mobile nodes. We brake down the total message volume into three categories de-
pending on the message types. Gnutella query and response messages are classified as
payload, as they constitute the only message types that are used for searching.
Gnutella connection request, ping and pong messages are used to establish and main-
tain overlay connections and are therefore classified as connection control. All mes-
sages used by DSR for establishment and maintenance of network routes as well as
the request-to-send (RTS), clear-to-send (CTS) and acknowledgement generated by
the IEEE 802.11 medium access control mechanisms are classified as mac & routing.

The breakdown of message volume for a system consisting of 40 nodes is pre-
sented in Figure 2. We find that the payload constitutes only 5.2% of the transmitted
message volume. Connection control for maintenance of application-layer connec-
tivity constitutes 16.6% of the volume. The major share of 78.2% is consumed by
MAC & routing. These results confirm the argumentation presented in Section 2.2.
We conclude from Figure 2 that for successful deployment of P2P systems in
MANET more sophisticated approaches than employment of off-the-shelf compo-
nents are required.

3 P2P Communication Using Cross-Layer Information Transfer

3.1 Basic Concepts

As discussed in Section 2.2, unawareness of the overlay network construction algo-
rithm to the actual network- and link-layer conditions is a major source of overhead
when employing an off-the-shelf P2P system in MANET. As a consequence, efficient
deployment of P2P systems in MANET requires close cooperation between the dif-
ferent layers in the network stack. For instance, it is easy to see that the application-
layer can benefit from knowledge of network-layer routes by adjusting overlay routes
accordingly.

Several current research projects try to exploit cross-layer information transfer.
Conti, Giordano, Maselli, and Turi proposed a reference-architecture for cross-layer
design of a MANET protocol stack [3]. The architecture uses a shared memory area
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called “network status”, which serves as a repository of network information collected
by all network protocols. In the context of P2P communication in MANET, Chen,
Shah and Nahrstedt proposed a system for implementing data advertising, lookup and
replication based on cross-layer information [4]. In their approach, the network-layer
provides a node profile to a middleware-layer, which stores information about a nodes
position, velocity, and energy resources. Similar, the middleware-layer provides a
data profile to the network-layer that contains information on the quality-of-service
requirements of each data flow. Node and data profiles are communicated via shared
memory, requiring the employment of a proactive link-state routing protocol that is
capable to communicate with the middleware-layer. Schollmeier, Gruber, and
Niethammer presented the Mobile Peer-to-Peer Protocol (MPP) suite that spans form
the network to the application-layer [25]. The suite tries to reuse existing protocols as
far as possible. It uses an enhanced version of DSR called EDSR. P2P applications
can register with EDSR and communicate information using a message passing
mechanism called Mobile Peer Control Protocol (MPCP). Information passed via
MPCP are used to establish application-aware routes that can be employed for data
transfers using standard mechanisms, e.g., the hypertext transfer protocol HTTP.

In the remainder of this section, we describe a special-purpose approach for P2P
file sharing tailored to MANET denoted Optimized Routing Independent Overlay
Network (ORION, [17]). ORION employs cross-layer information and comprises of
an algorithm for construction and maintenance of an application-layer overlay net-
work that enables routing of all types of messages required to operate a P2P file
sharing system, i.e., queries, responses, and file transmissions. ORION operation does
not depend on the deployment or support of any MANET routing protocol. Note that
some data structures and mechanisms used by ORION are also provided by reactive
MANET routing protocols, e.g., AODV or DSR. Opposed to [3], [4], [25], ORION
does not define or employ a reference-architecture for extensive cross-layer informa-
tion exchange, but implements all required functionality on the application-layer. The
only cross-layer information employed by ORION is a link-failure notification from
the MAC layer, which is known from implementations of reactive MANET routing
protocols. Thus, ORION minimizes the usage of cross-layer information as far as pos-
sible, providing maximum independence from other protocols in the network stack.

3.2 The Optimized Routing Independent Overlay Network

To implement ORION, each mobile device maintains a local repository, consisting of
a set of files stored in the local file system. ORION provides searching capabilities for
all files in the repository. We assume that each file is associated with a unique file
identifier. Additionally, ORION maintains two routing tables, a response routing table
and a file routing table. Similar to the routing tables used by AODV, the response
routing table is used to store the node from which a query message has been received
as next hop on the reverse path. Thus, a node is able to return responses to the inquir-
ing node without explicit route discovery. The file routing table is a data structure that
stores alternative next hops for file transfers based on the file identifier. ORION up-
dates both the response routing table and the file routing table during query process-
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ing. Limiting the maximum size and applying the Least Recently Used (LRU) re-
placement policy control the memory consumption for both routing tables.

For the query phase, ORION defines two types of messages. A QUERY message
contains a query string, which consists of one or more keywords. A message of type
RESPONSE contains unique identifiers of one or more files matching a query. To en-
able controlled message forwarding, each ORION message contains a field SRC, rep-
resenting the unique identifier of the mobile device that generated the original mes-
sage. Furthermore, a field SEQ contains a sequence number unique and strictly
increasing for each mobile device. The rollover of SEQ numbers is handled as in [21].
When a mobile device relays a message as described below, SRC and SEQ are pre-
served. Thus, storing the largest SEQ entry received from each source device can pre-
vent relaying a message more than once.

To illustrate the operation of the ORION search algorithm, we consider the four-
node scenario shown in Figure 3. There, the boxes near the mobile devices show parts
of the local repository (first box), the response routing table (second box), and the file
routing table (third box), respectively. Assume node A issues a query matching files
1, 2, 3 and 4 (see Figure 3a). The QUERY message is distributed by link-layer flood-
ing, i.e., application data is piggybacked on a link-layer broadcast message. This
technique is borrowed from the simple multicast and broadcast protocol for MANET
[14]. On its way through the network the QUERY message sets up reverse paths to
node A in the response routing tables of all intermediate nodes. This technique is bor-
rowed from the route discovery process in AODV, in which the flooded route request
message sets up the reverse route for the route reply message.

(a) Node A floods a QUERY message with | (b) Node B sends a RESPONSE message with

keywords matching to files 1 to 4. © identifiers of local files. @
L) L)
Query(k)
/ 1.2.3 12,3
@ % Query(k) g kj] @ % Response(k,1,2) g

12 \ 12
kA Query(k) kA
- % @ 1B;2B § % @
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kB

23,4

kB

(¢) Node C sends a RESPONSE message with | (d) Node D sends a RESPONSE message with
identifiers of local files, Node B filters and identifiers of local files; Node B filters and
forwards the RESPONSE from C. forwards the RESPONSE message.

w

Response q’ @ 1,2,3
(41,23)
/ 123 % Response(kd) - kB
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Fig. 3. Illustration of data structures and messages used by the ORION search algorithm
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After searching the local repository, node B sends a RESPONSE message con-
taining the identifiers of files 1 and 2 to the next hop in node A’s direction, i.e., di-
rectly to node A (see Figure 3b). Additionally, node C sends a RESPONSE message
with the identifiers of files 1, 2, and 3 in node A’s direction, i.e., to node B. Before
forwarding the message to node A, node B examines the contained result. File 3 is so
far unknown to node B. Therefore, node C is stored as feasible next hop for this file in
the file routing table. Node C is not stored as next hop for files 1 and 2, because node
B stores these files itself. Therefore, node B will never request any of these two files
from node C. Instead of relaying the complete RESPONSE message to node A, node
B sends a reduced RESPONSE message to node A containing only the new file iden-
tifiers (see Figure 3c¢). Similar to node C, node D answers to the query with the identi-
fiers of matching local files with a RESPONSE message to the next hop in the direc-
tion to node A, i.e., to node B. As before, node B stores node D’s files in the file
routing table and sends an own additional RESPONSE message to node A. Because
node B has already forwarded responses for files 2 and 3, the new RESPONSE mes-
sage only contains the identifier of file 4 (see Figure 3d). Note that node B not only
stores node C as next hop for file 3, but also node D, adding redundancy to the file
routing table without additional transmission cost. After the query phase, node A may
chose one of the four matching documents for download.

For efficient file transfer, ORION incorporates a transfer protocol tailored to the
characteristics of both the MANET and the file sharing application. As first building
block, the ORION transfer protocol utilizes the routes given by the file and response
routing tables for transmission of control- and data packets. Recall that the file routing
table may store several redundant paths to copies of the same file. Due to changing
network conditions, the sender of a file might change during a file transfer. Therefore,
it is essential to keep the complete control over the transfer at the receiver. For trans-
fer, a file is split into several blocks of equal size. Since the maximum transfer unit of
the mobile network is assumed to be equal between all neighboring nodes, the block
size can be selected such that the data blocks fit into a single packet. The receiver
sends a DATA_REQUEST message for one of the blocks along the path given by the
file routing tables. Once the DATA_REQUEST reaches a node storing the file in it’s
local repository, the node responds with a DATA_REPLY message, containing the
requested block of the file. This message is routed back to the requesting node via the
same path as the RESPONSE message in the query phase. After receiving the
DATA_REPLY message, the receiver continues with a request for the next block un-
til the complete file has been transferred. A scheduling mechanism described below
prevents ORION from waiting indefinitely for lost packets.

To illustrate the operation of the file transfer mechanism, suppose node A in Figure
3d decides to download the file with the file identifier 3. The DATA_REQUEST
message for the first part of the file is sent to the next hop in direction to the node
storing file 3, i.e., node B. Node B cannot deliver the file itself, thus, it relays the re-
quest to the best-suited next hop towards a node storing file 3. From node B’s point of
view, node C is best suited, because in the query phase node C has responded first to
the query message. Node C stores a copy of file 3 and, thus, sends a DATA_REPLY
message containing the requested part of file 3 to the next hop in direction to node A
as identified by the response routing table. Node B relays the DATA_REPLY mes-
sage to node A. Subsequently, node A sends a DATA_REQUEST for the next block
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of file 3. This process continues until the complete file has been transferred to node A.
In this (ideal) scenario, the file transfer implicitly uses the optimal route without any
overhead for retransmissions due to route failures.

ORION transfers control and data packets on the best-suited route chosen from a
set of redundant routes. Selecting an alternative route provides an efficient mecha-
nism to locally resolve link failures. Consider again the example in Figure 3d. Sup-
pose the link between node B and node C fails during the file transfer, e.g., because
node C moves out of node B’s transmission range. As soon as B recognizes the link
failure, it deletes node B in its routing tables and forwards subsequent
DATA_REQUEST messages to the now best-suited next hop to a node possessing
file 3, i.e. node D. Thus, the link failure can locally be resolved by node B without in-
volving other nodes. Note that if a sender becomes unavailable, ORION transparently
changes to another sender. In the off-the-shelf approach, a change of the sender must
be explicitly triggered by the P2P application. We have shown in extensive simulation
studies that changing the sender transparently outperforms explicit changes of the
sender in terms of transmission overhead and reliability for a P2P file sharing appli-
cation [17].

The timely recognition of link failures is necessary to avoid delays and unneces-
sary data transmissions. Building upon a cross-layer approach, ORION uses feedback
from the link-layer as the second building block for an efficient file transfer. Feed-
back can be provided by link-layer notification if available, e.g., as in IEEE 802.11.
Otherwise, packet receipt must be acknowledged by sending explicit application-layer
packets or by passive acknowledgements [15]. In the case of a send failure on the
link-layer, the ORION application is notified and can immediately chose an alterna-
tive next hop as described above.

As a further feature, the route maintenance algorithm utilizes ROUTE_ERROR
messages. These ROUTE_ERROR messages indicate that a node could not forward a
DATA_REQUEST message, because there are no next hop entries for the requested
file left in its file routing table. To illustrate the usage of ROUTE_ERROR messages,
we refer again to Figure 3d. Suppose that node B looses the link-layer connections to
both node C and node D and receives further DATA_REQUEST messages from node
A. In that case, node B sends a ROUTE_ERROR message for file 3 to node A. Sub-
sequently, node A deletes node B as next hop for file 3 in its files routing table. If
node A’s file routing table contains another next hop for file 3, subsequent
DATA_REQUESTs are sent to this node. Otherwise node A can either cancel the file
transfer or start a special search phase called re-query. Opposed to an ordinary query,
a re-query does not search for keywords, but for a file identifier. The messages trans-
mitted during a re-query are equal to the messages during an ordinary query, thus up-
dating the routing tables for the specific file.

Recall that the ORION transfer protocol as described so far will not continue a file
transfer, if a DATA_REQUEST or DATA_REPLY message is lost. To cope with
packet losses, the ORION transfer protocol incorporates a packet scheduling and loss-
recovery mechanism as third building block. So far, the ORION specification does
not elaborate on performance and fairness optimization using sophisticated flow con-
trol and congestion avoidance as for example provided by the transmission control
protocol, TCP. Recall that TCP tries to transmit data packets with a small delay jitter
as a continuous stream. In a file sharing application, the order in which the blocks of a
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file are received is irrelevant, as long as each block is received at least once. There-
fore, ORION maintains a list of pending blocks, which is initialized with all blocks of
a particular file. The blocks are requested in a round-robin fashion, until they are suc-
cessfully transmitted. To determine the minimal request rate, the receiver keeps track
of the average round trip time, i.e., the time elapsed between sending a
DATA_REQUEST and receiving the corresponding DATA_REPLY. The time be-
tween two successive requests is equal to the average round trip time, unless a
DATA_REPLY is received before. That is, if a packet is lost or delayed, the next
packet will be requested at most one round trip time later. Due to the round-robin se-
lection of blocks, the ORION transfer protocol re-requests a lost or delayed block af-
ter all other pending blocks have been requested. Therefore, a delayed block will
reach the receiver with high probability before it is requested a second time.

3.3 Performance Evaluation of ORION

To illustrate the effectiveness of ORION’s search algorithm and transfer protocol, we
conduct a simulation study comparing the performance of ORION with an off-the-
shelf approach utilizing a P2P system for the wireline Internet, TCP, and a state-of-
the-art MANET routing protocol. Again, the off-the-shelf approach comprises of
Gnutella, TCP-SACK and DSR. We label corresponding curves as ORION and Off-
the-Shelf, respectively. As in Section 2.3, performance results were obtained using the
Network Simulator ns-2. For a detailed description of the simulation environment we
refer to [17]. Similar to the experiments described above, mobile nodes move on an
area of 1 km® according to the random waypoint mobility model at pedestrian speed.
For the evaluation of search performance, each mobile node shares 100 files and gen-
erates queries for files shared by remote peers in a mean interval of 120 s. To evaluate
download performance, a selected peer performs 200 successive downloads of differ-
ent files, each of size 3 MB.

An important performance measure from the user’s point of view is the quality of
the results received in response to a query. Therefore, we consider search accuracy,
i.e., the fraction of received unique files in relation to the number of all files matching
a query. In Figure 4, we plot search accuracy as a function of number of nodes par-
ticipating in the mobile file sharing application. We find that search accuracy for both
applications increase with the number of nodes. This is clearly due to the increasing
connectivity. However, the off-the-shelf approach has searching performance worse
than ORION and also shows decreasing search accuracy for more than 40 mobile
nodes. We conclude from Figure 4 that the off-the-shelf approach fails to provide suf-
ficient search accuracy due to the shortcomings of static overlay connections dis-
cussed in Section 2.2.

To illustrate the benefit of changing the sender of a file during a transmission, we
investigate the average overhead for a successful file transmission in percent of the
total file size of 3 MB. Figure 5 plots the overhead as a function of the number of
nodes. For few nodes, in most cases files are transferred between direct neighboring
nodes. In this case, most overhead is control overhead. We find that the off-the-shelf
approach transmits more than twice the file size over the wireless medium. As shown
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by an analysis of the ns-2 trace files, the main reason for this are retransmissions of
packets delayed by the route maintenance of DSR, as well as longer transfer routes.
Route length increases if a direct connection between the sending and receiving node
fails, while a longer route via an intermediate node exists. Recall that in this case,
DSR will recover from route failure globally, using the longer route. The scheduling
algorithm of ORION reduces the amount of retransmissions of delayed packets. Fur-
thermore, in case of route failure, ORION will resume the transmission from another
nearby node using the file routing table. These features lead to a total overhead below
50% for few nodes. For a growing number of nodes, overhead increases for both the
off-the-shelf approach and ORION, as the average length of a network route in-
creases. However, ORION stays superior to the off-the-shelf for the same reasons.
From Figure 5 we conclude that ORION provides a file transfer mechanism that is
highly efficient in bandwidth usage.

4 P2P Information Exchange by Epidemic Data Dissemination

4.1 Basic Concepts

As discussed in Section 2.2, route changes, weak connectivity or even disconnected
operation hampers the implementation of searching functionality using static overlay
connections in mobile and wireless environments. The smart collaboration of mobile
devices in an ad hoc fashion constitutes an attractive alternative for implementing an
effective distributed lookup service for such scenarios. As shown by Grossglauser and
Tse node mobility does not only hinder communication in MANET, but also supports
cost-effective information exchange by epidemic dissemination [9]. To implement
epidemic information dissemination, information is transmitted when nodes get in di-
rect contact, similar to the transmission of an infectious disease between individuals.
Mathematical models for the spread of epidemic diseases have been widely studied.
There exist applications of epidemic algorithms in various fields of computer science,
e.g., for the maintenance of replicated databases [5].

As a first approach to epidemic information dissemination in mobile environments,
Papadopouli and Schulzrinne introduced seven degrees of separation (7DS), a system
for mobile Internet access based on Web document dissemination between mobile us-
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ers [22]. To locate a Web document, a 7DS node broadcasts a query message to all
mobile nodes currently located inside its radio coverage. Recipients of the query send
response messages containing file descriptors of matching Web documents stored in
their local file caches. Subsequently, such documents can be downloaded with HTTP
by the inquiring mobile node. Downloaded Web documents may be distributed to
other nodes that move into radio coverage, implementing an epidemic dissemination
of information.

Using a related approach, Goel, Singh, Xu and Li proposed broadcasting segments
of shared files using redundant tornado encoding [8]. Their approach enables nodes to
restore a file, if a sufficient number of different segments have been received from
one or more sources. In [16], Khelil, Becker, Tian, and Rothermel presented an ana-
lytical model for a simple epidemic information diffusion algorithm inspired by the
SPIN-1 protocol [11]. Based on these results, Haner, Becker, and Rothermel present
the Negotiation-based Ad Hoc Data Dissemination Protocol (NADD) [10], which
uses active data advertisements to negotiate data transmissions between neighboring
peers. Both systems [8] and [10] implement a push model for information dissemina-
tion. That is, shared data is advertised or even actively broadcasted without a node re-
questing it. Recently, Hanna, Levine, and Mamatha proposed a fault-tolerant distrib-
uted information retrieval system for P2P document sharing in MANET [12]. Their
approach distributes the index of a new document to a random set of nodes when the
document is added to the system. The complete index of a document, i.e., all key-
words matching it, constitutes the smallest unit of disseminated information.

In the remainder of this section, we describe a general-purpose distributed lookup
service for mobile applications, denoted Passive Distributed Indexing (PDI, [18],
[19]). PDI supports resolution of application-specific keys to application-specific val-
ues. As building block, PDI stores index entries in form of (key, value) pairs in index
caches located at each mobile device. Index entries are propagated by epidemic dis-
semination. As for PDI, a sufficiently high degree of locality in user queries is essen-
tial for all related approaches [22], [8], [10], and [12]. Opposed to 7DS [22], PDI im-
plements document search based on a distributed index rather than immediate
document sharing. In fact, PDI disseminates individual index entries whereas 7DS
disseminates entire documents. Opposed to [8] and [10], PDI implements a pull
model and does not advertise data yielding a substantial reduction of traffic over
wireless links. In contrast to [12], PDI disseminates pairs of a single key and one
matching value rather than the entire index of a document. Furthermore, opposed to
all related work, PDI cannot only be employed for sharing documents, but also for
numerous other mobile applications.

4.2 Passive Distributed Indexing

In this section, we describe the functionality of PDI. We assume a system consisting
of several mobile nodes, e.g. mobile users equipped with notebooks or PDAs and
wireless network interfaces as illustrated in Figure 6. All mobile nodes collaborate via
a shared application that uses a distributed lookup service. Radio coverage is small
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Fig. 6. Illustration of epidemic information dissemination with PDI.

compared to the area covered by all nodes, so that most nodes cannot contact each
other directly. Thus, communication may be performed using several intermediate
hops as in MANET. Subsequently, we assume IEEE 802.11 as underlying radio tech-
nology. However, we would like to point out that PDI could be employed on any ra-
dio technology that enables broadcast transmissions inside a node’s radio coverage.

PDI implements a general-purpose lookup service for mobile applications. In gen-
eral, PDI stores index entries in the form of pairs (k,v). Keys & and values v are both
defined by the mobile application. For example, in case of file sharing, keys are given
by keywords derived from the file name or associated meta data. Values are given by
references to files in form of URIs. Opposed to distributed hash-table systems [23],
[26], PDI does neither limit the number of keys matching a value nor the number of
values matched by a key. However, some mechanisms implemented in PDI require
that a value is unique in the system, i.e., it is only added to the system by a single
node. This can be easily achieved by extending the application specific value v by a
unique node identifier 7, for node n. For example, the node identifier i, may be de-
rived from the node’s IP address or the MAC address of the radio interface. For ease
of exposition, we will abbreviate the unique value given by (v, i, ) pairs just by v.

A node n may contribute index entries of the form (k,v) to the system by inserting
them in a local index. In Figure 6, the local index is drawn as the first box below each
mobile device. We refer to such an index entry as supplied. The node # is called the
origin node of an index entry. For example, the notebook shown in Figure 6 is the
origin node of the index entry (k,v). A key k matches a value v, if (k,v) is currently
supplied to the PDI system. Each node in the system may issue queries in order to re-
solve a key k to all matching values v, (see Figure 6a). A node issuing a query is de-

noted as inquiring node.

Queries are transmitted by messages containing the key to resolve. Query messages
are sent to the IP limited broadcast address 255.255.255.255 and a well-defined port.
Thus, all nodes located inside the radio coverage of the inquiring node receive a query
message. Each of these nodes may generate a response message. A response message
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contains the key from the query and all matching values from either the local index or
a second data structure called index cache. To enable epidemic data dissemination,
PDI response messages are sent to the IP limited broadcast address 255.255.255.255
and a well-defined port, too. Thus, all mobile nodes within the radio coverage of the
responding node will overhear the message (Figure 6b). Not only the inquiring node
but also all other mobile nodes that receive a response message extract all index en-
tries and store them in the index cache (see Figure 6b). In Figure 6, index caches are
drawn as the second box below mobile devices. Index entries from the index cache
are used to locally resolve queries, if the origin nodes of matching values reside out-
side the radio coverage of the inquiring node (see Figures 6¢ and 6d). Obviously, the
index cache size is limited to a maximum number of entries adjusted to the capabili-
ties of the mobile device. The replacement policy least-recently-used (LRU) is em-
ployed if a mobile device runs out of index cache space. Note that information is dis-
seminated to all other nodes that are in direct contact, similar to the spread of an
infectious disease. Due to the movement of nodes and overhearing response messages
of neighboring nodes, index entries are disseminated within the network without
costly global communication. In fact, PDI builds and maintains an index distributed
among mobile node of the MANET in a passive way.

Note that PDI might return no results to a query for key %, even if an index entry
(k,v) is currently supplied. This may occur, if the corresponding query neither reaches
the origin node of the index entry (k,v), nor another node storing (k,v) in its index
cache. We refer to such unresolved query as false miss. For the application using PDI,
there are two ways to resolve false misses: First, the application can tolerate and sim-
ply ignore them. Second, the application has to resort to a centralized lookup service
via the cellular infrastructure of a mobile network as fallback. Since typical query
streams for lookup services possess a high degree of temporal locality, e.g. as ob-
served for P2P file sharing systems [27] and Internet search engines [28], PDI will
produce only few false misses for such applications.

Recall that all PDI messages are send to the limited broadcast address and received
by all nodes located inside the radio coverage of the sender. Depending on the trans-
mission range of the wireless network interfaces, this may considerably limit the
number of nodes that receive a message. To overcome the limitations of small trans-
mission ranges, packet forwarding is a common technique in mobile ad hoc networks.
Using packet forwarding, packets are exchanged between source and destination us-
ing one ore more intermediate hops as relays. Several approaches for multi-hop com-
munication in MANET have been proposed. Sophisticated protocols for unicast or
multicast communication use control messages to set up sequences of nodes (or
routes) that are used by the actual data packets. Using such stateful approach is out of
scope for a distributed lookup service as described above for two reasons. First, com-
munication occurs infrequently, so that most routes will only be used for a single
query. Second, size of PDI messages is roughly equal to the size of control messages,
resulting in a high relative overhead for route setup. A stateless approach to one-to-
many communication constitutes flooding. For flooding a packet through the network,
each node that receives the packet will forward it exactly once. Since every neighbor
of the node will receive the packet and forward it, uncontrolled flooding can generate
an infinite number of duplicate transmissions of the same packet. To avoid duplicate
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Fig. 7. Message forwarding in PDI

transmissions, a unique tag is included in every packet, e.g., given by a unique source
identifier (ID) and a sequence number. Thus, a node can check on packet reception
whether it has received this packet already and discard duplicates. Furthermore, the
scope of flooding may be limited by including a time-to-live (TTL) field into each
packet, which indicates the maximum number of hops the packet may be relayed. A
node will decrement the TTL field on packet reception, and will not forward the
packet if TTL is equal to 0.

PDI includes a customized flooding mechanism to extend the dissemination of in-
formation beyond the radio coverage of the inquiring node. The mechanism is illus-
trated in Figure 7. Query messages are flooded with a TTL T7TL,,.,,, which is speci-
fied by the inquiring node. For detecting duplicate messages, each massage is tagged
with a unique source ID and a sequence number as described above. We will show in
Section 4 that TTL,,. < 2 yields sufficient performance in most scenarios, thus, PDI
communication remains localized despite of the flooding mechanism.

Similarly to query messages, response messages are forwarded with time-to-live
TTLyery- Recall that the payload of query messages consists of a few keys. Thus,
query messages are small and may be flooded without significantly increasing net-
work load (see Figure 7a and 7b). In contrast, response messages can contain numer-
ous values that may each have a considerable size, depending on the application using
PDI. Therefore, flooding of complete response messages will significantly increase
network load, even if the scope of flooding is limited to two hops. For the cost-
efficient flooding of response messages, PDI incorporates a concept called selective
forwarding. That is each node that receives a response message will search the index
cache for each index entry contained in the message (see Figure 7d). If an entry is
found, in most cases the node itself has already responded with this index entry (e.g.
as shown in Figure 7c). Therefore, forwarding this index entry constitutes redundant
information. Using selective forwarding, each relay node removes all index entries
found in its local index cache from the response message, before the message is for-
warded (see Figure 7e).



Peer-to-Peer Computing in Mobile Ad Hoc Networks 203

The basic concepts of PDI as described so far do not take into account intermittent
connectivity and spontaneous departures of nodes; circumstances under which all in-
formation previously supplied become stale. Examples of these cases include node
failure or nodes leaving the area covered by the system. In such cases, an implicit in-
validation mechanism can achieve cache coherency. To cope with this problem, value
timeouts limit the time for which any index entry (k,v) with a given value v will be
stored in an index cache. By receiving a response from the origin node of (£,v), the
corresponding value timeout will be reset. Let a,) be the time elapsed since (,v) has
been extracted from a response message generated by its origin node. We define the
age a, of value v as a, = minga,)), i.e., the time elapsed since the most recent re-
sponse message of this kind was received. If at a node holds a, > T for the given
timeout value 7, all pairs (k,v) are removed from its index cache. PDI implements
only one timeout per value v rather than an individual timeout for each index entry
(k,v). This is because in most applications the fact that one index entry (k,v) for a
given v expires indicates a substantial change of the value. Subsequently, all other in-
dex entries (k’,v) are likely to be influenced. For example, in a file sharing system, a
pair (keyword_i, URI) is removed when the file specified by URI is withdrawn from
the system. Thus, all other pairs (keyword_j, URI) also become stale. Note that de-
pending on the application the concept of value timeouts can be easily extended to in-
dividual timeout durations 7, for each value v. Such duration may be included in a re-
sponse message generated by the origin node. For ease of exposition, we assume a
global timeout value 7 for all values in the system in the remainder of this paper.

To determine the current age of a value, an age field is included in the response
message for each value. This age field is set to zero in each response from the origin
node. When receiving a response message, a node n extracts the age of each value and
calculates the supply time s,. That is the time at which a response for this value was
generated by the origin node. Assume that the response message contains age a,, then
s, is determined by s, = ¢, - a,, where ¢, denotes the local time of node 7. s, is stored
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Fig. 8. Epidemic dissemination of invalidation messages using lazy invalidation caches.
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in the index cache together with v. Note that v might already be present in the index
cache with supply time s°,. The copy in the index cache might result from a more re
cent response by the origin node, i.e., s, < s’,. Thus, in order to relate the age of a
value to the most current response from the origin node, the supply time is updated
only if s, > s’,. When a node generates a response for a cached index entry (k,v), it
sets the age field for each value v to a, = ¢, - s,. Note that only time differences are
transmitted in PDI messages, eliminating the need for synchronizing clocks of all
participating nodes.

Additional to the scenarios described above, a node produces stale index entries by
modifying information. That is the case when an index entry is removed from the lo-
cal index. In a worst-case scenario, a node suddenly leaves the system and all index
entries supplied by the node expire at the same time. One way to handle such modifi-
cation of information is to wait until the timeouts of the values in the stale index en-
tries elapse. Depending on the application and the timeout duration 7, this straight-
forward solution may cause severe inconsistency, especially if T is large. A more
effective way to handle information modification in distributed applications consti-
tutes the explicit invalidation by control messages. As basic idea of PDI’s explicit in-
validation mechanism, a node removes all index entries (k,v) from the index cache
when it receives an invalidation message for value v. Flooding is a straightforward
way to propagate invalidation messages. To flood an invalidation message for value
v, the node removing an index entry sends the message to the limited broadcast ad-
dress. All mobile nodes that receive the message will relay it exactly once, so that the
message is propagated to each node that is connected to the initial node via one or
more hops. Unfortunately, in mobile systems even a multi-hop connection between
two nodes frequently does not exist. Subsequently, stale index entries are still con-
tained in the index caches of nodes not reached by the invalidation message. Note that
these index entries will be redistributed in the system due to the epidemic dissemina-
tion. We have shown that even repeated flooding of invalidation messages does not
significantly reduce the number of hits for stale index entries [19].

This observation is consistent with [5], which reports that deleted database items
“resurrect” in a replicated database environment due to epidemic data dissemination.
In [5], a solution is proposed that uses a special message to testify the deletion of an
item, denoted as death certificate. Death certificates are actively disseminated along
with ordinary data and deleted after a certain time. In contrast, we propose a mostly
passive (or “lazy”) approach for the epidemic propagation of invalidation messages,
which is illustrated in Figure 8. For the initial propagation of an invalidation message
by the origin node, we rely on flooding as described above (Figure 8a). Each node
maintains a data structure called lazy invalidation cache, which is drawn as a third
box below the mobile devices in Figure 8. When a node receives an invalidation mes-
sage for a value v it does not only relay it, but stores v in the invalidation cache (Fig-
ure 8b). Note that an entry for v is stored in the invalidation cache, regardless if the
node stores any index entry (k,v) for v in the index cache. Thus, every node will con-
tribute to the propagation of invalidation messages, so that distribution of information
and invalidation messages is separated. To enable the epidemic propagation of the in-
validation message, a node scans the invalidation cache for all values contained in an
overheard response message (Figure 8c). If a value V' is found, the node will gener-
ate an invalidation message for v’ itself, because the hit in the invalidation cache in-
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dicates that the index cache of a nearby node contains a stale entry (Figure 8d). The
invalidation message is not flooded through the entire network, but only with a certain
scope TTL;,, similar to forwarding query and response messages as described in Sec-
tion 3.2. A node that receives a cached invalidation message will store the included
value v in the invalidation cache, and remove all index entries (k,v) from the index
cache. Additionally, the node checks whether it has recently received hits for v in re-
sponse to an own query, which must also be invalidated and may not be passed to the
application using PDI.

As the index cache size, the invalidation cache size is limited to a fixed number of
values and LRU replacement is employed. We have shown that setting the invalida-
tion cache size to a fraction below 20% of the index cache size achieves sufficient re-
duction of false hits assuming a reasonable rate of data modification [19]. Note that
LRU replacement does neither guarantee that an invalidation cache entry is kept until
all stale index entries are invalidated, nor that it is removed after a certain time, inhib-
iting a node indefinitely from restoring a value it has once invalidated. Increasing the
invalidation cache size solves the first problem, though, doing so amplifies the second
problem. To avoid this tradeoff, storing the supply time of invalidation messages
similar to the supply time of values yields an efficient mechanism to decide whether a
result for a value is more recent than an invalidation message.

4.3 Performance Evaluation of PDI

To illustrate the effectiveness of PDI, we conduct a simulation study using the Net-
work Simulator ns-2. For a detailed description of simulation environment we refer to
[19]. Similar to the experiments described above, mobile nodes move on an area of 1
km?” according to the random waypoint mobility model at pedestrian speed. Each node
contributes 16 values to the system and sends queries for remote keys in a mean inter-
val of 120 s. To incorporate consistency issues due to node departures into our simu-
lation model, a fraction of approximately 30% of the nodes leave the system in Pois-
son-distributed intervals. Similarly, new nodes enter the system in equally distributed
intervals with empty index caches and fresh values. To take data modification into ac-
count, each value expires once in a simulation and is replaced by another value. We
investigate the performance of an integrated approach combining both value timeouts
and lazy invalidation caches. The duration of the value timeout is fixed to 1000s and
the invalidation cache size to 128 entries.

1.0 1.0
~#-32 Index Cache Entries ~=#-32 Index Cache Entries

- 128 Index Cache Entries 08 8- 128 Index Cache Entries
& 512 Index Cache Entries ) —&-512 Index Cache Entries
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Fig. 9. Precision for different system- and  Fig, 10. Coherence for different system- and
index cache sizes. index cache sizes.
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We choose performance measures to evaluate the quality and the coherence of the
results delivered by PDI and the impact of the introduced invalidation mechanisms.
Quality is measured by the hit rate HR, i.e., HR = Hp / Ky for H denoting the number
of up-to-date hits and H the total number of all up-to-date matching values currently
in the system. Note that hit rate can be compared to the information retrieval measure
recall. Coherence is measured by the stale hit rate SHR, i.e., SHR = Hy / (Hs + HF),
where Hg denotes the number of stale hits returned on a query. Note that stale hit rate
is related to the information retrieval measure precision by precision = 1 - SHR. To
evaluate the impact of the consistency mechanisms on hit rate, we investigate hit rate
versus system size for such scenarios in an experiment not shown here. Figure 9 plots
hit rates versus system sizes. We find that hit rate is reduced for small systems due to
invalidations for up-to-date index entries by value timeouts. This leads to a decrease
of at most 20%. The performance of index cache sizes of both 512 and 2048 is equal
because a large cache cannot benefit from long-term correlations between requests
due to the short timeout. For growing system sizes, the hit rate converges towards re-
sults without an invalidation mechanism. We conclude form Figure 9 that PDI pro-
vides sufficient hit rate in systems with reasonable node density even when consis-
tency mechanisms are enabled.

As compensation of the reduction of hit rate, the stale hit rate is significantly re-
duced compared to a system without invalidation. As shown in Figures 10, the stale
hit rate is highest for medium system size and sufficient large index cache sizes. The
reason is that a fixed cache size of 128 entries is somewhat to large for small systems,
while for large systems the natural limit of stale index entries reduces stale hit rate.
We conclude from Figures 10 that the integrated approach comprising of the intro-
duced implicit and explicit invalidation mechanisms can effectively handle both
spontaneous node departures and modification of information. In fact, for large index
caches, the stale hit rate can be reduced by more than 85%. That is, more than 95% of
the results delivered by PDI are up-to-date.

5 Conclusion

In this paper, we showed that P2P systems for mobile ad hoc networks (MANET)
cannot be deployed by using off-the-shelf P2P systems developed for the wireline
Internet. As a major shortcoming, these systems build up overlay networks consisting
of static application-layer connections. Such connections suffer from inefficient usage
of link-layer connections, require high routing overhead and lead to frequent losses of
application-layer connectivity. Simulation of a off-the-shelf approach have shown that
only 5.2% of the generated traffic is used for payload, while 16.6% constitute con-
nection control messages and 78.2% constitute messages from MAC and routing-
layer.

We presented two different approaches to cope with the shortcomings of static
overlay connections. As an example for approaches that implement P2P communica-
tion based on cross-layer cooperation, we presented the Optimized Routing Independ-
ent Overlay Network ORION. ORION provides all communication mechanisms re-
quired to implement a P2P file sharing system in MANET. Simulation studies have
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shown that ORION outperforms an off-the-shelf approach to P2P file sharing in terms
of search accuracy and file transfer overhead. As an example for approaches that im-
plement P2P information exchange by epidemic dissemination, we presented Passive
Distributed Indexing PDI. PDI constitutes a general-purpose distributed lookup serv-
ice for mobile applications. Simulation studies have shown that PDI resolves up to
80% of all keys correctly while providing more than 95% up-to-date results. We con-
cluded from the simulation studies that both ORION and PDI provide efficient build-
ing blocks for the deployment of P2P applications in MANET.
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Multipath Routing in Mobile Ad Hoc Networks:
Issues and Challenges*
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Abstract. Mobile ad hoc networks (MANETS) consist of a collection
of wireless mobile nodes which dynamically exchange data among them-
selves without the reliance on a fixed base station or a wired backbone
network. MANET nodes are typically distinguished by their limited po-
wer, processing, and memory resources as well as high degree of mobility.
In such networks, the wireless mobile nodes may dynamically enter the
network as well as leave the network. Due to the limited transmission
range of wireless network nodes, multiple hops are usually needed for
a node to exchange information with any other node in the network.
Thus routing is a crucial issue to the design of a MANET. In this pa-
per, we specifically examine the issues of multipath routing in MANETS.
Multipath routing allows the establishment of multiple paths between a
single source and single destination node. It is typically proposed in or-
der to increase the reliability of data transmission (i.e., fault tolerance)
or to provide load balancing. Load balancing is of especial importance
in MANETSs because of the limited bandwidth between the nodes. We
also discuss the application of multipath routing to support application
constraints such as reliability, load-balancing, energy-conservation, and
Quality-of-Service (QoS).

1 Introduction

Mobile ad hoc networks (MANETS) consist of a collection of wireless mobile
nodes which dynamically exchange data among themselves without the reliance
on a fixed base station or a wired backbone network. MANETSs have potential
use in a wide variety of disparate situations. Such situations include moving
battlefield communications to disposable sensors which are dropped from high
altitudes and dispersed on the ground for hazardous materials detection. Civi-
lian applications include simple scenarios such as people at a conference in a
hotel where their laptops comprise a temporary MANET to more complicated
scenarios such as highly mobile vehicles on the highway which form an ad hoc
network in order to provide vehicular traffic management.

MANET nodes are typically distinguished by their limited power, processing,
and memory resources as well as high degree of mobility. In such networks,
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the wireless mobile nodes may dynamically enter the network as well as leave
the network. Due to the limited transmission range of wireless network nodes,
multiple hops are usually needed for a node to exchange information with any
other node in the network. Thus routing is a crucial issue to the design of a
MANET.

Routing protocols in conventional wired networks are usually based upon
either distance vector or link state routing algorithms. Both of these algorithms
require periodic routing advertisements to be broadcast by each router. In di-
stance vector routing [1], each router broadcasts to all of its neighboring routers
its view of the distance to all other nodes; the neighboring routers then compute
the shortest path to each node. In link-state routing [2], each router broadcasts
to its neighboring nodes its view of the status of each of its adjacent links; the
neighboring routers then compute the shortest distance to each node based upon
the complete topology of the network.

These conventional routing algorithms are clearly not efficient for the type
of dynamic changes which may occur in an ad-hoc network. In conventional
networks, routers do not generally move around and only rarely leave or join
the network. In an environment with mobile nodes, the changing topology will
not only trigger frequent re-computation of routes but the overall convergence
to stable routes may be infeasible due to the high-level of mobility.

Clearly, routing in MANETSs must take into consideration their important
characteristics such as node mobility. Work on single path (or unipath) routing
in MANETS has been proposed in [3] [4]. In this paper, we specifically examine
the issues of multipath routing in MANETSs. Multipath routing allows the esta-
blishment of multiple paths between a single source and single destination node.
Multipath routing is typically proposed in order to increase the reliability of data
transmission (i.e., fault tolerance) or to provide load balancing. Load balancing
is of especial importance in MANETS because of the limited bandwidth between
the nodes.

The rest of the paper is organized as follows. In Section 2, we provide back-
ground into the area of multipath routing for wired networks. In Section 3, we
present an overview of the characteristics of MANETS. We discuss techniques for
supporting multipath routing in MANETS in Section 4. In Section 5, we discuss
the application of multipath routing to support application constraints such as
reliability, energy-conservation, and Quality-of-Service (QoS). Finally in Section
6, we provide the conclusion.

2 Background on Multipath Routing

Multipath routing has been explored in several different contexts. Traditional
circuit switched telephone networks used a type of multipath routing called al-
ternate path routing. In alternate path routing, each source node and destination
node have a set of paths (or multipaths) which consist of a primary path and
one or more alternate paths. Alternate path routing was proposed in order to
decrease the call blocking probability and increase overall network utilization.
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In alternate path routing, the shortest path between exchanges is typically one
hop across the backbone network; the network core consists of a fully connec-
ted set of switches. When the shortest path for a particular source destination
pair becomes unavailable (due to either link failure or full capacity), rather than
blocking a connection, an alternate path, which is typically two hops, is used.
Well known alternate path routing schemes such as Dynamic Nonhierarchical
Routing and Dynamic Alternative Routing are proposed and evaluated in [5]
[6].

Multipath routing has also been addressed in data networks which are in-
tended to support connection-oriented service with QoS. For instance, Asyn-
chronous Transfer Mode (ATM) [7] networks use a signaling protocol, PNNI,
to set up multiple paths between a source node and a destination node. The
primary (or optimal) path is used until it either fails or becomes over-utilized,
then alternate paths are tried. Using a crankback process, the alternate routes
are attempted until a connection is completed.

Alternate or multipath routing has typically lent itself to be of more obvious
use to connection-oriented networks; call blocking probability is only relevant to
connection oriented networks. However, in packet-oriented networks, like the In-
ternet, multipath routing could be used to alleviate congestion by routing packets
from highly utilized links to links which are less highly utilized. The drawback
of this approach is that the cost of storing extra routes at each router usually
precludes the use of multipath routing. However, multipath routing techniques
have been proposed for OSPF [2], a widely used Internet routing protocol.

3 Overview of Mobile Ad Hoc Networks

In MANETSs' communication between nodes is done through the wireless me-
dium. Because nodes are mobile and may join or leave the network, MANETS
have a dynamic topology. Nodes that are in transmission range of each other
are called neighbors. Neighbors can send directly to each other. However, when
a node needs to send data to another non-neighboring node, the data is routed
through a sequence of multiple hops, with intermediate nodes acting as routers.
An example ad hoc network is depicted in Figure 1.

There are numerous issues to consider when deploying MANETSs. The follo-
wing are some of the main issues.

1. Unpredictability of environment: Ad hoc networks may be deployed
in unknown terrains, hazardous conditions, and even hostile environments
where tampering or the actual destruction of a node may be imminent.
Depending on the environment, node failures may occur frequently.

2. Unreliability of wireless medium: Communication through the wireless
medium is unreliable and subject to errors. Also, due to varying environ-
mental conditions such as high levels of electro-magnetic interference (EMI)
or inclement weather, the quality of the wireless link may be unpredictable.

! In this paper, we will use the terms MANETSs and ad hoc networks interchangeably.
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Fig. 1. An example ad hoc network, with circles representing nodes. Two nodes that

are

in transmission range of each other are connected by a line.

Furthermore, in some applications, nodes may be resource-constrained and
thus would not be able to support transport protocols necessary to ensure
reliable communication on a lossy link. Thus, link quality may fluctuate in
a MANET.

. Resource-constrained nodes: Nodes in a MANET are typically battery-

powered as well as limited in storage and processing capabilities. Moreover,
they may be situated in areas where it is not possible to re-charge and thus
have limited lifetimes. Because of these limitations, they must have algo-
rithms which are energy-efficient as well as operating with limited proces-
sing and memory resources. The available bandwidth of the wireless medium
may also be limited because nodes may not be able to sacrifice the energy
consumed by operating at full link speed.

. Dynamic topology: The topology in an ad hoc network may change con-

stantly due to the mobility of nodes. As nodes move in and out of range of
each other, some links break while new links between nodes are created.

As a result of these issues, MANETS are prone to numerous types of faults

including,

1.

Transmission errors: The unreliability of the wireless medium and the
unpredictability of the environment may lead to transmitted packets being
garbled and thus received in error.

. Node failures: Nodes may fail at any time due to different types of hazar-

dous conditions in the environment. They may also drop out of the network
either voluntarily or when their energy supply is depleted.

. Link failures: Node failures as well as changing environmental conditions

(e.g., increased levels of EMI) may cause links between nodes to break.
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4. Route breakages: When the network topology changes due to node/link
failures and/or node/link additions to the network, routes become out-of-
date and thus incorrect. Depending upon the network transport protocol,
packets forwarded through stale routes may either eventually be dropped or
be delayed; packets may take a circuitous route before eventually arriving at
the destination node.

5. Congested nodes or links: Due to the topology of the network and the
nature of the routing protocol, certain nodes or links may become over-
utilized, i.e., congested. This will lead to either larger delays or packet loss.

Routing protocols for MANET's must deal with these issues to be effective. In
the remainder of this section, we present an overview of some of the key unipath
routing protocols for MANETS.

3.1 Unipath Routing in MANETSs

Routing protocols are used to find and maintain routes between source and desti-
nation nodes. Two main classes of ad hoc routing protocols are table-based and
on-demand protocols [3] [4] [8] [9]. In table-based protocols [8] [9], each node
maintains a routing table containing routes to all nodes in the network. Nodes
must periodically exchange messages with routing information to keep routing
tables up-to-date. Therefore, routes between nodes are computed and stored,
even when they are not needed. Table-based protocols may be impractical, espe-
cially for large, highly mobile networks. Because of the dynamic nature of ad hoc
networks, a considerable number of routing messages may have to be exchanged
in order to keep routing information accurate or up-to-date.

In on-demand protocols [3] [4], nodes only compute routes when they are
needed. Therefore, on-demand protocols are more scalable to dynamic, large
networks. When a node needs a route to another node, it initiates a route disco-
very process to find a route. On-demand protocols consist of the following two
main phases.

1. Route discovery is the process of finding a route between two nodes (see
Figure 2)

2. Route maintenance is the process of repairing a broken route or finding
a new route in the presence of a route failure (see Figure 3)

Most currently proposed routing protocols for ad hoc networks are unipath
routing protocols. In unipath routing, only a single route is used between a source
and destination node. Two of the most widely used protocols are the Dynamic
Source Routing (DSR) [4] and the Ad hoc On-demand Distance Vector (AODV)
[3] protocols. AODV and DSR are both on-demand protocols. Since most of the
multipath routing protocols discussed in this paper are an extension of one of
these two protocols, the following subsection gives a brief overview of DSR and
AODV.
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Fig. 2. An example of route discovery in an ad hoc network. In order for node S to
send data to node D, it must first discover a route to node D. Node S discovers a route
to node D going through node Y, and sets up the route. Once the route is established,
node S can begin sending data to node D along the route.

Fig. 3. An example of route maintenance in an ad hoc network. Node S sends data
along an established route to node D through node Y. When node D moves out of
range of node Y, this route breaks. Node S finds a new route to node D through node
Z, and thus can begin sending data to node D again.

Dynamic Source Routing. DSR is an on-demand routing protocol for ad hoc
networks. Like any source routing protocol, in DSR the source includes the full
route in the packets’ header. The intermediate nodes use this to forward packets
towards the destination and maintain a route cache containing routes to other
nodes.

Route discovery. If the source does not have a route to the destination in its route
cache, it broadcasts a route request (RREQ) message specifying the destination
node for which the route is requested. The RREQ message includes a route
record which specifies the sequence of nodes traversed by the message. When
an intermediate node receives a RREQ), it checks to see if it is already in the
route record. If it is, it drops the message. This is done to prevent routing loops.
If the intermediate node had received the RREQ before, then it also drops the
message. The intermediate node forwards the RREQ to the next hop according
to the route specified in the header. When the destination receives the RREQ,
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it sends back a route reply message. If the destination has a route to the source
in its route cache, then it can send a route response (RREP) message along
this route. Otherwise, the RREP message can be sent along the reverse route
back to the source. Intermediate nodes may also use their route cache to reply
to RREQs. If an intermediate node has a route to the destination in its cache,
then it can append the route to the route record in the RREQ, and send an
RREP back to the source containing this route. This can help limit flooding of
the RREQ. However, if the cached route is out-of-date, it can result in the source
receiving stale routes.

Route maintenance. When a node detects a broken link while trying to forward
a packet to the next hop, it sends a route error (RERR) message back to the
source containing the link in error. When an RERR message is received, all
routes containing the link in error are deleted at that node.

Ad Hoc On-demand Distance Vector. AODV is an on-demand routing
protocol for ad hoc networks. However, as opposed to DSR, which uses source
routing, AODV uses hop-by-hop routing by maintaining routing table entries at
intermediate nodes.

Route Discovery. The route discovery process is initiated when a source needs a
route to a destination and it does not have a route in its routing table. To initiate
route discovery, the source floods the network with a RREQ packet specifying
the destination for which the route is requested. When a node receives an RREQ
packet, it checks to see whether it is the destination or whether it has a route
to the destination. If either case is true, the node generates an RREP packet,
which is sent back to the source along the reverse path. Each node along the
reverse path sets up a forward pointer to the node it received the RREP from.
This sets up a forward path from the source to the destination. If the node is not
the destination and does not have a route to the destination, it rebroadcasts the
RREQ packet. At intermediate nodes duplicate RREQ packets are discarded.
When the source node receives the first RREP, it can begin sending data to the
destination.

To determine the relative degree out-of-dateness of routes, each entry in
the node routing table and all RREQ and RREP packets are tagged with a
destination sequence number. A larger destination sequence number indicates a
more current (or more recent) route. Upon receiving an RREQ or RREP packet,
a node updates its routing information to set up the reverse or forward path,
respectively, only if the route contained in the RREQ or RREP packet is more
current than its own route.

Route Maintenance. When a node detects a broken link while attempting to
forward a packet to the next hop, it generates a RERR packet that is sent to all
sources using the broken link. The RERR packet erases all routes using the link
along the way. If a source receives a RERR packet and a route to the destination
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is still required, it initiates a new route discovery process. Routes are also deleted
from the routing table if they are unused for a certain amount of time.

Many multipath routing protocols have been proposed in literature. Most of
these protocols are an extension of either DSR or AODV. In the following section,
we first outline the key advantages of multipath routing and then discuss some
of the proposed multipath extensions to both DSR and AODV.

4 Multipath Routing in MANET'Ss

Standard routing protocols in ad hoc wireless networks, such as AODV and DSR,
are mainly intended to discover a single route between a source and destination
node. Multipath routing consists of finding multiple routes between a source and
destination node. These multiple paths between source and destination node
pairs can be used to compensate for the dynamic and unpredictable nature of
ad hoc networks.

4.1 Benefits of Multipath Routing

As mentioned before, multiple paths can provide load balancing, fault-tolerance,
and higher aggregate bandwidth. Load balancing can be achieved by spreading
the traffic along multiple routes. This can alleviate congestion and bottlenecks.

From a fault tolerance perspective, multipath routing can provide route re-
silience. To demonstrate this, consider Figure 4, where node S has established
three paths to node D. If node S sends the same packet along all three paths,
as long as at least one of the paths does not fail, node D will receive the packet.
While routing redundant packets is not the only way to utilize multiple paths, it
demonstrates how multipath routing can provide fault tolerance in the presence
of route failures.

Since bandwidth may be limited in a wireless network, routing along a single
path may not provide enough bandwidth for a connection. However, if multiple
paths are used simultaneously to route data, the aggregate bandwidth of the
paths may satisfy the bandwidth requirement of the application. Also, since
there is more bandwidth available, a smaller end-to-end delay may be achieved.
Due to issues at the link layer, using multiple paths in ad hoc networks to
achieve higher bandwidth may not be as straightforward as in wired networks.
Because nodes in the network communicate through the wireless medium, radio
interference must be taken into account. Transmissions from a node along one
path may interfere with transmissions from a node along another path, thereby
limiting the achievable throughput. However, results show that using multipath
routing in ad hoc networks of high density results in better throughput than
using unipath routing [10]. We defer further discussion of the link layer issues in
multipath routing to Section 4.3.
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Fig. 4. Source node S routes the same packet to destination node D along the routes
SXD, SYD, and SZD. When node D moves, routes SXD and SYD break, but route
SZD is still able to deliver the packet to node D.

4.2 Multipath Routing Components

Multipath routing consists of three components: route discovery, route main-
tenance, and traffic allocation. We discuss these components in the following
subsections.

Route Discovery and Maintenance. Route discovery and route mainten-
ance consists of finding multiple routes between a source and destination node.
Multipath routing protocols can attempt to find node disjoint, link disjoint, or
non-disjoint routes. Node disjoint routes, also known as totally disjoint routes,
have no nodes or links in common. Link disjoint routes have no links in common,
but may have nodes in common. Non-disjoint routes can have nodes and links
in common. Refer to Figure 5 for examples of the different kinds of multipath
routes.

Disjoint routes offer certain advantages over non-disjoint routes. For instance,
non-disjoint routes may have lower aggregate resources than disjoint routes,
because non-disjoint routes share links or nodes. In principle, node disjoint routes
offer the most aggregate resources, because neither links nor nodes are shared
between the paths. Disjoint routes also provide higher fault-tolerance. When
using non-disjoint routes, a single link or node failure can cause multiple routes
to fail. In node or link disjoint routes, a link failure will only cause a single route
to fail. However, with link disjoint routes, a node failure can cause multiple
routes that share that node to fail. Thus, node disjoint routes offer the highest
degree of fault-tolerance.

The main advantage of non-disjoint routes is that they can be more easily
discovered. Because there are no restrictions that require the routes to be node or
link disjoint, more non-disjoint routes exist in a given network than node or link
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X)

Fig. 5. Routes SXD, SYD, and SZD in (a) have no links or nodes in common and are
therefore node disjoint. Routes SXYZD and SYD in (b) have node Y in common and
are therefore only link disjoint. Routes SXD and SXYD in (c) have node X and link
SX in common and are therefore non-disjoint.

disjoint routes. Because node-disjointedness is a stricter requirement than link-
disjointedness, node-disjoint routes are the least abundant and are the hardest
to find. It has been shown that in moderately dense networks, there may only
exist a small number of node disjoint routes between any two arbitrary nodes,
especially as the distance between the nodes increases [11]. This is because there
may be sparse areas between the two nodes that act as bottlenecks. Given the
trade-offs between using node disjoint versus non-disjoint routes, link disjoint
routes offer a good compromise between the two. In the following subsection, we
review some of the proposed multipath protocols for finding node disjoint, link
disjoint, and non-disjoint paths.

Intelligent path selection can be used to enhance the performance of mul-
tipath routing. For instance, a certain subset of paths may be selected for use
based on a variety of criteria such as characteristics of the paths and interac-
tions with the link layer. From a fault tolerance perspective, more reliable paths
should be selected to reduce the chance of routes failures. Path selection also
plays an important role for QoS routing. In QoS routing, only a subset of paths
that together satisfies the QoS requirement is selected.

After a source begins sending data along multiple routes, some or all of
the routes may break due to node mobility and/or link and node failures. As
in unipath routing, route maintenance must be performed in the presence of
route failures. As discussed previously for unipath routing, route discovery can
be triggered upon failure of the route. In the case of multipath routing, route
discovery can be triggered each time one of the routes fails or only after all the
routes fail. Waiting for all the routes to fail before performing a route discovery
would result in a delay before new routes are available. This may degrade the
QoS of the application. However, initiating route discovery every time one of the
routes fails may incur high overheads. Performing route discovery when N routes
fail, where IV is less than the number of paths available, may be a compromise
between the two options.
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Split Multipath Routing. Split Multipath Routing (SMR) proposed in [12] is
an on-demand multipath source routing protocol. SMR is similar to DSR, and
is used to construct maximally disjoint paths. Unlike DSR, intermediate nodes
do not keep a route cache, and therefore, do not reply to RREQs. This is to
allow the destination to receive all the routes so that it can select the maximally
disjoint paths. Maximally disjoint paths have as few links or nodes in common as
possible. Duplicate RREQs are not necessarily discarded. Instead, intermediate
nodes forward RREQs that are received through a different incoming link, and
whose hop count is not larger than the previously received RREQs. The proposed
route selection algorithm only selects two routes. However, the algorithm can be
extended to select more than two routes. In the algorithm, the destination sends
an RREP for the first RREQ it receives, which represents the shortest delay
path. The destination then waits to receive more RREQs. From the received
RREQs, the path that is maximally disjoint from the shortest delay path is
selected. If more than one maximally disjoint path exists, the shortest hop path
is selected. If more than one shortest hop path exists, the path whose RREQ was
received first is selected. The destination then sends an RREP for the selected
RREQ.

AOMDYV. AOMDYV [13] is an extension to the AODV protocol for computing
multiple loop-free and link-disjoint paths. To keep track of multiple routes, the
routing entries for each destination contain a list of the next-hops along with
the corresponding hop counts. All the next hops have the same sequence num-
ber. For each destination, a node maintains the advertised hop count, which
is defined as the maximum hop count for all the paths. This is the hop count
used for sending route advertisements of the destination. Each duplicate route
advertisement received by a node defines an alternate path to the destination.
To ensure loop freedom, a node only accepts an alternate path to the destination
if it has a lower hop count than the advertised hop count for that destination.
Because the maximum hop count is used, the advertised hop count therefore
does not change for the same sequence number. When a route advertisement is
received for a destination with a greater sequence number, the next-hop list and
advertised hop count are reinitialized.

AOMDYV can be used to find node-disjoint or link-disjoint routes. To find
node-disjoint routes, each node does not immediately reject duplicate RREQs.
Each RREQ arriving via a different neighbor of the source defines a node-disjoint
path. This is because nodes cannot broadcast duplicate RREQs, so any two
RREQs arriving at an intermediate node via a different neighbor of the source
could not have traversed the same node. In an attempt to get multiple link-
disjoint routes, the destination replies to duplicate RREQs regardless of their
first hop. To ensure link-disjointness in the first hop of the RREP, the destination
only replies to RREQs arriving via unique neighbors. After the first hop, the
RREPs follow the reverse paths, which are node-disjoint and thus link-disjoint.
The trajectories of each RREP may intersect at an intermediate node, but each
takes a different reverse path to the source to ensure link-disjointness.
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AODVM. AODVM [11] is an extension to AODV for finding multiple node-
disjoint paths. Intermediate nodes are not allowed to send a route reply directly
to the source. Also, duplicate RREQ packets are not discarded by intermediate
nodes. Instead, all received RREQ packets are recorded in an RREQ table at the
intermediate nodes. The destination sends an RREP for all the received RREQ
packets. An intermediate node forwards a received RREP packet to the neighbor
in the RREQ table that is along the shortest path to the source. To ensure that
nodes do not participate in more than one route, whenever a node overhears one
of its neighbors broadcasting an RREP packet, it deletes that neighbor from its
RREQ table. Because a node cannot participate in more than one route, the
discovered routes must be node-disjoint.

Comparison of Unipath and Mulitpath Routing. The main advantage
of DSR over AODV is its simplicity. In DSR, while nodes do maintain route
caches, they do not need to maintain routing tables with forwarding informa-
tion, as in AODV. However, with DSR, more overhead is incurred in routing
data packets, since the entire route must be specified in the packet header. The
multipath extensions to DSR and AODYV inherit these advantages and disadvan-
tages from their parent protocols. Therefore, the main advantage of SMR, and
any multipath extension to DSR, is simplicity.

Both AODV and DSR allow for intermediate nodes to respond to RREQs,
which can reduce the time for route discoveries. However, both SMR and
AODVM do not allow intermediate nodes to reply to route discoveries, in order
to ensure that the destination can select disjoint paths. The primary advantage
of AOMDYV is that it allows intermediate nodes to reply to RREQs, while still
selecting disjoint paths. All three multipath protocols do not reject duplicate
RREQs at intermediate nodes. This allows for the discovery of more paths. Ho-
wever, it also results in more message overhead during route discovery due to
increased flooding. Additionally, in the multipath protocols the destination re-
plies to multiple RREQs, which results in more overhead. However, in SMR and
AOMDV, the destination only replies to a subset of the received RREQs.

The primary disadvantages of multipath routing protocols compared to uni-
path protocols are complexity and overhead. In the case of mulipath extensions
to AODV, maintaining multiple routes to a destination results in larger routing
tables at intermediate nodes. In multipath routing, as discussed in the next sec-
tion, the method by which packets are allocated to the multiple routes must be
taken into account. Multipath routing can result in packet reordering. In unipath
routing, traffic allocation is not an issue, since only one route is used.

Traffic Allocation. Once the source node has selected a set of paths to the
destination, it can begin sending data to the destination along the paths. The
traffic allocation strategy used deals with how the data is distributed amongst
the paths. The choice of allocation granularity is important in traffic allocation.
The allocation granularity specifies the smallest unit of information allocated to
each path. For instance, a per-connection granularity would allocate all traffic for
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one connection to a single path. A per-packet granularity would distribute the
packets from multiple connections amongst the paths. A per-packet granularity
results in the best performance [14]. This is because it allows for finer control
over the network resources. It is difficult to evenly distribute traffic amongst the
paths in the per-connection case, because all the connections experience different
traffic rates. If a round-robin traffic allocation approach is used, however, a per-
packet granularity may result in packets arriving out-of-order at the destination.
Packet reordering is an issue that needs to be dealt with in multipath routing,
possibly at the transport layer.

4.3 Link Layer Issues

Nodes in an ad hoc network communicate through the wireless medium. If a sha-
red channel is used, neighboring nodes must contend for the channel. When the
channel is in use by a transmitting node, neighboring nodes hear the transmis-
sion and are blocked from receiving from other sources. Furthermore, depending
on the link layer protocol, neighboring nodes may have to defer transmission
until the channel is free. Even when multiple channels are used, the quality of
neighboring transmissions may be degraded due to interference. Nodes within
transmission range of each other are said to be in the same collision domain.

We now consider the situation where multipath routing is used and the mul-
tiple paths are used simultaneously to route data. Even if the multiple paths are
node-disjoint, transmissions along the routes may interfere if some nodes among
the routes are in the same collision domain. While node-disjointedness may en-
sure failure independence, it does not ensure transmission independence. When
choosing multiple paths, it is important to choose paths that are as independent
as possible to ensure the least interference between the paths.

Multiple metrics can be used to calculate the relative degree of independence
among a set of paths, namely correlation [15] and coupling [16]. The correlation
factor between two node-disjoint paths is defined as the total number of links
connecting the paths [15]. Note that the correlation factor only applies to node-
disjoint paths. The coupling between two paths is calculated as the average
number of nodes that are blocked from receiving data along one of the paths when
a node in the other path is transmitting [16]. The advantage of using coupling
as a metric is that it can be used for both disjoint and non-disjoint routes.
Non-disjoint routes are considered highly coupled. Choosing paths that have
low coupling or correlation can improve the performance of multipath routing.

5 Applications of Multipath Routing

Multipath routing can be used to support a variety of applications in MANETS.
In this section, we present proposed multipath routing methods that support
reliability (fault tolerance), energy conservation, minimization of end-to-end de-
lay, and satisfying bandwidth requirements. Finally, we discuss an example ar-
chitecture which uses source coding that utilizes multipath route discovery and
maintenance, along with traffic allocation to support video over MANETS.
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5.1 Supporting Reliability (Fault Tolerance)

Satisfying Reliability Requirements. MP-DSR is a multipath QoS-aware
extension to DSR proposed in [17]. The protocol attempts to provide end-to-end
reliability as the QoS metric. End-to-end reliability is defined as the probability
of sending data successfully within a time window. The end-to-end reliability is
calculated from the reliabilities of the paths used for routing. The path reliabi-
lity is calculated from the link availabilities. Link availability is defined as the
probability that a link is available from time ty + ¢, given that it is an active link
at time to [18]. Path reliability is the product of the link availabilities along the
path, assuming the link availabilities are independent. The end-to-end reliability
is 1 =], (1—k), where k is the path reliability of a path, and K is the set of
all paths. Essentially, the end-to-end reliability is the probability that at least
one path does not fail within the given time window. Figure 6 shows an example
of how to compute the end-to-end reliability given a multipath route and the
link availabilities of each path. Notice that the end-to-end reliability is higher
than any of the path reliabilities.

The operation of MP-DSR is as follows. The application first supplies MP-
DSR with a path reliability requirement. MP-DSR then determines the number
of paths needed and lowest path reliability requirement each path must provide.
The source then sends RREQ messages intended for the destination node to
its neighbors containing this requirement and the end-to-end requirement. The
RREQ message also contains the traversed path, and the accumulated path re-
liability. The intermediate nodes check to see if the RREQ message still meets
the reliability requirements. If so, the node updates the accumulated path re-
liability based on the availability of the link just traversed, and forwards the
message to its neighbors. If the RREQ message no longer meets the require-
ments, the message is discarded. When the destination receives all the RREQ
messages, it sorts the messages according to the path reliabilities, and selects a
set of disjoint paths that together satisfy the end-to-end reliability requirement.
An RREP message is sent along each path back to the source. When the source
receives the RREPs, it can begin using the multiple paths to route data.

Route maintenance can be performed when all routes fail or when the timer
window expires. If all routes fail, the route discovery process is simply reinitiated.
When the timer window expires, the source sends a route check messages along
the paths to collect the path reliabilities. The destination replies to the route
check messages. The source collects all the replies, and checks to see if the paths
still meet the reliability requirement within a certain tolerance level. If validation
is unsuccessful, then route discovery is triggered. One advantage of MP-DSR
is that QoS characteristics are collected using local information available at
intermediate nodes. Therefore, global knowledge is not required.

Hybrid Network for Enhanced Reliability. As discussed before, based on
the results in [11], it may be difficult to find a suitable number of node disjoint
paths between two nodes to provide the necessary fault tolerance and reliability.
However, some ad hoc networks may contain heterogeneous nodes, where some
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Fig. 6. Example network with multipath route consisting of three paths from S to D.
The calculated path reliabilities are given to the right. The end-to-end reliability is
calculated to be 0.89.

nodes are more reliable than other nodes. For instance, in a battlefield, low-
powered sensors or handhelds may be deployed in the field, with high-powered,
reliable, and secure nodes located in tanks or large vehicles. A scheme is proposed
in [11] that takes advantage of reliable nodes to construct a reliable path between
two nodes. In this scheme, a reliable path essentially consists of reliable nodes or
reliable nodes connected by multiple node disjoint paths. Specifically, a reliable
path is formed by concatenating reliable segments. A segment is deemed reliable
if it consists totally of reliable nodes, or if there are a certain number of disjoint
paths connecting the two reliable nodes. Refer to Figure 7 for an illustration of
this scheme. AODVM is used to find node-disjoint paths between the nodes.

In order to see performance gains, the reliable nodes should not be deployed
randomly, especially when the number of reliable nodes is small. It is difficult to
find multiple disjoint paths between two nodes because there may exist sparse
areas between the nodes that act as a "bottleneck” area, as in Figure 7. The-
refore, reliable nodes are deployed in these areas to provide reliable paths. The
objective is to position reliable nodes such that the probability of establishing a
reliable path between any two arbitrary nodes is maximized. The reliable nodes
gather topology information from surrounding nodes to determine where to po-
sition themselves. Depending on the mobility of the nodes, the reliable nodes
may have to reposition themselves. The reliable nodes should be faster than the
other nodes, such that they can adapt to node mobility in a timely fashion. Since
the reliable nodes are more powerful than other nodes, it is not unreasonable
to believe that they are faster. For instance, reliable nodes may be located in
large vehicles while the other nodes are carried by pedestrians. Results in [11]
show that the deployment of only a few reliable nodes (10% of total nodes in
the network) can result in an increase in the probability of establishing reliable
paths between arbitrary nodes.
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Fig. 7. Example of a reliable path between S and D [11]. The reliable path is formed
by the concatenation of three reliable segments. Segment 1 and segment 3 are reliable
because there are a suitable number of disjoint paths between the endpoints. In this
example there must be three disjoint paths between the endpoints for the segment to
be deemed reliable. Segment 2 is reliable because it consists entirely of reliable nodes.

Packet Salvaging for Fault Tolerance. When using multiple paths for fault
tolerance, if a source cannot send a packet due to a route failure, the packet
can be routed along an alternate route. However, if only the source maintains
multiple routes to the destination, when a route fails, a RERR message must
propagate from an intermediate node all the way to the source before the packet
can be routed along an alternate route. With packet salvaging [19], intermediate
nodes maintain multiple routes to the destination, and a RERR message pro-
pagates upstream only until an intermediate node can forward the packet along
an alternate route. This obviously reduces the packet delay for recovering from
a route failure.

A multipath extension to DSR that employs packet salvaging is proposed in
[20]. In this scheme, the first RREQ received by the destination is selected as
the primary route. The destination node then supplies each intermediate node
in the primary route with a link disjoint route to the destination. To do this, the
destination sends the RREP for a received RREQ directly to the intermediate
node the RREQ traversed, instead of to the source. It is possible that not all
intermediate nodes will receive an alternate route to the destination. Figure 8
depicts this scheme. Whenever an intermediate node along the primary route
fails to forward a packet to the next node due to a link failure, it switches to
its alternate route. It does this by replacing the unused portion of the route
in the packet header with the new alternate route. For instance, referring to
Figure 8, if link L; fails, node n; will replace L, — Ly in the packet header
with P;. When a link along P; breaks, a RERR message is sent upstream until
it reaches n;_1, which then switches to path P;_;. The intermediate node is
subsequently responsible for modifying all packet headers to use the alternate
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route. When the source receives a RERR message, it means all alternate routes
have failed, and therefore, a new route discovery must be performed.

Fig. 8. An example of multipath protocol proposed in [20]. Each intermediate node n;
along the primary path has an alternate route P; to the destination D.

The previous scheme only uses one route at a time. That is, alternate rou-
tes are only used when the current route fails. This may result in unused routes
becoming stale. A similar multipath protocol called CHAMP (Caching and Mul-
tipath Routing) [19] uses round-robin traffic allocation to keep routes fresh. It
also employs cooperative packet caching to improve fault tolerance. In CHAMP,
the source broadcasts an RREQ when it doesn’t have a route to the destination.
Intermediate nodes forward the RREQ until it reaches the destination. While
receiving RREQs, an intermediate node keeps track of the neighbors that are
on an equal shortest path back to the source. The destination sends an RREP
if the route in the RREQ is less than or equal to the shortest route received. A
node only accepts the shortest routes to the destination, and the routes must be
of equal length. When routing a packet to a destination, a node sends the packet
along the least used route, thereby spreading data packets over all the available
routes. Routes are of equal length in order to help reduce out-of-order packets
arriving at the destination. CHAMP allows for non-disjoint paths.

CHAMP takes advantage of temporal locality in routing, where a dropped
packet is a recently sent packet. Each node keeps a cache of packets it recently
forwarded. If a node is unable to forward a packet to the next hop neighbor
along a route, the route is removed from the route cache. If an alternate route
to the destination is available, the node forwards the packet along this route.
If no alternate routes are available, the node broadcasts a RERR message with
the packet information. When a node receives a RERR message for a particular
packet, it removes the corresponding route from its route cache. It then checks
to see if it has the packet in its data cache. If it has the packet cached and an
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alternate route to the destination is available, the packet is forwarded along this
route. Otherwise, the node re-broadcasts the RERR message, and the process
continues. If the source node of a packet receives a RERR message for that packet
and no alternate routes to the destination are available, the source initiates a
route discovery.

In both of the previous studies [19] [20], it was found that maintaining just one
alternate route at each node was optimal in terms of performance. Maintaining
multiple routes at intermediate nodes results in less frequent route discoveries.
Both protocols demonstrate how link disjoint paths work adequately well for
fault tolerance purposes.

Diversity Coding. A multipath traffic allocation scheme for ad hoc networks
that uses M-for-N diversity coding is proposed in [21]. In this scheme, a packet
is split up into N equal size blocks. Then, M blocks of the same size are added
to the packet as overhead. The additional blocks are calculated from the N
blocks, and provide redundant information. The N + M total blocks are then
allocated to the multiple available paths. Based on the M-for-N coding scheme,
if no more than M blocks are lost, the original packet can be reconstructed from
the received blocks.

The main idea behind this scheme is to allocate the blocks amongst the
routes such that the probability of losing no more than M blocks is maximized.
Therefore, it is reasonable to believe that more blocks should be assigned to more
reliable routes. In this scheme, each path is assigned a probability of success.
The paths are assumed to be total erasure channels, in which either all the
data or no data sent along the channel is received at the destination. Therefore,
if a path fails, all the blocks sent along that path are lost. Otherwise, all the
blocks are received. An equation is developed in [21] to compute the probability
of success, or the probability that no more than M blocks are lost, based on
the probabilities assigned to each path and how the blocks are allocated. The
equation is maximized to determine which routes to use and how the blocks
should be allocated to each route. An observation in [21] was made that in the
limit as the number of paths becomes large, the probability of success is 100%.

This scheme requires the existence of a mechanism to assign path success
probabilities. Mechanisms for calculating path reliability do exist [17] [18]. The
coding scheme used should also be relatively fast. The amount of overhead added
to each packet obviously should be less than the actual size of the packet in order
to see performance gains.

5.2 Minimizing End-to-End Delay

A traffic allocation scheme is proposed in [22] that uses weighted round robin
packet distribution to improve the delay and throughput. In this scheme, the
source node maintains a set of multiple paths to the destination, and distribu-
tes the load amongst the paths according to the RTT of each path. Paths that
have a smaller RTT are allocated more consecutive packets. It is assumed in
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this scheme that the RTT of each path is inversely proportional to the available
bandwidth. To justify this, it is assumed that ad hoc networks have less hetero-
geneity than WAN, and the bandwidth-delay product is a constant. Therefore,
traffic is distributed amongst the paths proportional to the available bandwidth
of the paths. In addition to improving the end-to-end delay, the scheme can also
improve network congestion. A multipath extension to DSR called MSR is used
by the source node to find multiple paths to the destination. Disjoint paths are
preferred to ensure path independence.

The scheme proposed in [23] attempts to minimize the end-to-end delay for
sending a volume of data from source to destination by using multipath routing
and intelligent traffic allocation. In this scheme, data is routed along multiple
paths in sequential blocks. Since routes may break before all the data is trans-
mitted, new paths must be discovered. The scheme divides the total data into
chunks and uses a new set of multiple paths to route each chunk. Pre-emptive
route discoveries are done to find new paths before route errors occur. In order
to determine how to distribute data amongst the paths, the scheme uses a me-
chanism to predict the lifetime of a path. The lifetime of a path is determined
by the link affinity, which is a prediction of the life span of a link. The affinity
is calculated based on the transmission range of the nodes, distance between
nodes, and the average velocity of the nodes. A path’s stability is defined as the
smallest link affinity along the path.

The route discovery process is essentially an extension to DSR. One extension
to DSR is that intermediate nodes append the link affinity value to route reply
packets. Therefore, when the source receives the route replies, it can determine
the stability of each path. Also, the source node records the time it sends a
route request and the times each route reply is received, so that it has the
total time of route discovery. This time indicates the delay of the path due to
congestion, packet transmission, and hop count. In the scheme, an optimization
problem is defined that minimizes the average network delay for sending the data,
based on the constraints that data is distributed among multiple paths and the
distributed data must reach the destination within the lifetime of those paths.
Given the set of discovered stable paths with their corresponding delay and hop
counts, the optimization problem selects a subset of the paths and determines
how data will be distributed amongst the paths. A chunk of the total data is then
distributed among the selected paths. Before transmission of the data chunk is
complete, a new route discovery process is performed to find new routes. The
route discovery is performed at a time such that the new routes are available just
before transmission of the chunk is complete. The optimization problem is then
calculated again for the new routes, and another data chunk is transmitted. The
process continues until the total data volume is transmitted to the destination.
This is a good example of a comprehensive scheme that employs mechanisms for
route discovery, traffic allocation, and route maintenance to improve the QoS.
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5.3 Satisfying Bandwidth Requirements

A bandwidth reservation scheme for ad hoc networks that uses multipath routing
is proposed in [24]. The protocol attempts to find multiple paths that collectively
satisfy the bandwidth requirements. The original bandwidth requirement is es-
sentially split into multiple sub-bandwidth requirements. Each sub-path is then
responsible for one sub-bandwidth requirement. This protocol is on-demand and
uses the local bandwidth information available at each node for discovering rou-
tes. A ticket-based approach is used to search for multiple paths. In this approach
a number of probes are sent out from the source, each carrying a ticket. Each
probe is responsible for searching one path. The number of tickets sent con-
trols the amount of flooding that is done. Each probe travels along a path that
contains the necessary bandwidth.

The source initially sends a certain number of tickets each containing the
total bandwidth requirement. The tickets are sent along links that contain suffi-
cient bandwidth to meet the requirement. When an intermediate node receives
a ticket, it checks to see which links have enough bandwidth to meet the re-
quirement. If it finds some, it then chooses a link, reserves the bandwidth, and
forwards the ticket on the link. If no links have the required bandwidth, the node
reserves bandwidth along multiple links such that the sum of the reserved band-
widths equals the original requirement. In this way, the bandwidth requirement
is split into sub-bandwidth requirements equaling the bandwidths reserved along
each of the links. The original ticket is split into sub-tickets, with each sub-ticket
being forwarded along one of the links. Each sub-ticket is then responsible for
finding a multi-path satisfying the sub-bandwidth requirement. If no links can
be found to satisfy the bandwidth requirements, the intermediate node drops the
ticket. Links with more available bandwidth are preferred. An example of the
route discovery process is given in Figure 9. The destination eventually receives
multiple tickets or sub-tickets comprising a whole ticket. The destination chooses
a single ticket, which represents a uni-path, or a group of sub-tickets compri-
sing a whole ticket, which represents a multipath, and sends a route reply. The
route replies traverse the reverse paths taken by the sub-tickets, confirming the
bandwidth reservations along the way.

The above ticket-based approach does not specify how the available link
bandwidth is determined. Specifically, the approach does not deal with the ra-
dio interference problem. To address this issue, a multipath protocol that uses
the CDMA-over-TDMA model is proposed in [25]. In this model, bandwidth is
calculated and reserved based on the free time slots of links. In this approach,
the network is flooded during route discovery to search for paths. Each RREQ
packet accumulates the link-state of the path it traverses. The link-state corre-
sponds to the free time slot list for each of the traversed links. For each RREQ
packet the destination receives, the maximal bandwidth available on the path
is determined based on the free time slots. The destination keeps track of the
accumulated bandwidth for the paths it has discovered. Once the destination re-
ceives enough paths to satisfy the bandwidth requirement, it can send the route
replies and reserve the time slots along the paths.
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——» ticket TID=1
------------ » sub-ticket TID = 2.1
————— » sub-ticket TID =2.2

Fig. 9. Example of the route discovery process for bandwidth reservation scheme pro-
posed in [24]. The links are labeled with their available bandwidth. Each message is
labeled with the tuple (ticket ID, bandwidth requirement). Ticket IDs are assigned in
a hierarchical fashion (Ticket 2.1 is a sub-ticket of ticket 2). Node S initially distribu-
tes two tickets. Node X drops ticket 1, because not enough bandwidth is available to
proceed. Node S divides ticket 2 into sub-tickets 2.1 and 2.2, with sub-requirements 3
and 1 respectively. The sub-tickets merge at node W and take the same path to node
D. D receives 2 paths to the destination: SYWZD and SWZD.

In the time-slotted scheme, intermediate nodes do not drop the RREQ
packets, as in the ticket-based scheme. The time-slotted approach accumula-
tes the link-state of the entire path, and the destination can construct a partial
network topology with corresponding link state in an on-demand fashion. The
ticket-based approach makes hop-by-hop decisions based on only local link-state,
and intermediate nodes drop RREQ packets when not enough bandwidth is avai-
lable on the local links. Because intermediate nodes do not drop RREQs, the
time-slotted approach can potentially find more paths. The bandwidth allocation
along the paths can also be maximized, since the link-state is available for the
entire path. However, these advantages come at the expense of higher message
overhead, because the network is looded and RREQs must store the entire path
link-state. Both approaches allow for non-disjoint paths.

5.4 Minimizing Energy Consumption

Since a MANET may consist of nodes which are not able to be re-charged in an
expected time period, energy conservation is crucial to maintaining the life-time
of such a node. In networks consisting of these nodes, where it is impossible
to replenish the nodes’ power, techniques for energy-efficient routing as well as
efficient data dissemination between nodes is crucial. An energy-efficient mecha-
nism for unipath routing in sensor networks called directed diffusion has been
proposed in [26]. Directed diffusion is an on-demand routing approach. In direc-
ted diffusion, a (sensing) node which has data to send periodically broadcasts it.
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When nodes receive data, they send a reinforcement message to a pre-selected
neighbor which indicates that it desires to receive more data from this selected
neighbor. As these reinforcement messages are propagated back to the source, an
implicit data path is set up; each intermediate node sets up state that forwards
similar data towards the previous hop.

Directed diffusion is an on-demand routing approach; it was designed for
energy efficiency so it only sets up a path if there is data between a source
and a sink. However, the major disadvantage of the scheme, in terms of energy-
efficiency, is the periodic flooding of data. In order to avoid the flooding overhead,
[27] proposes the setup and maintenance of alternate paths in advance using a
localized path setup technique based upon the notion of path reinforcement.
The goal of a localized reinforcement-based mechanism is for individual nodes
to measure short term traffic characteristics and choose a primary path as well
as a number of alternate paths based upon their empirical measurements. An
alternate path is intended to be used when the primary fails. ”Keep-alive” data is
sent through the alternate paths even when the primary path is in use. Because
of this continuous "keep-alive” data stream, nodes can rapidly switch to an
alternate path without going through a potentially energy-depleting discovery
process for a new alternate path.

A multipath routing technique which uses braided multipaths is also pro-
posed in [27]. Braided multipaths relax the requirement for node disjointness.
Multiple paths in a braid are only partially disjoint from each other and are
not completely node-disjoint. These paths are usually shorter than node-disjoint
multipaths and thus consume less energy resources; alternate paths should con-
sume an amount of energy comparable to the primary path. A simple localized
technique for constructing braids is as follows. A source sends out a primary path
reinforcement to its (primary path) neighbor as well as alternate path reinforce-
ments to its (alternate path) neighbors. Each node in the network performs this
same neighbor and path selection process. The evaluation of the performance of
the proposed energy constrained algorithms is a function of the overall goal of
minimizing energy resources. It was found that energy-efficient multipath rou-
ting using the braided multipath approach expends only 33% of the energy of
disjoint paths for alternate path maintenance in some cases, and have a 50%
higher resilience to isolated failures.

5.5 Example Application: Source Coding for Video Support

A system for transporting video over ad hoc networks using multipath routing
and source coding is proposed in [28]. The system considers two types of source
coding: multiple-description coding and layered coding. Both types of coding
create multiple sub-streams out of a single video stream. In multiple-description
coding, each sub-stream has equal importance, and therefore, each sub-stream
contributes equally to the quality level. In layered coding, a base layer stream is
created along with multiple enhancement layer streams. The base layer stream
provides a basic level of quality, while each enhancement layer stream if correctly
received adds to the quality. Therefore, in layered coding, base layer packets
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should be sent along more reliable paths to ensure that they are received at the
destination.

In the system, the source maintains multiple paths to the destination and
reserves bandwidth along the paths such that the total bandwidth falls within
an acceptable range. The total number of paths is not necessarily equal to the
number of streams. Therefore, a path may carry packets from different streams.
Similarly, packets from one stream may be allocated to different paths. The task
of the source is to allocate the packets from each stream among the paths such
that a minimum level of quality can be observed at the receiver. Depending
on the path conditions and application requirements, the source chooses to use
multiple-description coding or layered coding. The source coder also must adjust
the rate allocation to each stream depending on the available bandwidth. Using
intelligent path selection and traffic allocation along with adaptive source coding,
the system can adapt well to fluctuating network conditions caused by path
failures or changes in available bandwidth. Refer to Figure 10 for a depiction of
the system architecture.

I ! ! I
2 Setof 2
video 2 3 ] K 3 2
source | Video + | Traffic . routes Rese- ! Video
allocat- ' N
encoder . o . to . quencer * | decoder
. . destina- ) .
M K tion « M
video multiple video
substreams paths substreams

Fig. 10. Architecture for multipath source coding system proposed in [28].

A scheme to provide reliable transport for video specifically using layered
coding along with multipath routing is proposed in [29]. In the proposed scheme,
the video data is encoded into two layers: the base layer and one enhancement
layer. The source uses two disjoint paths to the destination to route data. Base
layer packets are sent along one path, while enhancement layer packets are sent
along the other path. Base layer packets are protected using Automatic Repeat
Request (ARQ). When a base layer packet is lost, the destination sends an ARQ
request to the source. When an ARQ request is received, the source retransmits
the base layer packet along the enhancement layer path to ensure timely arrival
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of the base layer packet, and the enhancement layer packet being transmitted at
that time instance is discarded. The necessary bandwidth for the base layer and
enhancement layer paths are reserved using a signaling protocol. This scheme is
depicted in Figure 11.

Path 1 B §§ >

Path 2 : i § §

l BL packets D EL packets

D retransmitted BL packets

Fig. 11. Multipath layered coding scheme proposed in [29]. Base layer (BL) packets
are sent along path 2, while enhancement layer (EL) packers and retransmitted BL
packets are sent along Path 1.

As packet drops increase due to congestion or degraded network conditions,
enhancement layer packets are dropped at the source in favor of retransmitted
base layer packets. This attempts to ensure that a basic level of quality is al-
ways achieved at the destination. Using layered coding along with ARQ would
work well when using lossy paths and if the extra delay for retransmissions is
acceptable.

6 Future Work

In this paper, we have presented multipath routing in ad hoc networks mostly
in terms of the network layer. We have not made mention of the interaction
of multipath routing with the transport layer, in particular, TCP. The main
issue that must be dealt with at the transport layer is the arrival of out-of-
order packets when multiple paths are used in a round-robin fashion. In TCP,
out-of-order packets are assumed to signal congestion in the network, at which
point TCP reduces its window size. This can have a detrimental effect on the
overall throughput seen by TCP connections. Therefore, the implementation of
a TCP-friendly multipath protocol is necessary. We have discussed CHAMP,
which uses equal length paths to reduce out-of-order packets. However, finding
only equal length paths puts a restriction on the number of paths you can find. If
unequal paths are chosen, there could also be ways to perform intelligent traffic
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allocation depending on path lengths and path delays such that out-of-order
packets are minimized. For instance, sending later packets over shorter paths
and earlier packets over longer paths may result in reduced out-of-order packets
at the receiver. This implies intelligently sending packets out-of-order such that
they arrive in-order at the receiver.

In our discussion of using multipath routing to support QoS, most of the
protocols proposed only provide QoS in terms of specific metrics, such as band-
width, delay, or reliability. However, it may be necessary to develop mechanisms
to support QoS in terms of multiple metrics. For instance, when searching for
multiple paths that have the required bandwidth, it is desirable to find reliable
paths. Given the faulty nature of MANETS, constructing a multipath route that
meets the bandwidth requirements while also meeting certain reliability requi-
rements would result in better performance. Also, the mechanisms proposed for
supporting QoS in terms of delay only attempt to minimize or improve on the
delay. It would be desirable to develop a multipath protocol that can provide
delay bounds or guarantees, which are required by some real-time applications.
Using multipath routing to provide adaptive QoS using source coding is also
a promising technique that can be expanded upon for applications other than
video.
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Abstract. As aresult of recent significant technological advances, a new
computing and communication environment, Mobile Ad Hoc Networks
(MANET), is about to enter the mainstream. A multitude of critical as-
pects, including mobility, severe limitations and limited reliability, create
a new set of crucial issues and trade-offs that must be carefully taken
into account in the design of robust and efficient algorithms for these en-
vironments. The communication among mobile hosts is one among the
many issues that need to be resolved efficiently before MANET becomes
a commodity.

In this paper, we propose to discuss the communication problem in MA-
NET as well as present some characteristic techniques for the design, the
analysis and the performance evaluation of distributed communication
protocols for mobile ad hoc networks. More specifically, we propose to
review two different design techniques. While the first type of protocols
tries to create and maintain routing paths among the hosts, the second
set of protocols uses a randomly moving subset of the hosts that acts
as an intermediate pool for receiving and delivering messages. We dis-
cuss the main design choices for each approach, along with performance
analysis of selected protocols.

1 Introduction

With the recent dramatic progress in computer platforms and wireless commu-
nications, mobile ad hoc networks (MANET) are about to enter the mainstream
without however having created yet a solid algorithmic basis for coping with
a new set of crucial issues and inherent trade-offs. Critical features, including
mobility, severe limitations in power and communication capabilities and limi-
ted reliability, have to be carefully taken into account towards designing efficient
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and robust algorithms for such environments. The communication among mobile
hosts is one among the many important issues that need to be resolved efficiently
before MANET becomes a commodity.

The problem of communication among remote mobile hosts is one of the most
fundamental problems in mobile ad-hoc networks and is at the core of many dis-
tributed algorithms, such as counting the number of hosts, leader election, data
processing just to mention a few. In mobile ad-hoc networks, a node M H, that
wants to communicate with M H,. might not be within communication range,
however it could communicate if other hosts lying “in between” them are willing
to forward the packets on their behalves.

The simplest way to establish communication in such networks is to perform
the basic flooding paradigm. By flooding, we mean a distributed process of bro-
adcasting a packet to all nodes within the transmission radius of the initiating
sender and so on, until all nodes in the sender’s “connected component” receive
the packet. It is evident that such an approach will waste a large portion of the
available bandwidth and therefore it is inefficient to use such schemes.

In order to avoid the flooding problem, several protocols have been proposed
in the related literature. A possible categorization of these protocols is based on
the approach taken to establish a reliable communication. One approach tries
to construct new paths and update these paths dynamically between the mobile
hosts. The second approach, instead avoids path creation and maintenance by
taking advantage of the hosts movement and accidental meetings in the network
area.

1.1 The Path Construction and Maintenance Approach

In an attempt to overcome the inefficiency of the flooding protocols, some al-
gorithms have been proposed that try to construct a a dynamic-graph, e.g.,
connectivity related dynamic data structure that represents the topology of the
network by a series of message passing. By taking advantage of such a data
structure, messages can be transmitted over a limited number of intermediate
hosts that interconnect M H, with M H,., also known as routing paths or routes.
Indeed, this approach is common in ad-hoc mobile networks that either cover a
relatively small space (i.e., the temporary network has a small diameter in terms
of the transmission range), or it is dense (i.e., comprised of thousands of wireless
hosts). In such a case, since almost all “intermediate” locations are occupied
by some hosts, communication is possible and broadcasting can be efficiently
accomplished as outlined in [1].

In [9139], the authors propose the Dynamic Source Routing (DSR) protocol,
which uses on-demand route discovery. There exists several DSR protocol variati-
ons. Ecah of the variations tries to optimize the route discovery overhead. Global
positioning system information has been used to reduce the message overhead
mainly due to the flooding paradigm. In [6]7], Boukerche et. al. propose two
modifications to the DSR ad-hoc routing protocol: (1) Use geographic location
information for propagating route requests, and (2) Randomly choosing only a
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subset of neighbors to which to forward a route request message. The results
obtained in [7] are quite encouraging.

In [40], the authors present the Ad Hoc On Demand Distance Vector rou-
ting (or AODV) protocol that also uses a demand-driven route establishment
procedure. More recently two mechanisms have been proposed to deal with the
congestion control and communication problems within the AODV routing pro-
tocol. First, the authors in [3] have investigated a randomized approach of the
AODV protocol. Then they have presented a preemptive ad hoc on-demand
distance vector routing protocol for mobile ad hoc networks [4[5]. They have
reported a set of simulation experiments to evaluate their performance when
compared to the original AODV on-demand routing protocol. The results they
have obtained were quite encouraging.

In [34135], the authors have presented a Temporally-Ordered Routing Algo-
rithm (TORA), designed to minimize reaction to topological changes by locali-
zing routing-related messages to a small set of nodes near the change. [36)23]
attempt to combine proactive and reactive approaches in the Zone Routing Pro-
tocol (ZRP), by initiating route discovery phase on-demand, but limit the scope
of the proactive procedure only to the initiator’s local neighborhood. Geogra-
phic location information using global positining system (GPS) has also been
investigated for the ZRP protocol in [8] using a similar approach as in [7]. In
[28], the authors have proposed the Location-Aided Routing (LAR) protocol that
uses a global positioning system to provide location information to improve the
performance of the protocol by limiting the search for a new route in a smal-
ler “request zone”. Several other contributions in this volume study algorithms
and implementations for MANETS, in particular [20] which discusses a new rou-
ting protocol that allows for Quality-of-Service based routing including power
awareness, and [2733)].

1.2 The “Support” Approach

In contrast to all such methods, in [I5/TT[T4] a new framework is introduced for
protocols designed for highly dynamic movement of the mobile users. The idea
of the approach is to take advantage of the mobile hosts natural movement by
exchanging information whenever mobile hosts meet incidentally. Specifically, the
protocol framework proposes the idea of forcing a small subset of the deployed
hosts to move as per the needs of the protocol. This set of hosts is called the
“support” of the network (denoted by X'). Assuming the availability of such
hosts, the designer can use them suitably by specifying their motion in certain
times that the algorithm dictates.

This approach may be particularly useful in cases of rapid deployment of
a number of mobile hosts, where it is possible to have a small team of fast
moving and versatile vehicles, to implement the support. These vehicles can be
cars, jeeps, motorcycles or helicopters. This small team of fast moving vehicles
can also be a collection of independently controlled mobile modules, i.e. robots.
This specific approach is similar to [42] that studies the problem of motion co-
ordination in distributed systems consisting of such robots, which can connect,
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disconnect and move around. Having the support moving in a coordinated way,
i.e. as a chain of nodes, has some similarities to [42].

Definition 1. The subset of the mobile hosts of an ad-hoc mobile network whose
motion is determined by a network protocol P is called the support X of P. The
part of P which indicates the way that members of X move and communicate is
called the support management subprotocol My of P.

The scheme follows the general design principle of mobile networks (with a
fixed subnetwork however) called the “two tier principle” [26], stated for mobile
networks with a fixed subnetwork however, which says that any protocol should
try to move communication and computation to the fixed part of the network.
The assumed set of hosts that are coordinated by the protocol simulates such
a (skeleton) network; the difference is that the simulation actually constructs a
coordinated moving set.

In a recent paper ([29]), Q.Li and D.Rus present a model which has some
similarities to the support approach. The authors give an interesting, yet dif-
ferent, protocol to send messages, which forces all the mobile hosts to slightly
deviate (for a short period of time) from their predefined, deterministic routes,
in order to propagate the messages. Their protocol is, thus, compulsory for any
host and it works only for deterministic host routes. It considers the propagation
of only one message (end to end) each time, in order to be correct. In contrast,
the support scheme allows for simultaneous processing of many communication
pairs. In their setting, [29] shows optimality of message transmission times.

2 The AODV Protocol

The Ad-Hoc On-Demand Distance Vector (AODV) routing protocol described
in [3§] builds on the DSDV algorithm ([37/39]). AODV is an improvement on
DSDV because it typically minimizes the number of required broadcasts by crea-
ting routes on a demand basis, as opposed to maintaining a complete list of
routes as in the DSDV algorithm. AODV is a pure on-demand route acquisition
system, since nodes that are not on a selected path do not maintain routing
information or participate in routing table exchanges ([3]]).

When a source node desires to send a message to some destination node and
does not already have a valid route to that destination, it initiates a path disco-
very process to locate the other node. It broadcasts a route request (RREQ) packet
to its neighbors, which then forward the request to their neighbors, and so on,
until either the destination or an intermediate node with a “fresh enough” route
to the destination is located. AODV utilizes destination sequence numbers to en-
sure that all routes are loop-free and contain the most recent route information.
Each node maintains its own sequence number, as well as a broadcast ID. The
broadcast ID is incremented for every RREQ the node initiates, and together with
the node’s IP address, uniquely identifies a RREQ. Along with its own sequence
number and the broadcast ID, the source node includes in the RREQ the most
recent sequence number it has for the destination. Intermediate nodes can reply
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to the RREQ only if they have a route to the destination whose corresponding
destination sequence number is greater than or equal to that contained in the
RREQ.

During the process of forwarding the RREQ, intermediate nodes record in
their route tables the address of the neighbor from which the first copy of the
broadcast packet is received, thereby establishing a reverse path. If additional
copies of the same RREQ are later received, these packets are discarded. Once the
RREQ reaches the destination or an intermediate node with a fresh enough route,
the destination/intermediate node responds by unicasting a route reply (RREP)
packet back to the neighbor from which it first received the RREQ. As the RREP is
routed back along the reverse path, nodes along this path set up forward route
entries in their route tables which point to the node from which the RREP came.
These forward route entries indicate the active forward route. Associated with
each route entry is a route timer which will cause the deletion of the entry if it is
not used within the specified lifetime. Because the RREP is forwarded along the
path established by the RREQ, AODV only supports the use of symmetric links.

Routes are maintained as follows. If a source node moves, it is able to rei-
nitiate the route discovery protocol to find a new route to the destination. If a
node along the route moves, its upstream neighbor notices the move and propa-
gates a link failure notification message (an RREP with infinite metric) to each of
its active upstream neighbors to inform them of the erasure of that part of the
route [39]. These nodes in turn propagate the link failure notification to their
upstream neighbors, and so on until the source node is reached. The source node
may then choose to reinitiate route discovery for that destination if a route is
still desired.

3 The Randomized AODV Protocol

The AODYV protocol is extended with a drop factor that induces a randomn-
ess feature to result in Randomized Ad-Hoc On-Demand Routing (R-AODYV)
protocol [3]. During the route discovery process, every intermediary or router
node between the source and the destination nodes makes a decision to either
broadcast/forward the RREQ packet further towards the destination or drop it.
Before forwarding a RREQ packet, every node computes the drop factor which
is a function of the inverse of the number of hop counts traversed by the RREQ
packet. This drop factor lies in the range of 0 to 1. Also, the node generates a ran-
dom number from 0 to 1. If this random number is higher than the drop factor,
the node forwards the RREQ packet. Otherwise, the RREQ packet is dropped.
Dropping of RREQ packets does not necessarily result in a new route discovery
process by the source node. This is due to the fact that the original broadcast
by the source node results in multiple RREQ packets via the neighbors and this
diffusing wave results quickly in a large number of RREQ packets traversing
the network in search of the destination. A major proportion of these packets
are redundant due to the fact that in the ideal case, a single RREQ packet can
find the best route. Also, a number of these packets diffusing in directions away
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from the destination shall eventually timeout. Hence, in R-AODYV, the aim is to
minimize on these redundant RREQ packets, or alternatively, drop as much as
possible of these redundant RREQ packets. The drop policy is conservative and
its value becomes lesser with higher number of hops. As RREQ packets get near
the destination node, the chances of survival of RREQ packets is higher. Hence,
the first phase of the route discovering process, that is, finding the destination
node, is completed as soon as possible and a RREP packet can be transmitted
from the destination node back to the source node.

In R-AODYV [3], the dropping of redundant RREQ packets reduces a pro-
portion of RREQ packets that shall never reach the destination node, resulting
in a decrease of network congestion. Hence, the ratio of the number of packets
received by the nodes to the number of packets sent by the nodes, namely, the
throughput, should be higher in R-AODYV compared to AODV.

The following algorithm has been used in the decision making process of
whether to drop the RREQ packets by the intermediary or routing nodes (see
[B] for more information).

Step 1: Calculate drop_factor

drop_factor = (1/(Hop_count_of _RREQ_packet + 1))
Step 2: Calculate a random value in the range of O to 1.
Step 3: If (random_value > drop_factor)

then broadcast/forward RREQ_packet

else drop RREQ_packet

4 Adaptive Preemptive AODV Protocol

In this section, we review the preemptive protocol first, as described in [4lJ5],
then we discuss how this preemptive protocol is added into the original AODV.
The preemptive protocol initiates a route rediscovery before the existing path
breaks. It overlaps the route discovery routine and the use of the current active
path, thereby reducing the average delay per packet. During the development
of P,AODV , we have investigated several preemptive mechanisms. In [4J5], the
following two approaches have been investigated:
(i) Schedule a rediscovery in advance: In this approach, when a reply packet returns
to the source through an intermediate node, it collects the information of the links.
Therefore, when the packet arrives at the source, the information about the condition
of all links will be known, including the minimum value of the lifetime of the links.
Hence, we can schedule a rediscovery Trediscovery time before the path breaks.
(i) Warn the source before the path breaks: Some mechanisms are needed to take care
of finding which path is likely to break. We can monitor the signal power of the arrived
packets as follows: when the signal power is below a threshold value, we begin the
ping-pong process between this node and its immediate neighbor nodes. This node
sends to its neighbors in the upstream a hello packet called ping, and the neighboring
nodes will respond with a hello packet called pong. Such ping-pong messages should be
monitored carefully. In [4], the following approach was used, when bad packets were
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received (or we timeout on ping packets) a warning message should be sent back to
the source during the monitoring period. Upon receiving a warning message, a path
rediscovery routine is invoked.

Warning the source: Recall that a preemptive protocol should monitor the signal
power of the receiving packet. In [4], the authors’ approach is to monitor the
transfer time for the hello packets. According to [21], P, = f—ﬁ, where P is a
constant for each link and n is also a constant, we can see that the distance,
which connects to the transfer time of the packet via each link, has a one-to-
one relationship to the signal power. Thus, by monitoring the transfer time of
packets via each link, we can identify when the link is going to break.

In this protocol, when a node (destination) receives a real packet other than
AODV packets, it sends out a pong packet to its neighbor (source), i.e., where
the packet comes from. Note that there is no need to send this pong packet if
we can include a field in the real packet to store the current time the packet
is sent. However, in the original packet, it doesn’t have such a field, hence, we
need an additional pong packet to get such information. In both ping and pong
packets, we include a field containing the current time that the packet is sent.
When the source monitoring the transfer time is greater than some specific value
c1, it begins the ping-pong process. If more than two pong packets arrived with
the transfer time greater than a constant cs, the node will warn the source of
the real packet.

Upon receiving the warning message, the source checks if the path is still
active. This can easily be done, since each route entry for a destination associates
a value, rt_last_send, which indicates if the path is in use or not. If the path is
still in use, then a rediscovery routine is invoked.

Theoretically, these two cases can take care of finding new paths before cur-
rent paths break. The first case is quite helpful if the data transmission rate is
slow. If only one data packet is sent out per time-expired period, then even the
current route is still needed. Note that this entry may not have packets to go
through it during the next time period. This can happen if the interval between
two continuous packets is greater that the timeout period of the current route.
The second case can be used to find a new path whenever a warning message is
generated. However, those two cases are also based on some assumptions, such
as the span of a link which can be estimated by the time out of ping packets and
the values of those constants are accurate. Once we break those assumptions,
the test results will be unexpected.

5 The SUPPORT Protocols

5.1 The Motion Graph Model

In [I5] the authors propose an ezplicit model of motions in the light of the fact
that the motions of the hosts are the cause of the fragility of the virtual links.
Thus they distinguish explicitly between (a) the fized (for any algorithm) space
of possible motions of the mobile hosts and (b) the kind of motions that the
hosts perform inside this space.
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They model the space of motions only combinatorially, i.e. as a graph. Future
research is expected to complement this effort by introducing geometry details
into the model.

In particular, they abstract the environment where the stations move (in
three-dimensional space with possible obstacles) by a motion-graph (i.e. neglec-
ting the detailed geometric characteristics of the motion. They first assume that
each mobile host has a transmission range represented by a sphere tr centered
by itself. This means that any other host inside ¢r can receive any message bro-
adcast by this host. They approximate this sphere by a cube tc with volume
V(tc), where V(tc) ~ V(tr). Given that the mobile hosts are moving in the space
S, § is divided into consecutive cubes of volume V(tc).

Definition 2. The motion graph G(V,E), (\V| = n, |E| = m), which corre-
sponds to a quantization of S is constructed in the following way: a verter uw € G
represents a cube of volume V(tc). An edge (u,v) € G if the corresponding cubes
are adjacent.

The number of vertices n, actually approximates the ratio between the vo-
lume V(S) of space S, and the space occupied by the transmission range of a
mobile host V(tr). Given the transmission range tr, n depends linearly on the

volume of space S regardless of the choice of t¢, and n = O (“;((tsr)) )

Since the edges of G represent neighboring polyhedra each node is connected
with a constant number of neighbors, which yields that m = ©(n). In the sequel,
tc is taken to be a cube, thus G has maximum degree of six and m < 6n.

Thus motion graph G is (usually) a bounded degree graph as it is derived from
a regular graph of small degree by deleting parts of it corresponding to motion
or communication obstacles.

5.2 The Basic Idea of the Protocols

In simple terms, the support protocols work as follows: The nodes of the support
move fast enough so that they visit (in sufficiently short time) the entire motion
graph. Their motion is accomplished in a distributed way via a support motion
subprotocol P;. When some node of the support is within communication range
of a sender, an underlying sensor subprotocol P, notifies the sender that it may
send its message(s).

The messages are then stored “somewhere within the support structure”.
When a receiver comes within communication range of a node of the support,
the receiver is notified that a message is “waiting” for him and the message is
then forwarded to the receiver.

The messages received by the support are propagated within the structure
when two or more members of the support meet on the same site (or are within
communication range). A synchronization subprotocol Pj is used to dictate the
way that the members of the support exchange information.

In a way, the support X' plays the role of a (moving) skeleton subnetwork
(whose structure is defined by the motion subprotocol P;), through which all
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communication is routed. From the above description, it is clear that the size,
k, and the shape of the support may affect performance.

Note that the proposed scheme does not require the propagation of messages
through hosts that are not part of X, thus its security relies on the support’s
security and is not compromised by the participation in message communication
of other mobile users. For a discussion of intrusion detection mechanisms for
ad-hoc mobile networks see [43].

5.3 The SNAKE Protocol

The main idea of the protocol proposed in [15[1114] is as follows. There is a
set-up phase of the ad-hoc network, during which a predefined set, &, of hosts,
become the nodes of the support. The members of the support perform a leader
election by running a randomized breaking symmetry protocol in anonymous
networks (see e.g. [24]). This is run once and imposes only an initial commu-
nication cost. The elected leader, denoted by M Sy, is used to co-ordinate the
support topology and movement. Additionally, the leader assigns local names to
the rest of the support members M .Sy, MSs, ..., MSi_1.

The nodes of the support move in a coordinated way, always remaining pair-
wise adjacent (i.e., forming a chain of k£ nodes), so that they sweep (given some
time) the entire motion graph. This encapsulates the support motion subprotocol
P7. Essentially the motion subprotocol P enforces the support to move as a
“snake”, with the head (the elected leader MSy) doing a random walk on the
motion graph and each of the other nodes M.S; executing the simple protocol
“move where M S;_1 was before”. More formally, the movement of X' is defined
as follows:

Initially, MS;, Vi € {0,1,...,k — 1}, start from the same area-node
of the motion graph. The direction of movement of the leader M Sy is
given by a memoryless operation that chooses randomly the direction
of the next move. Before leaving the current area-node, M.Sy sends a
message to M S that states the new direction of movement. M.S; will
change its direction as per instructions of MSy and will propagate the
message to M .S,. In analogy, M S; will follow the orders of M.S;_; after
transmitting the new directions to M .S;; 1. Movement orders received by
MS; are positioned in a queue @Q; for sequential processing. The very
first move of M S;, Vi € {1,2,...,k—1} is delayed by a § period of time.

[15] assumes that the mobile support hosts move with a common speed. Note
that the above described motion subprotocol P;° enforces the support to move as
a “snake”, with the head (the elected leader MSy) doing a random walk on the
motion graph G and each of the other nodes M .S; executing the simple protocol
“move where M .S;_; was before”. This can be easily implemented because M S;
will move following the edge from which it received the message from MS;_1
and therefore this protocol does not require common sense of orientation.

The purpose of the random walk of the head is to ensure a cover (within
some finite time) of the whole motion graph, without memory (other than local)
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of topology details. Note that this memoryless motion also ensures fairness. The
value of the random walk principle of the motion of the support is further justi-
fied in the correctness and the efficiency analyses of the protocol in [15], where
the basic communication protocol should meet some performance requirements
regardless of the motion of the hosts not in X.

A modification of Mg proposed in [I5] is that the head does a random walk
on a spanning subgraph of G (e.g. a spanning tree). This modified My (call it
MY,) is more efficient in our setting since “edges” of G just represent adjacent
locations and “nodes” are really possible host places.

A simple approach to implement the support synchronization subprotocol
Py presented in [I5] is to use a forward mechanism that transmits incoming
messages (in-transit) to neighboring members of the support (due to P at least
one support host will be close enough to communicate). In this way, all incoming
messages are eventually copied and stored in every node of the support. This is
not the most efficient storage scheme and can be refined in various ways in order
to reduce memory requirements.

5.4 The RUNNERS Protocol

A different approach to implement M3y is to allow each member of X' not to
move in a snake-like fashion, but to perform an independent random walk on
the motion graph G, i.e., the members of X' can be viewed as “runners” running
on G. In other words, instead of maintaining at all times pair wise adjacency
between members of X, all hosts sweep the area by moving independently of
each other. When two runners meet, they exchange any information given to
them by senders encountered using a new synchronization subprotocol Pf. As
in the snake case, the same underlying sensor sub-protocol P; is used to notify
the sender that it may send its message(s) when being within communication
range of a node of the support.

As presented in [15], the runners protocol does not use the idea of a (moving)
backbone subnetwork as no motion subprotocol P is used. However, all com-
munication is still routed through the support X' and it is expected that the size
k of the support (i.e., the number of runners) will affect performance in a more
efficient way than that of the snake approach. This expectation stems from the
fact that each host will meet each other in parallel, accelerating the spread of
information (i.e., messages to be delivered). This superiority of the RUNNERS
protocol over the SNAKE protocol has been indeed verified (using large scale
simulations) in [T2]. Also, the recent work of Dimitriou, Nikoletseas and Spira-
kis [T9] on concurrent random walks of interacting particles on graphs provides
an analytical tool for the estimation of communication times in the RUNNERS
protocol.

A member of the support needs to store all undelivered messages, and main-
tain a list of receipts to be given to the originating senders. For simplicity, we can
assume a generic storage scheme where all undelivered messages are members of
a set S and the list of receipts is stored on another set Ss. In fact, the unique
ID of a message and its sender ID is all that is needed to be stored in Ss.
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When two runners meet at the same vertex of the motion graph G, the syn-
chronization subprotocol P¥ is activated. This subprotocol imposes that when
runners meet on the same vertex, their sets S; and S are synchronized. In this
way, a message delivered by some runner will be removed from the set S; of the
rest of runners encountered, and similarly delivery receipts already given will be
discarded from the set S5 of the rest of runners. The synchronization subprotocol
P is partially based on the two-phase commit algorithm as presented in [30]
and works as follows.

Let the members of X' residing on the same site (i.e., vertex) u of G be
MSY, ..., MS}. Let also S1(i) (vesp. S2(7)) denote the Sy (resp. S2) set
of runner M S}, 1 <4 < j. The algorithm assumes that the underlying
sensor sub-protocol P, informs all hosts about the runner with the lowest
ID, i.e., the runner MSY. P§ consists of two rounds.

Round 1: Al M S}, ... , M S} residing on vertex u of G, send their S; and
Sy to runner M SY. Runner M S} collects all the sets and combines them
with its own to compute its new sets S1 and Sa: S2(1) = U, <;<; S2(0)
and 51(1) = Ulglgj Sl(l) — 52(1).

Round 2: Runner M S} broadcasts its decision to all the other support
member hosts. All hosts that received the broadcast apply the same ru-
les, as M S{ did, to join their S; and S with the values received. Any
host that receives a message at Round 2 and which has not participa-
ted in Round 1, accepts the value received in that message as if it had
participated in Round 1.

This simple algorithm guarantees that mobile hosts which remain connected
(i.e., are able to exchange messages) for two continuous rounds, will manage to
synchronize their S; and Ss. Furthermore, on the event that a new host arrives
or another disconnects during Round 2, the execution of the protocol will not
be affected. In the case where runner M S} fails to broadcast in Round 2 (either
because of an internal failure or because it has left the site), then the protocol
is simply re-executed among the remaining runners.

Remark that the algorithm described above does not offer a mechanism to
remove message receipts from So; eventually the memory of the hosts will be
exhausted. A simple approach to solve this problem and effectively reduce the
memory usage is to construct an order list of IDs contained in Sy, for each
receiver. This ordered sequence of IDs will have gaps - some messages will still
have to be confirmed, and thus are not in Ss5. In this list, we can identify the
maximum ID before the first gap. It is now possible to remove from .S, all message
receipts with smaller ID than this ID.

Recent research towards an analysis of the RUNNERS protocol. In
[19], Dimitriou, Nikoletseas and Spirakis study the problem of information pro-
pagation between concurrent random walks. The obtained results can be used in
the analysis of the expected communication time of the “RUNNERS” protocol.

In particular, they study the following problem: Consider k particles, 1 red
and k — 1 white, chasing each other on the nodes of a graph G. If the red one
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catches one of the white, it “infects” it with its color. The newly red particles
are now available to infect more white ones. When is it the case that all white
will become red?

The authors model this problem by k concurrent random walks, one corre-
sponding to the red particle and k — 1 to the white ones. The infection time T},
of infecting all the white particles with red color is then a random variable that
depends on k, the initial position of the particles, the number of nodes and edges
of the graph, as well as on the structure of the graph.

They develop a set of probabilistic tools that are used to obtain upper bounds
on the expected value of T} for general graphs and important special cases
(including cliques and expander graphs). They also evaluate and validate their
analytical results by large scale experiments.

A recent AODV - RUNNERS comparison. In [10], the authors focus on the
effect of mobility and users’ density on the performance of routing protocols. In
particular, they choose to investigate the impact on AODV (following the path
maintenance approach) and RUNNERS (following the support approach). They
have implemented the two protocols and performed a large scale and detailed
simulation study of their performance. The main findings are: the AODV protocol
behaves well in networks of high user density and low mobility rate, while its
performance drops for sparse networks of highly mobile users. On the other
hand, the RUNNERS protocol seems to tolerate well (and in fact benefit from)
high mobility rates and low densities.

5.5 Special Variations of the SUPPORT Protocol

In [ITI6/17] the authors introduce two practical models of ad-hoc mobile net-
works and accordingly variate the “RUNNERS” protocol: a) In hierarchical ad-
hoc networks, comprised of dense subnetworks of mobile users interconnected by
a very fast yet limited backbone infrastructure, a “runners” support is used in
each lower level of the hierarchy (i.e. in each dense subnetwork). This hierarchi-
cal implementation of the support approach is shown to significantly outperform
a simple implementation of it in hierarchical ad-hoc networks. b) In highly chan-
ging ad-hoc networks, where the deployment area changes in a highly dynamic
way and is unknown to the protocol, an adaptive runners protocol is introduced.
This protocol instead of using a fixed sized support for the whole duration of
the protocol, employs a support of some initial (small) size which adapts to the
actual levels of traffic and the (unknown and possibly rapidly changing) network
area, by changing its size in order to converge to an optimal size, thus satisfying
certain Quality of Service criteria.

6 Analysis of the SNAKE Protocol

Time-efficiency of semi-compulsory protocols (i.e. protocols affecting the motion
of some of the hosts) for ad-hoc networks is not possible to estimate without



Algorithmic Design for Communication in Mobile Ad Hoc Networks 247

a scenario for the motion of the mobile users not in the support (i.e. the non-
compulsory part). In a way similar to [13J24], in [I5] the authors propose an
“on-the-average” analysis by assuming that the movement of each mobile user is
a random walk on the corresponding motion graph G. This kind of analysis is pro-
posed as a necessary and interesting first step in the analysis of efficiency of any
semi-compulsory or even non-compulsory protocol for ad-hoc mobile networks.
In fact, the assumption that the mobile users are moving randomly (according
to uniformly distributed changes in their directions and velocities, or according
to the random waypoint mobility model, by picking random destinations) has
been used in [25], [22].

In the light of the above, [15] assumes that any host not belonging in the
support, conducts a random walk on the motion graph, independently of the
other hosts.

The head of the snake does a continuous time random walk on the motion
graph G(V, E). This is without loss of generality (since, if it is a discrete time
random walk, all results transfer easily, see [2]).

Let the random walk of a host on G that induces a continuous time Markov
chain Mg as follows: The states of Mg are the vertices of G and they are finite.
Let s; denote the state of M at time ¢. Given that s; = u, u € V, the probability
that sirqr = v, v € V| is p(u,v) - dt where

1 .
i if (u,v) € E
_ ) dwy W\
p(u;v) { 0 otherwise

and d(u) is the degree of vertex w.
The authors in [I5] assume that all random walks are concurrent and that
there is a global time ¢, not necessarily known to the hosts.

Note 3. Since the motion graph G is finite and connected, the continuous Markov
chain abstracting the random walk on it is automatically time-reversible.

Definition 4. For a vertex j, let T; = min{t > 0 : s; = j} be the first hitting
time of the walk onto that vertex and let E;T; be its expected value, given that
the walk started at vertex i of G.

Definition 5. For the random walk of any particular host, let w() be the statio-
nary distribution of its position after a sufficiently long time.

Let E;[] denote the expectation for the chain started at the stationary
distribution .

The communication time of M§ is the total time needed for a message to
arrive from a sending node w to a receiving node v. Since the communication
time, Tiotar, between M Hg, M Hp is bounded above by X +Y + Z, where X is
the time for M Hg to meet X, Y is the time for M Hg to meet X' (after X) and
Z is the message propagation time within Y| in order to estimate the expected
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values of X and Y (these are random variables), the authors in [15] work as
follows:

(a) Note first that X, Y are, statistically, of the same distribution, under the
assumption that u, v are randomly located (at the start) in G. Thus E(X) =
E(Y).

(b) Replace the meeting time of u and X' by a hitting time, using the following
thought experiment:

(b1) Fix the support X' in an “average” place inside G.

(b2) Then collapse X' to a single node (by collapsing its nodes to one but keeping
the incident edges). Let H be the resulting graph, o the resulting node and d(o)
its degree.

(b3) Then estimate the hitting time of u to o assuming u is somewhere in G,
according to the stationary distribution, m of its walk on H. Let the expected
value of this hitting time be E,T.

Thus, now E(Tioa) = 2E,TH + O(k).

Note that the equation above amortizes over meeting times of senders (or
receivers) because it uses the stationary distribution of their walks for their
position when they decide to send a message.

Now, proceeding as in [2], they get the following lemma.

Lemma 6. [15] For any node o of any graph H in a continuous-time random

walk
Ty (1 — W(J))

E,TH <
7 (o)

where w(o) is the (stationary) probability of the walk at node (state) o and o is
the relaxation time of the walk.

Note that in the above bound, 72:)%2 where Ao is the second eigenvalue
of the (symmetric) matrix S = {s; ;} where s, ; = /(i) pi; (1/7(i))~! and
P = {p; ;} is the transition matrix of the Markov Chain corresponding to the
walk. Since S is symmetric, it is diagonalizable and the spectral theorem gives
the following representation: S = UAU ! where U is orthonormal and A is a
diagonal real matrix of diagonal entries 0 =\ < Ao <--- < Ay, n =n—k+1
(where n/ = [Vy|). These \’s are the eigenvalues of both P and S. In fact, As is
an indication of the ezpansion of H and of the asymptotic rate of convergence
to the stationary distribution, while relaxation time 75 is the corresponding
interpretation measuring time.

d(v)

It is a well-known fact (see e.g. [32]) that Yv € Vg, n(v) = 3.7 where

m’ = |Eg| is the number of the edges of H and d(v) is the degree of v in H.
Thus 7(0) = dlo)

2m/’
By estimating d(o) and m’ and remarking that the operation of locally collap-
sing a graph does not reduce its expansion capability and hence Af > A\§ (see

Lemma 1.15 [18], ch. 1, p.13), they get the following:
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Theorem 7. [15]

Theorem 8. [T5] The expected communication time of the SNAKE protocol is
bounded above by the formula

2 n
E(T, < —0( + Ok
(Ttotat) < (@) (k) + O(k)
Note that the above upper bound is minimized when k = %, a fact also

verified by simulations (see [13] and also [LI5]).

The authors in [T5] remark that this upper bound is tight in the sense that
by [2], Chapter 3,
(1- W(U))2
qom(0)

where ¢, = Zj;én Doj in Hj is the total exit rate from o in H. By using mar-
tingale type arguments [I5] show sharp concentration around the mean degree
of 0.

E.TH >

6.1 Robustness

Now, we examine the robustness of the support management subprotocol M g
and ME under single stop-faults. We present two Theorems proved in [15]

Theorem 9. [15] The support management subprotocol Mg s 1-fault tolerant.

Proof. If a single host of X fails, then the next host in the support becomes
the head of the rest of the snake. We thus have two, independent, random walks
in G (of the two snakes) which, however, will meet in finite expected time and
re-organize as a single snake via a very simple re-organization protocol which is
the following:

When the head of the second snake Y5 meets a host h of the first snake Xy
then the head of X5 follows the host which is “in front” of h in Xy, and all the
part of X after and including h waits, to follow X5’s tail. O

Note that in the case that more than one faults occur, the procedure for
merging snakes described above may lead to deadlock (see Figure [I).

Theorem 10. [75] The support management subprotocol ME is resilient to t
faults, for any 0 <t < k.

Proof. This is achieved using redundancy: whenever two runners meet, they
create copies of all messages in transit. In the worst-case, there are at most
k — t copies of each message. Note, however, that messages may have to be re-
transmitted in the case that only one copy of them exists when some fault occurs.
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Fig. 1. Deadlock situation when four “snakes” are about to be merged.

To overcome this limitation, the sender will continue to transmit a message for
which delivery has not been confirmed, to any other members of the support
encountered. This guarantees that more than one copy of the message will be
present within the support structure. a

7 Conclusions

In this paper, we focus on the fundamental problem of communication in mo-
bile ad hoc networks. Towards demonstrating alternative choices in the design
of communication algorithms, we reviewed two characteristic approaches in the
relevant literature: one that tries to create and maintain routes between mobile
hosts, and another that, instead, uses a randomly moving subset of the hosts
as “helpers” for receiving and delivering messages. We presented several proto-
cols for each approach, along with a discussion of performance aspects of these
protocols.
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Abstract. In this paper we argue that the traditional approach to per-
formance analysis needs to be revisited to be applicable in modern com-
puting environments. The major reasons are the highly dynamic and
changing QoS requirements, which require fast and proactive perfor-
mance tuning activities and the interdependencies between user beha-
viour and system performance, which must be adequately covered in
the workload modelling process. We argue for a paradigm shift towards
performance management and will discuss the impacts on workload mo-
delling and on performance analysis. Some initial results towards a per-
formance management approach will be presented.

1 Motivation

In the past decade of computing, we have observed several trends which sig-
nificantly changed the ways in which we interact with computers. One of the
most significant developments was the evolution of the world wide web. Star-
ting as a network for exchange of research results, the WWW is now being used
as a platform for any possible application one can imaging, including personal
communication, commercial transactions, e-learning, or distributed computing
to name a few.

New services and applications are offered to the user characterized by a high
degree of interactivity, extensive use of multimedia data (audio, video), or wi-
reless access to the Web. The devices to access information, computing, and
communication resources offered by the world wide web are getting smaller,
thus mobile, but at the same time more powerful allowing for innovative ways
of interaction.

Ubiquitous or pervasive computing are new paradigms, going beyond the
concept of any time any place accessibility towards ambient, intelligent, context
aware embedding of communication and computation power into objects of our
daily lifes.

Such computing environments are characterized by a user transparent map-
ping of requests to services. The users no longer issue explicitely commands to
interact with the system, rather components of the system try to sense and iden-
tify the users’ intentions and to offer the appropriate services. The users do not
even need to be aware of the servers in the system.
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This different interaction behaviour has a significant influence on the techni-
ques and tools used to evaluate the performance of such systems. In this paper,
we are going to address a selection of problems that arise in this context. In sec-
tion Plwe will briefly describe the characteristics of pervasive computing environ-
ments and identify the basic principles of operation. Based on that description,
we will discuss the concept of quality of service (QoS) in such dynamically chan-
ging computing environments and elaborate QoS demands. In section [3] we will
discuss the implications on workload modelling followed by a presentation of the
performance management approach as a method to guarantee QoS in modern
computing environments [d. We conclude with an outlook on future work.

2 QoS Requirements in Modern Computing
Environments

Following the notation introduced in [I], we can identify persons, things, and
places as the main entities in a pervasive computing environment. Those enti-
ties communicate and interact with each other, typically without the need for
a centralised coordination, but in a dezentralised, autonomous, and distribu-
ted way. The entities have sensors which enable them to collect information on
the environment they are in and on other entities. The type of sensors range
from positioning systems used to identify the location, time sensors, bio-medical
sensors, movement sensors, etc. The sensed information must be processed in
order to aggregate the sensed data into information and in oder to transform
this information into knowledge about the envrionment. The entitites thus be-
come context or environment aware. The ultimate goals is to use this context
knowledge in order to provide intelligent, adaptive services to other entities.

Taking up the user’s point of view, we can identify three major success fac-
tors for pervasive computing environments: first of all, such services must be
easy to use. It should not be necessary to perform time consuming installati-
ons or adaptations in order to use services. Services should support the work of
humans, not hinder it. We are all very well aware of examples, where so called
“intelligent support” for our work tasks is rather annoying then being helpful.
Just think for example on some helpers in your text processing software asking
you whether you want to write a letter and want some support in writing a letter
... just because you typed something that could look like an address. Second,
the concept of sensing and collecting information about other entities, including
humans, immediately causes concerns about security and privacy. How much
information am I willing to provide to whom? How can integrity be ensured?
Finally, the performance and reliability of such services is crucial. Information
must be delivered in time, for multi media data, continous transmission rates
are crucial, error rates must be minimised, etc.

We can summarise all those issues under the term quality of service. The
notion of quality of service is well known in computer networks, where it refers
to the concept that performance characteristics, such as transmission delays or
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error rates, can be measured, improved, and, to some extent, guaranteed in
advance for various types of services.

In pervasive computing, the notion of QoS should be extended to the cap-
turing of characteristics related to security, usability, and performability as the
three major requirements in a pervasive computing environment.

The success of ubiquitous or pervasive computing environments will depend
on the quality of service (QoS) level at which they can be operated. Mechanisms
are needed to guarantee QoS in the above defined wider sense. The mechanisms
described in the previuous section used for sensing data, transforming data into
information, for transforming information into context knowledge and finally for
putting this knowledge into action must be QoS driven.

We will propose in the following section a methodology for performance ma-
nagement, which shows how a pervasive computing environment can be made
QoS aware. We will focus on performance, but the concepts can be extended to
ensure usability as well as security.

3 Workload Modelling Techniques

According to trends and changes in the computing environment, both, the type
and the volume of the load in the system is changing. Understanding the inter-
action between users and applications and services and being able to study the
effects of this user behaviour will be crucial in the design and development of
applications and services, both from a performance as well as an user interface
design point of view, in capacity planning of existing and future networking in-
frastructures (including the planning of link capacity of the performance tuning
of web servers), but also in introducing new services from a marketing point of
view.

Being able to adequately capture and model the load in pervasive computing
environments is therefore a crucial factor in performance management. In this
section, we will therefore discuss the impacts on workload modelling.

We will review and present three major trends in workload modelling, which
are highly relevant for performance management: user behaviour oriented wor-
kload modelling, hierarchical workload modelling and adaptive workload model-
ling.

3.1 Adaptive Workload Modelling

From a load modelling point of view, the difference in using computing resource
has changed the type of model for workload characterization. While in the early
days of computing (70s) the typical systems were used in batch or interactive
mode, static workload models [2] could adequately represent the user behaviour.
In the 80s, dynamic workload models were introduced, which were able to re-
present variabilities in user behavior ([3J4J5]). Within the last years, generative
workload models [6/78] have been proposed as a suitable method capturing the
dynamics and changes in the system.
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The next step is the development of adaptive or learning workload models.
This class of models is able to capture the load history of the system under study
and to use this history to predict future load in the system.

First attempts towards this kind of model are reported for example in [9].

3.2 User Behaviour Oriented Workload Modelling

Given the tight interaction between the users and the systems in pervasive com-
puting environments, we believe that it is crucial to represent the user behaviour
in the workload model.

In the past performance evaluation of network systems has been focused on
the resource level (see e.g. [10] for an overview of approaches in traffic model-
ling). With the growing popularity of high interactive systems like the WWW
it is necessary to analyze this additional considerations and create more global
models. On the application level user orientation can help to optimize interaction
between applications and network protocols or overall network efficiency consi-
derations such as file caching. Further log file analysis at this level gives design
and usability suggestions for WWW pages, sites and browsers as reported by
[11] and [12].

In literature, several approaches have been proposed for considering expli-
citely user behaviour in the workload models. Those approaches include Wor-
kload Patterns [13], User Behaviour Graphs|l4], Trace-Based Characterisation
[15], and probabilistic attributed context free grammars (PACFGs) [16].

3.3 Hierarchical Workload Modelling

The motivation for a hierarchical approach are twofold. On the one hand, a
layered approach allows for a description of the traffic at various levels from the
modelling point of view. In particular, we identify a top-level, user behaviour
oriented point of view, the workload generator level, which translates down to
the lowest level, the service level, at which we can characterise the actual type
of traffic from a resource-oriented point of view. On the other hand, aggregation
techniques can be applied to make the models more tractable from an evaluation
point of view.

Hierarchical descriptions of workloads have already proven their usability
for representing workloads of interactive [17], distributed [18/19], or parallel [20]
systems. This modelling concept has more recently been applied in the area of
load modelling in web traffic characterisation [21].

3.4 Towards a General Workload Modelling Framework

At the moment there does not exist a single model being able to adequately re-
present the various types of load observed in modern computing environments.
The existing workload models do not allow the analyst to explicitly characte-
rise the user behaviour. To overcome these problems a user behaviour model
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framework was proposed in [22] and implemented in [23]. The authors propose
a user behaviour model framework that is constructed in a top down manner,
consisting of various layers starting from a user-oriented view of the workload at
the top level and a network traffic oriented view at the lowest level. Layers offer
services to the next higher layer and require services from the layers below. The
framework is meant to enable the modeler to plug in his own models at the layers
of his choice, thus choosing the right balance between the simulation complexity
and creating representative results. In this thesis, a workload generator will be
specified (see Chapter 4) following this modelling framework. To understand the
structure of the workload generator it is therefore necessary to briefly describe
the modelling framework.
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Fig. 1. Hierarchical Framework for User Behaviour Modelling

The goal of the modeling framework is to find sets of layered models as
shown in Fig. [l that can be plugged onto each other to represent some typical
user behaviour that has been either observed or that is projected to be seen in
the future. The models will be created top down, starting always at the highest
layer and then going down to the chosen level of detail, each layer adding another
level of detail to the model.

Once a model has been identified at a certain layer, it can be re-used in other
modelling studies. Thus, this modelling framework should evolve into a library
of workload models, allowing also the non-expert to use this kind of modelling
approach. For example, an internet service provider could use the model library
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to construct a workload mix of web users. All he or she would have to do is
to define the appropriate number of users for certain pre-defined web classes
at the top level, the user layer. The underlying modelling methodology would
automatically translate this top level workload view into the resource-oriented
view needed for example in a capacity planning study. In the BISANTE project
[24], such re-usable models have been defined for selected types of user behaviours
(e.g. modelling web user behaviour of students in a computer Lab, or studying
the effects of user behaviour in an ISP rubnetwork to name a few).

4 Performance Management Approach

It follows quite natural (and has been observed in the history of performance
evaluation, see for example the report given in [25]) that changes in the com-
puting environment (parallel and distributed computing, network computing,
mobile computing, pervasive computing, etc.) and new system features (security
and reliability mechanisms, agent-based systems, intelligent networks, adaptive
systems, etc.) pose new challenges to performance evaluation by raising the need
for new analysis methodologies.

Based on a schematic presentation of the traditional performance evaluation
methodology, we will propose a performance management approach and give
some application examples.

4.1 What Is Performance Management?

The traditional approach to evaluate the performance of computer systems and
networks is an “off-line” performance analysis as depicted in Figure[Z (a) (see for
example [26127[28]). Starting with a characterisation of the system under study
and a characterisation of the load, a performance model is built and performance
results are obtained by applying performance evaluation techniques (including
analytical, numerical, or simulaton techniques). Alternatively, performance mea-
surements of the real system can replace the modelling and evaluation step. In
any case, an interpretation of results follows which can trigger either a refinement
of the model (or new measurements) if the results do not provide the required
insight, or which will lead to performance tuning activities (system side or load
side) if performance deficiencies are detected.

But the many aspects of emerging computing environments create a variety
of performance influencing factors which cannot be adequately represented in a
model. Applications in such environments are typically characterised by a com-
plex, irregular, data-dependent execution behavior which is highly dynamic and
has time varying resource demands. The performance delivered by the execu-
tion platform is hard to predict as it is usually constituted of heterogeneous
components.

In addition, a demand is observed for immediate, embedded performance
tuning actions replacing the traditional off-line approach of performance ana-
lysis. The human expert driven process of constructing a model, evaluating it,
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Fig. 2. From Performance Analysis to Performance Management

validating and interpretating the results and finally putting performance tuning
activities into effect is no longer adequate if real-time responsiveness of the sy-
stem is needed.

Therefore we propose an on-line, dynamic performance management ap-
proach as outlined in Figure[2 (b).

The term performance management was chosen because of the similarities to
management in the economic sense, which in its functional dimension involves
creation and maintenance of a (socio-economic) system and steering activities,
i.e. the definition of goals and the scheduling and control of actions to reach
those goals [29].

Performance Management as proposed in this paper focuses on the steering
component, namely the definition of performance criteria that have to be met
(corresponding to the goals) and the scheduling and control of performance tu-
ning activities.

The distinctive features of this new approach are given as follows.

— Performance management must be an automated process which tries to
take the human “out of the loop”. The human expert is still needed to
set-up the system and to define the performance goals, but mechanisms
for sensing the current state of the system, comparing the obtained values
against the defined goals, deciding on tuning activitites and finally putting
these activitites into effect are fully automated and embedded within the
system.

— Performance management must be environment aware sensing the current
state (in terms of currently delivered performance) of the execution platform.
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This is achieved by mechanisms (indicators) are provided to sense the state
of the environment.

— Performance management follows a distributed approach to avoid perfor-
mance hazard of a centralized coordinator in that it locally monitors system
performance and collects local state information.Malony

— Performance management must incorporate a mechanism that autono-
mously controls the system behaviour.

— Performance management should be pro-active because of the (real) time
gap between state information collection and launch of control actions. A
forcast mechanism predicts the next system state based on which a control
decision is made.

— The control loop consisting of sensing the state, predicting the future state,
and scheduling of control actions ensures that performance management is
self-adaptive with respect to performance fluctuations in the environment
resulting from sharing of communication resources, background processes,
several layers of software, etc.

4.2 Applications of Performance Management

In [30] we have proposed an agent-based mechanism for the realisation of the
performance management architecture sketched Figure [2 (b). The area of ap-
plication was balancing resource usage in a distributed computing environment
wherre users submit different types of request to the system in a transparent
way.

In paper [3T] the performance management approach has been applied on a
distributed application. The concept here was to “wrap” the application with a
pro-active performance management module which is responsible for collecting
system state information via sensors, predicting the future system state, and
finally setting actuators to control/steer the performance.

While in paper [30] agents had the possibility to communicate with each
other to obtain a performance management decision, the approach presented in
[B1] is fully autonomous and decisions are made locally in a distributed way.

5 Conclusions and Future Research

In this paper, we have presented (the vision of) an performance management
approach for guaranteeing QoS in terms of performance in pervasive computing
environments. Similar to the basic operation principles of pervasive computing
environments, which are environment aware, the performance management ap-
proach is “performance aware”, in that mechanisms are included into pervasive
computing entities and services which are able to capture the current state of the
system with respect to performance. Based on the data about the current state,
the system is able to interpret and predict future states and to automatically
and autonomously steer and control the performance. We put emphasis on the
workload moedlling part as a central aspect in performance evaluation.
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According to the architecture of performance management as outlined in this
paper, future research will be oriented along four directions:

More work is needed in identifying appropriate sensors and sensing mecha-
nisms. Challenges are similar to those in real-time monitoring, namely to provide
the values in real-time and to maintain a low degree of intrusion, i.e. not to di-
sturb the system behaviour by measurements.

With respect to the forecasting mechanism, different techniques can be ap-
plied, including for example neural networks, genetic algorithms or other learning
mechanisms. The major problem here is the tradeoff between the computation
costs (amount of time needed to come up with a result) and the prediction
accuracy.

Different application domains will be investigated, including pervasive com-
puting environments in the home, in the office, or in electronic commerce.

Last but not least, the performance management approach will be extended
to a QoS management approach, following the wider definition of QoS as given in
the paper. This requires the definition of mechanisms for modelling and capturing
usability and security. Appropriate “sensors” as well as “actuators” for ensuring
usability and security have to be identified.
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Abstract. Software systems are today one of the most complex arti-
facts, they are simultaneously used by hundred-thousand of people so-
metimes in risk real time operations, such as auctions or electronic com-
merce. Nevertheless, it is a common practice to deploy them without the
expected performance. Software Performance Engineering has emerged
as a discipline to complement Software Engineering research in order
to address this kind of problems. In this work, we survey some recent
contributions in the field of Software Performance Engineering. The ap-
proach surveyed has as main features that it uses the UML diagrams to
specify the functional and performance requeriments of the system and
the stochastic Petri nets formalism to analyse it.

1 Introduction

The measurement of any system or device developed in the framework of any
engineering field should be cleary identified as a stage in the life cycle of the
product. Traditionally, three methods have been proposed, sometimes in comple-
mentary ways, to reveal how a system performs: direct measurement, simulation
and analythical techniques. Several reasons have pointed the last two methods
as the most significant, among others, for engineers because they allow to test
the device before its development and for researchers since mathematical tools
can be applied to model and experiment such devices at a lower cost. Both me-
thods share the goal of creating a performance model of the system/device that
accurately describes its load, routing rates and activities duration. Performance
models are often described in some stochastic formalism that provides the re-
quired analysis and simulation capabilities, e.g. queuing network models [20],
stochastic Petri nets [29] or stochastic process algebra [17]. On the other hand,
the success of these methods and performance models has been mostly attached
to the available tools to apply and assist them.

In contrast with these common engineering practices, software systems are
sometimes deployed without the performance expected by clients, being usual

* This work has been developed within the projects P084/2001 of the Aragonese Go-
vernment and TIC2002-04334-C03-02 and TIC2003-05226 of the Spanish Ministry
of Science and Technology.
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among developers to test the performance of their systems only when they have
been implemented, following the well-known “fix-it-later” approach. It has been
common to believe that powerful hardware at minor extra cost will solve perfor-
mance problems when the software is deployed. The inadequacy of these actitu-
des has been justified by the youth of the software engineering discipline.

In the last years, software performance engineering [40] (SPE) has grown
as a field to propose methods and tools to effectively overcome these problems
attached to software development. The emergence of such a discipline becames a
necessity when thinking that today complex distributed systems, most of them
operating in the Internet, are avid of high quality requirements of security, de-
pendability, performance or responsiveness.

The state of the research proposals of the SPE field suggests that they cannot
be considered today to be applied in the industry. It is true that some of these
advances have been applied and a variety of examples can be found about their
effective application, but in our opinion they are not stablished as a systematic
approach. The software industry, being concerned about the problems involving
software quality, has actively participated throughout the OMG [30] consortium
in the development of a standard to channel research advances into its industrial
application. We refer to the UML Profile for Schedulability, Performance and
Time Specification [31], the Profile later on.

The election of the Unified Modeling Language [32] (UML) to build the
Profile on it, is not a coincidence, since the SPE community decided in its first
international workshop [44] to consider the UML as the reference notation to
describe software systems and their performance requirements. Among other
goals, the Profile tries to:

— Enable the construction of models that could be used to make quantitative
predictions regarding these characteristics.

— Facilitate communication of design intent between developers in a standard
way.

— Enable inter operability between various analysis and design tools.

This paper surveys some recent contributions in the field of SPE, also it
briefly describes the state of our current work and the lines that will be followed
in a near future. In these last years, we have been working in the development of
a SPE proposal, actually a method and a tool, to evaluate performance estimates
of software systems in the early stages of the software life cycle.

Despite the fact that we started the development of the approach surveyed
here previously to the definition of the Profile, it follows the most of the directions
stated by the Profile. Moreover in some of the directions that the approach
diverges from the Profile, we have tried to rechannel them to follow it.

Among the changes promoted in this approach to follow the Profile, it can
be noticed that the tagged valued language and the metamodel to describe per-
formance requirements is now followed instead of the previous pa-UML [2712§].

In other aspects the proposal differs significantly from the Profile. In [25] a
SPE role for the use case and statechart diagrams is defined in the context of
object oriented approach to describe the life of system classes, that clearly differs
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from the Profile, that is based on an scenario-based approach using activity and
sequence diagrams.

In the following the big picture of the approach is given. The use case diagram
is proposed to calculate, among other estimates, the system usage by actors. The
statechart diagram is used to model the life of each class in the system and to de-
scribe its performance requirements. The actions in the statechart are described
at a lower level by means of the activity diagram. Statecharts and activity dia-
grams are translated into stochastic Petri nets to conform a performance model
representing the whole system. The sequence diagram, representing patterns of
interactions among objects, is translated togheter with the statechart of the cor-
responding objects into a stochastic Petri net representing a performance model
of a concrete execution of the system. Other diagrams such as the deployment
or classes are now being studied to be coupled with the others.

At the same time we have been working in the development of a tool, at a
prototype level, to support this proposal. Starting from the ArgoUML [36] CASE
tool, it can be enriched with the capabilities to describe performance requeri-
ments according to the Profile. Moreover, a module that translates the UML
diagrams into the corresponding Petri nets has been developed and attached to
the tool. The obtained Petri net files are sufficient to feed the GreatSPN [I6]
tool that can simulate or analyze them in order to obtain the desired estimates.

As a new work, some steps are announced in this paper towards the inte-
gration of the results in SPE surveyed here with previous results in the efficient
performance analysis of stochastic Petri nets [7/8/9133]. We consider interesting
to merge both fields since it is expected to reach performance analysis techniques
for the models obtained from the translation that contribute to palliate the state
explosion problem inherent to the Petri net formalism.

The rest of the article is structured as follows. In section 2] an introduction
to the notations and formalisms related with the proposal is given, assuming
the reader is familiar with both UML and Petri nets terminologies and concepts.
Section Bldepicts our proposal of a method for SPE and travels around each UML
diagram in the proposal surveying its performance role under our interpretation
and in some cases its translation into the Petri net formalism. Section H]is devoted
to envisage the future steps of our work in the field of the efficient analysis of
the obtained performance models. Related work is explored in section [5 Finally
conclusions of the work are obtained in section [6]

2 Context of the Work

The work surveyed in this article relies on a number of fields and formalisms,
they are addressed in this section. We start by recalling the main proposals of
the SPE. After, the UML notation is introduced and then we study the part of
the Profile of interest for this work. Finally, the stochastic formulation of the
Petri net formalism used in the resulting performance models is described, as
well as some issues concerned with their analysis.
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2.1 Software Performance Engineering

The term software performance engineering (SPE) was first introduced by C.U.
Smith in 1981 [41]. Several complementary definitions have been given in the
literature to describe the aim of the SPE. Among them it can be remarked the
following:

— In [40], SPE is proposed as a method (a systematic and quantitative ap-
proach) for constructing software systems to meet performance objectives,
taking into account that SPE augments other software engineering metho-
dologies but it does not replace them.

— SPE is defined in [38] as a collection of methods for the support of the
performance-oriented software development of application systems through-
out the entire software development process to assure an appropriate perfor-
mance related product quality.

— Finally, in [42] new perspectives for SPE are devised, then proposing that
SPE must provide principles, patterns [26/15] and antipatterns [43] for crea-
ting responsive software, the data required for evaluation, procedures for
obtaining performance specifications and guidelines for the types of evalua-
tion to be conducted at each development stage.

It is important to remark that the previous definitions emphasize that SPE
cannot be placed outside the context of software engineering. This fact contrasts
with other engineering fields, such as telecommunication, where performance
practices have been applied successfully in “isolation”, i.e. not explicitly while
developing the engines. Moreover SPE, as pointed out in [38], reuses and en-
larges concepts and methods from many other disciplines such as: Performance
management, performance modeling, software engineering, capacity planning,
performance tunning and software quality assurance.

The SPE process proposed in [40] still remains as a reference for a very ge-
neral proposal to establish the basic steps that a SPE process should consider.
Firstly, the goals or quantitative values must be defined, obviously changing from
one stage of the software life cycle to other. Data gathering is accomplished by
defining the proper scenarios interpreting how the system will be typically used
and its possible deviations (defining upper and lower bounds when uncertain-
ties are present). The construction and evaluation of the performance model
associated with the system is one of the fundamentals in SPE. Validation and
verification of the performance model are on-going activities of the SPE process.

The common paradigms of stochastic models used in SPE are the queuing
network models [20], stochastic process algebras [I7] and stochastic Petri
nets [29].

2.2 The Unified Modeling Language

The Unified Modeling Language [32] (UML) is a semi formal language developed
by the OMG to specify, visualize and document models of software systems and
non-software systems too. UML defines twelve types of diagrams, divided into
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three categories: static diagrams, behavioral diagrams and diagrams to organize
and manage application modules. Behavioral diagrams (sequence, collaboration,
use case, statechart and activity) constitute a major aim in this work since the
most performance issues of systems can be represented by means of them.

The semantics of the behavioral UML diagrams is specified in the Behavioral
Elements package, which is decomposed into the following subpackages: Common
behavior, collaborations, use cases, state machines and activity graphs. The last
four subpackages give semantics to each one of the UML behavioural diagrams.

In this work a translation of each UML behavioural diagram into a stochastic
Petri net is proposed. The translation is based on the UML metamodel defined
for each subpackage. Figure [[lshows the UML metamodel for the state machines
subpackage, the rest of the metamodels can be found in [32].

ModelElement
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+eontext { ) ﬁl

+behaviour | *

StateMachine

Guard
1
expression : BooleanExpression
+submachine
0.1 +guard
0.1 0.1
+subvertex .
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" 1 Transition
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Fig. 1. UML state machines metamodel.
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2.3 UML Profile for Schedulability, Performance, and Time
Specification

The adoption of this Profile [31] by the OMG in March 2002 was of major
importance for the SPE community. Its main purposes are:

— to encompass different real-time modeling techniques,
— to annotate UML real-time models to predict timeliness, performance and
schedulability characteristics based on the analysis of these software models.

Although the profile is oriented to real time systems, the annotations propo-
sed in the performance sub-profile remain valid for more general purposes, such as
the specification of distributed software systems in non real time environments,
which are the ones of interest in this work.

The sub-profile extends the UML metamodel with stereotypes, tagged values
and constraints to attach performance annotations to a UML model. It provides
facilities for:

1. capturing performance requirements within the design context,

2. associating performance-related QoS characteristics with selected elements
of a UML model,

3. specifying execution parameters which can be used by modeling tools to
compute predicted performance characteristics,

4. presenting performance results computed by modeling tools or found in
testing.

In order to meet these objectives the performance sub-profile extends the
UML metamodel with the following abstractions. The QoS requirements are
placed on scenarios, which are executed by workloads. The workload is open
when its requests arrive at a given rate and closed when there are a fixed number
of potential users executing the scenario with a “think time” outside the system.
The scenarios are composed by steps, i.e. elementary operations. Resources are
modeled as servers and have service time. Performance measures (utilizations,
response times, . ..) can be defined as required, assumed, estimated or measured
values.

The SPE approach surveyed in this work proposes a method and a tool
following the objectives given by the sub-profile and the guidelines of the SPE
summarized in section[2.1l The main difference with the sub-profile is that it pro-
poses an scenario-based approach (using collaborations and activity diagrams),
while this approach tries to identify the role of each UML diagram (use cases, in-
teractions, statecharts and activity diagrams) in the performance process under
an object-oriented perspective. In both cases, the final objective is to obtain a set
of annotated UML diagrams that should be the input to create a performance
model in terms of some performance modeling paradigm.

2.4 Stochastic Petri Nets

A Petri net [39] is a mathematical tool aimed to model a wide-range of concurrent
systems. Formally:
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Definition 1. A Petri net is a 5th-tuple N'= (P, T, Pre, Post, mg) such that,
P is a set of places,

T is a set of transitions,

PNT =0,

Pre: P x T — IN is the input function,

Post : T x P — IN is the output function,

mg : P — NN is the initial marking.

Stochastic Petri nets (SPNs) were proposed [29] as a non deterministic model,
then associating with each transition a random firing time. In this work an
extension of the SPNs is considered, the class of Generalized Stochastic Petri
Nets (GSPNs) [1]:

Definition 2. A GSPN system is a Sth-tuple (P, T,II,Pre, Post, H, W, mq)
where,

P, T,Pre,Post, mg is a PN as in Def. []]

II : T — IN is the priority function that maps transitions onto priority levels,
H : P xT — IN is the inhibition function,

W . T — IR is the weight function that assigns rates (of negative exponential
distribution) to timed transitions and weights to immediate transitions.

The GSPN have been extended to label places and transitions:
Definition 3. A labeled GSPN system (LGSPN) is a triplet LS = (S,¢,\)

where,

S is a GSPN system as in Def. [2,

Y : P — LY UT is a labeling function for places,

A:T = LT UT is a labeling function for transitions,

LT LY and 7 are sets of labels,

T-labeled net objects are considered to be “internal”, not visible from the other
components.

The LGSPN formalism introduces an operator to compose ordinary GSPNs
models (i.e., Pre(p,t) € {0,1} and Post(t,p) € {0,1}), that is of great impor-
tance in this work:

Notation 1 (Place and transition superposition of two ordinary
LGSPNs).

Given two LGSPN ordinary systems LS1 = (S1,¢1,\1) and LSy =
(S2, 12, A2), the LGSPN ordinary system LS = (S,1, A):

LS=LS) || LS,
L

T,Lp

is the composition over the sets of (no T) labels Ly C LT and Lp C L¥.

The definition of this operator can be found in [4]. Figure 2 depicts an infor-
mal representation of this operator. This operator is used in this work, among
others, to compose, using the labels of some places and transitions, LGSPNs
that represent system modules in order to obtain an LGSPN that represents the
whole system.
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pl | labell p3 | labell p5
t1 | label2 12 | label2 t3 | label2
p2 p4 po
LS, LS, LS, || LS,

{labell,label2 }

Fig. 2. Superposition of places and transitions

2.5 Analysis of Stochastic Models

The performance models obtained by the application of the SPE method propo-
sed in this work can be used to estimate performance measures, therefore they
should be simulated or analyzed, but only the second approach has been applied
so far.

Traditionally, techniques for the analysis (computation of performance mea-
sures or validation of logical properties) of Petri nets are classified in three com-
plementary groups, enumeration, transformation, and structural analysis:

— FEnumeration methods are based on the construction of the reachability
graph (coverability graph in case of unbounded models), but they are of-
ten difficult to apply due to their computational complexity, the well-know
state explosion problem.

— Transformation methods obtain a Petri net from the original one belonging
to a subclass easier to analyze but preserving the properties under study,
see [B].

— Structural analysis techniques are based on the net structure and its initial
marking, they can be divided into two subgroups: Linear programming tech-
niques, based on the state equation and graph based techniques, based on
“ad hoc” reasoning, frequently derived from the firing rule.

A complementary classification based on the quality of the obtained results
is: exact, approximation and bounding techniques.

— FEzxact techniques are mainly based on algorithms for the automatic con-
struction of the infinitesimal generator of the isomorphic Continuous Time
Markov Chain (CTMC). ¢ Refer to [I] for numerical solutions of GSPN sy-
stems.

— Approximation techniques do not obtain the exact solution but an approxi-
mation. Some of them substitute the computation of the isomorphic CTMC
by the solution of smaller components [33].

— Finally, bounds [T9] are techniques that offer the further results from the
reality. Nevertheless, they can be useful in the early phases of the software
life-cycle, in which many parameters are not known accurately.
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3 Towards a SPE Method

“Large software systems are the most complex artifacts of human civilization” [6].
It is widely accepted that complex systems need formal models to be properly
modeled and analyzed, also when the kind of analysis to accomplish is with
performance evaluation purposes.

Today still remains the gap among the classical performance evaluation tech-
niques and the classical proposals for software development [37J/19]. Neither of
these proposals for software development deal with performance analysis, at most
they propose to describe some kind of performance requirements. So, it could
be argued that there does not exist an accepted process to model and study sy-
stem performance in the software development process. The Profile [31] should
be the starting point to bridge this gap, at least by providing the concepts and
notations for the vocabulary of performance requeriments and the guides in the
development of performance tools. Then a process should propose the steps to
follow to obtain a performance model and it should give trends to analyze this
model.

The process presented in this section follows the directions pointed by SPE
and the Profile, recalled in sections .1l and 23], respectively. It emphasizes the
previous matters: formal modeling and the need of connecting software and
performance well-know practices.

The process to evaluate software performance should be “more or less trans-
parent” for the software designer. By “transparent” is meant that the software
designer should be concerned as less as possible to learn new processes since the
tasks of analysis and design already imply the use of a process. Therefore, ide-
ally the process to evaluate performance of software systems should not exist, it
should be integrated in the common practices of the software engineer. It is our
intention that the proposal presented here can be used together with any software
life-cycle process, and that the performance model can be semi-automatically ob-
tained as a by-product of the software life-cycle. Another important issue for the
process is that the performance model should be obtained in the early stages of
the software life-cycle. In this way proper actions to solve performance problems
take less effort and less economical impact.

Figure Bl gives the big picture of the steps followed by this process, that are
the following ones:

1. From the problem domain the software requirements should be modeled
using the desired software life cycle paradigm and the UML notation. The
meaning of the statecharts will be the description of the behavior of the ac-
tive classes of the system. The activity diagrams will specify the refinement
of the activities in the statecharts. The sequence diagrams will be used to
model concrete executions of interest in the context of the system. While
developing the models, performance requirements will be modeled by me-
ans of the Profile. The role of each diagram in this step and the proposed
annotations are described later in this section.

2. In this step functions that translate each UML diagram into an LGSPN
should be applied. From these models and applying the composition rules
given in section B3] two different performance models can be obtained in
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Fig. 3. SPE process.

terms of LGSPNs: a performance model representing the whole system or
representing a concrete execution of the system. Translation and composition
rules have been embedded in an augmented CASE tool [22].

3. Finally, the parameters to be computed and the experiments to test the sy-
stem should be defined. Also, analytical or simulation techniques to solve
the formal model should be applied. This phase can be made easier by inte-
grating the augmented CASE tool with stochastic Petri net analysers.

The following sections (from BTl to B:4) address the first and second steps
of the proposal. Therefore, they revise the role that each UML diagram should
play (under the prespective of the approach) in the SPE process, as well as the
kind of performance requirements it is able to gather. Concerning the functions
that translate the diagrams into LGSPN, due to space limitations, just the flavor
for those of the statechart is given. The third step of the approach is partially
addressed in section [ by revising efficient techniques to analyze the model.
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3.1 Use Case Diagram

In UML a use case diagram shows actors and use cases together with their relati-
onships. The relationships are associations between the actors and the use cases,
generalizations between the actors, and generalizations, extends and includes
among the use cases [32)].

A use case represents a coherent unit of functionality provided by a system,
a subsystem or a class as manifested by sequences of messages exchanged among
the system (subsystem, class) and one or more actors together with actions
performed by the system (subsystem, class). The use cases may optionally be
enclosed by a rectangle that represents the boundary of the containing system
or classifier [32].

In the use case diagram in Figure[d we can see: two actors, three use cases and
four associations relationships between actors and use cases, like that represented
by the link between the actorl and the UseCasel.

Role of the use case diagram concerning performance. The use case
diagram allows to model the usage of the system for each actor. We propose the
use case diagram with performance evaluation purposes to show the use cases
of interest to obtain performance figures. Among the use cases in the diagram
a subset of them will be of interest and therefore marked to be considered in a
performance evaluation process.

The role of the use case diagram is to show the use cases that represent
executions of interest in the system. Then, a performance model can be obtained
for each execution (use case) of interest, that should be detailed by means of the
sequence diagram [4].

The existence of a use case diagram is not mandatory to obtain a performance
model. In [24] it was shown how a performance model for the whole system can
be obtained from the statecharts that describe it.

It is important to recall the proposal in [11], that consists in the assignment
of a probability to every edge that links a type of actor to a use case, i.e. the
probability of the actor to execute the use case. The assignment induces the
same probability to the execution of the corresponding set of sequence diagrams
that describes it. Since we propose to describe the use case by means of only one
sequence diagram, we can express formally our case as follows.

Let us suppose to have a use case diagram with m users and n use cases.
Let p;(i = 1,...,m) be the i-th user frequency of usage of the software system
and let Pj; be the probability that the i-th user makes use of the use case
j(j = 1,...,n). Assuming that 3> p; = 1 and }°7_, P;; = 1, the probability
of a sequence diagram corresponding to the use case = to be executed is:

m

P(x)=) pi-Pa (1)

i=1

The previous formula, taken from [11], is important because it allows to
assign a “weight” to each particular execution of the system. As an example, see
in Figure @] the annotations attached to UseCase3.
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<<PAcontext>>

<<PAstep>>
freq. of usage = 0.6

{pl y
<<PAstep>>
D2 UseCaseX o |tp4
actorl actor2

% N
<<PAopenLoad>>
<<PAstep>>
B o (PArespTime=
{PAprob= | - PApriority=

0,4*p2+0, 6*p4} PAoccurrence= }

freq. of usage = 0.4

Fig. 4. Use case diagram with performance annotations.

The relationships between the actors themselves, and between the use cases
themselves are not considered with performance evaluation purposes.

Performance annotations. The use case diagram should represent a Perfor-
mance Context, since it specifies one or more scenarios that are used to explore
various dynamic situations involving a specific set of resources. Then, it is ste-
reotyped as <PAcontext>>. Since there is not a class or package that represents
a use case diagram (just the <useCaseModel> stereotype) the base classes for
<PAcontext>> are not incremented.

Each use case used with performance evaluation purposes could represent a
step (no predecessor neither successor relationship is considered among them).
Then, they are stereotyped as <PAstep>>, therefore the base classes for this
stereotype should be incremented with the class UseCase. A load ( < PAclosed-
Load>>» or <PAopenLoad>>) can be attached to them. Obviously each one of
these steps should be refined by other Performance Context, i.e. a Collaboration.

The probabilities attached to each association between an actor and a use
case, although not consistently specified, represent the frequencies of usage of
the system for each actor (see pl, p2, p3 and p4 in Figure H]). They are useful to
calculate the probability for each Step, i.e. use case, using equation (II).

3.2 Statechart Diagram

A UML statechart diagram can be used to describe the behavior of a model
element such as an object or an interaction. Specifically, it describes possible
sequences of states and actions through which the element can proceed during
its lifetime as a result of reacting to discrete events. A statechart maps into a
UML state machine that differs from classical Harel state machines in a number
of points that can be found in [32]. Recent studies of their semantics can be
found in [24/13].

A state in a statechart diagram is a condition during the life of an object or
an interaction during which it satisfies some condition, performs some action,
or waits for some event. A simple transition is a relationship between two states
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indicating that an object in the first state will enter the second state. An event
is a noteworthy occurrence that may trigger a state transition [32].

A composite state is decomposed into two or more concurrent substates (re-
gions) or into mutually exclusive disjoint substates [32].

Role of the statechart concerning performance. The profile proposes
determining system’s performance characteristics using scenarios, described by
collaborations or activity graphs. By contrast, we have explored an alternative
that consists in determining those characteristics from an object’s life viewpoint.
In order to take a complete view of the system behavior, it is necessary to un-
derstand the life of the objects involved in it, being the statechart diagram the
adequate tool to model these issues. Then, it is proposed to capture performance
requirements at this level of modeling: for each class with relevant dynamic be-
havior a statechart will specify its routing rates and system usage and load.

The performance requeriments gathered by modeling the statecharts for the
system are sufficient enough to obtain a performance model [24]. In this case, all
the statecharts togheter represent a Performance Context where to explore all
the dynamic situations in the system. A particular (and strange) situation arises
when only one statechart describes all the system behaviour, then it becomes a
Performance Context.

Moreover, the statecharts that describe the system (or a subset of them)
togheter with a sequence diagram constitute a Performance Context that can
be used to study parameters associated to concrete executions [4].

In a statechart diagram the useful model elements from the performance
evaluation viewpoint are the activities, the guards and the events.

Activities represent tasks performed by an object in a given state. Such activi-
ties consume computation time that must be measured and annotated. Activity
graphs are adecuate to refine this level of the statechart.

Guards show conditions in a transition that must hold in order to fire the
corresponding event. Then they can be considered as system’s routing rates.

Events labeling transitions correspond to events in a sequence diagram sho-
wing the server or the client side of the object. Objects can reside in the same
machine or in different machines for the case of distributed systems. In the first
case, it can be assumed that the time spent to send the message is not significant
in the scope of the modeled system. Of course, the actions taken as a response of
the message can spend computation time, that should be modeled. For the se-
cond case, for those messages that travel through the net, we consider that they
spend time, then they represent a load for the system that should be modeled.

Performance annotations. As proposed in [31] for the activity-based ap-
proach, the open or closed workload (induced by the object in our case) is asso-
ciated with the first step in the diagram, in this case the transition stereotyped
<create>>, see Figure

In pa-UML [23] the annotations for the duration of the activities show
the time needed to perform them. If it is necessary, a minimum and a maxi-
mum values could be annotated. If different durations must be tested for a con-
crete activity then a variable can be used. Examples of these labels are {1sec},
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Fig. 5. Statechart with performance annotations.

{0.5sec..50sec} or {timel}. Using the profile, an activity in a state will be ste-
reotyped <PAstep>>, then the expressivity is enriched by allowing to model not
only response time but also its demand, repetition, intervals, operations or delay,
see Figure Bl The successor/predecessor relationship inherent to the <PAstep>>
stereotype is not stablised in this case (causing that the probability atribute is
not used), firstly because in a state at most one activity can appear [32], but also
because it is not of interest to set order among all the activities in the diagram.
By stereotyping the transitions as <PAstep>>, it is possible:

A To consider the guards as routing rates. The probability of event success
represents routing rates in pa-UML by annotating such probability in the
guard. Using the profile, the attribute probability could be used also to avoid
non-determinism (i.e. transitions labeled with the same event and outgoing
from the same state), be aware that this attribute does not provoke a com-
plete order among the succesor steps (transitions).

As an example, see Figure Bl The succesor steps of the <create>> transition
will be transitions ev4, [gl]evl and [g2]ev2, while the predecessor steps of
transition [gl]evl are transitions ev3, <create>> and /classl.evl. Therefore,
it is only necessary to assign probabilities to transitions [gl]evl and [g2]ev2.

B To model the network delays caused by the load of the events (messages)
that label them. The annotations for the load of the messages in pa-UML are
attached to the transitions (outgoing or internal) by giving the size of the
message (i.e. {1K..100K} or {1K}). Using the profile, the size of the message
can be specified as a step and the network delay as a demand, see transition
[gl]evl in Figure

Translation into LGSPN. The approach taken to translate a statechart into
an LGSPN consists in the translation of each element in the metamodel of the
state machines (see Figure[) into an LGSPN subsystem. Just to take the fla-
vor of the translation, Figure [0 depicts the LGSPNs subsystems obtained by
the translation of a simple state. The translation of the other elements in the
metamodel can be found in [23|24].
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Fig. 6. Different labelled “basic” systems for a simple state N: (a) with activity and no
immediate outgoing transition; (b) no activity and no immediate outgoing transition;
(c) with activity and immediate outgoing transition; (d) no activity and with immediate
outgoing transition.

In order to obtain an LGSPN (LS.) for a given statechart sc, the subsy-
stems that represent its metamodel elements are composed using the operator

in Notation [ The details of the composition method can be found also in [23]
24].

3.3 Activity Diagram

Activity diagrams (ADs) represent UML activity graphs and are just a variant of
UML state machines (see [32]), in fact, a UML activity graph is a specialization
of a UML state machine. The main goal of ADs is to stress the internal control
flow of a process in contrast to statecharts, which are often driven by external
events.

Role of the activity diagram concerning performance. Considering the
fact that ADs are suitable for internal flow process modeling, they are relevant to
describe activities performed by the system, usually expressed in the statechart
as doActivities in the states. The AD will be annotated with the information to
model routing rates and the duration of the basic actions.
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Other interpretations for the AD propose it as a high level modeling tool,
that of the workflow systems, but at the moment we do not consider this role in
our SPE approach.

According to the UML specification most of the states in an AD should be an
action or subactivity state, so most of the transitions should be triggered by the
ending of the execution of the entry action or activity associated to the state.
Since UML is not strict at this point, then the elements from the SMs package
could occasionally be used with the interpretation given in [24].

As far as this issue is concerned, our decision is not to allow other states
than action, subactivity or call states, and thus to process external events just
by means of call states and control icons involving signals, i.e. signal sendings
and signal receipts. As a result of this, events are always deferred (as any event
is always deferred in an action state), so an activity will not ever be interrupted
when it is described by an AD.

Performance annotations. To annotate routing rates and action durations,
we consider the stereotype <PAstep>> together with its tag definitions PAprob
and PArespTime, respectively.

PArespTime = (<source-modifier>,'max’,(n,’s.")), or PArespTime = (<source-
modifier>, dist’,(n-m,’s.")). Where <source-modifier>::= 'req’|'assm’|'pred’|'msr’;
'dist’ is assumed to be an exponential negative distribution and n-m expresses a
range of time.

Annotations will be attached to transitions in order to allow the assignment
of different action durations depending on the decision. It implies that the class
Transition should be included as a base class for the stereotype <PAstep>>.

Translation into LGSPN. The performance model obtained from an activity
diagram in terms of LGSPNs as proposed in [22| can be used with performance
evaluation purposes with two goals: A) just to obtain some performance measures
of the model element they describe or B) to compose this performance model
with the performance models of the statecharts that use the activity modeled
in order to obtain a final performance model of the system described by the
referred statecharts. The translation process can be found in [22].

3.4 Sequence Diagram

A sequence diagram describes a communication pattern performed by instances
playing the roles to accomplish a specific purpose, i.e. an interaction. The se-
mantics of the sequence diagram is provided by the collaboration package [32].

Role of the sequence diagram concerning performance. For our purposes
a sequence diagram should detail the functionality expressed by a use case in
the use case diagram, by focusing in the interactions among its participants.
‘We consider the following relevant elements and constructions of the sequence
diagram from the performance point of view to model the load of the system.
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Objects can reside in the same machine or in different machines in the case
of distributed systems. In the first case it can be assumed that the time spent
to send the message is not significant in the scope of the modeled system. Of
course the actions taken as a response of the message can spend computation
time, but it will be modeled in the statechart diagram. For the second case, those
messages that travel through the net, it is considered that they spend time, then
representing a load for the system that should be modeled in this diagram.

A condition can be attached to each message in the diagram, representing the
possibility that the message could be dispatched. Even multiple messages can
leave a single point each one labeled by a condition. From the performance point
of view it can be considered that routing rates are attached to the messages.

A set of messages can be dispatched multiple times if they are enclosed and
marked as an iteration. This construction also has its implications from the
performance point of view.

Performance annotations. A deeper explanation of some of the annotations
given in the following can be found in [3].

The sequence diagram should be considered as a performance context since
it will be used to obtain a performance model in terms of LGSPN. Then it will
be stereotyped as <PAcontext>.

Each message will be considered as a <PAstep>>, it allows that:

— as in the case of statecharts and ADs the conditions of the messages are
represented by probabilities, then with tagged value PAprob;

— iterations will be represented by the tagged value PArep;

— to represent the time spent by a message travelling through the net, its size
(e.g. 160 Kbytes) and the speed of the net (e.g. 8 Kbytes/sec) should be con-
sidered. For this example, the delay of the message is 20 sec., it will be repre-
sented by the tagged value PArespTime as follows (‘assm’,’'mean’,(20,'sec’)).

Translation into LGSPN. In [4], the translation process of a given sequence
diagram sd into its corresponding LGSPN LS4 can be found.

The LGSPN LS4 will be composed (using the operator in Notation [l) with
the LGSPNs that represent the statecharts involved in the interaction. Therefore
obtaining a performance model that represents a concret execution of the system,
obviously that execution described by the sequence diagram.

3.5 LGSPN Performance Models

In this section we address the topic of how to obtain a performance model in
terms of LGSPNs from a system description in terms of a set of UML diagrams.

Two different kind of performance models can be obtained using the trans-
lations surveyed in the previous subsections.

A Supose a system described by a set of UML statecharts {scy,...,sc,} and a
set of activity diagrams refining some of their doActivities, {ady,...,ad;}.
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Then {LSsc; .-, LSse, } and {LSad,, ..., LSqa,} represent the LGSPNs of
the corresponding diagrams.

ﬁSsci—adj will represent an LGSPN for the statechart sc; and the activity
diagram ddj.

Then a performance model representing the whole system can be obtained
by the following expression:

i=1,... kj=1,...,l
LS = ‘ | E'Ssci—adj
Labels

The works in [24J22]123] detail the composition method.

B If a concrete execution of the system L£S in [A] is described by a sequence
diagram sd, LS4 represents its corresponding LGSPN.
Then a performance model representing this concrete execution of the system
can be obtained by the following expression:

LSezecution =LS | ‘ ‘cssd
Labels

The works in [4)3] detail the composition method.

4 Analysis of the System

As stated in section 25, a fundamental question in the use of stochastic PN
models for performance evaluation, even under Markovian stochastic interpre-
tation, is the so called state explosion problem. A general approach to deal with
(computational) complexity is to use a divide and conquer (D&C) strategy, what
requires the definition of a decomposition method and the subsequent composi-
tion of partial results to get the full solution. On the other hand, the trade-off
between computational cost and accuracy of the solution leads to the use of ap-
proximation or bounding techniques instead of the computation of exact values.
In this context, a pragmatic compromise to be handled by the analyzer of a
system concerns the definition of faithful models, that may be very complex to
exactly analyse (what may lead to the use of approximation or just bounding
techniques), or simplified models, for which exact analysis can be, eventually, ac-
complished. D&C strategies can be used with exact, approximate, or bounding
techniques.

The D&C techniques for performance evaluation present in the literature
consider either implicit or explicit decomposition of PN models.

In [[f], an implicit decomposition into P-semiflows is used for computing
throughput bounds in polynomial time on the net size for free choice PN’s with
arbitrary pdf of time durations. A generalization to arbitrary P/T models (and
also to coloured models) is presented in [9]. These techniques that use an implicit
decomposition are directly applicable to the PN models obtained from UML
diagrams (section [J). The bounds are computed from the solution of proper
linear programming problems, therefore they can be obtained in polynomial
time on the size of the net model, and they depend only on the mean values of
service time associated to the firing of transitions and the routing rates associated
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with transitions in conflict and not on the higher moments of the probability
distribution functions of the random variables that describe the timing of the
system. The idea is to compute vectors x and @ that maximize or minimize
the throughput of a transition or the average marking of a place among those
verifying several operational laws and other linear constraints that can be easily
derived from the net structure. The detailed linear programming problem to
solve can be found in [9] and it has been implemented in the GreatSPN software
tool [16].

In [§], an ezplicit decomposition of a general P/T net into modules (connected
through buffers) is defined by the analyzer or provided by model construction.
The modules are complemented with an abstract view of their environment in the
full model. A computational technique is also presented in [8] that uses directly
the information provided by the modules to compute the exact global limit
probability distribution vector without storing the infinitesimal generator matrix
of the whole net system (by expressing it in terms of a tensor algebra formula
of smaller matrices). In [33], the same decomposition used in [8] is applied to
compute a throughput approzimation of the model through an iterative technique
looking for a fixed point.

In both [§] and [33], the model decomposition and, eventually, the solution
composition process should be net-driven (i.e., derived at net level). Fortunately,
the process that is surveyed in section[3 leads to a global PN system that consists
on the composition of PN modules (those explained in sectionBAl) through fusion
of places, thus both the tensor algebra based technique [8] and the approximation
technique [33] can be considered to deal with the state explosion problem.

We start by reviewing the decomposition technique for general PN systems
that was proposed in [§] (more details can be found there).

An arbitrary PN system can always be observed as a set of modules (disjoint
simpler PN systems) that asynchronously communicate by means of a set of
buffers (places).

Definition 4 (SAM). [8] A4 strongly connected PN system, S = (PU...UPgU
B,ThU...UTg,Pre,Post, mg), is a System of Asynchronously Communicating
Modules, or simply a SAM, if:

1.PNPj=0  foralli,je{l,...,K} and i # j;

2.T,NT; =0 foralli,je{l,...,K} and i # j;

3. PNB=0 forallie{l,...,K};

4. T;,=P°*U*P, forallie{l,...,K}.

The net systems (N;,mg;) = (P;, T;, Pre;, Post;, mo;) with i € {1,..., K} are
called modules of S (where Pre;,Post;, and mg; are the restrictions of Pre,
Post, and mg to P; and T;). Places in B are called buffers. Transitions belonging
to the set TI = *B U B*® are called interface transitions. Remaining ones ((Ty U
...UTg)\ TI) are called internal transitions.

A SAM with two modules (the subnets generated by nodes whose tag starts
with P; or T; for ¢ = 1,2) and four buffers (B, Ba, Bs, Bs) is depicted in
Fig. [Da.

All the strongly connected PN systems belong to the SAM class with the
only addition of a structured view of the model (either given by construction or
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Fig. 7. (a) A SAM and (b) its LSI.

decided after observation of the model). In the case of PN’s obtained from the
SPE process introduced in section [3], the structured view is obtained from the
net components that correspond to each superposed LGSPN.

In [§], a reduction rule has been introduced for the internal behaviour of
modules of a SAM. Each module is decomposed into several pieces and each
piece is substituted by a set H! of new special places called marking structurally
implicit places (MSIP’s). Later, using that reduction, the original model can be
decomposed into a collection of low level systems (LS; with i = 1,...,K) and
a basic skeleton (BS). In each LS;, only one module is kept while the internal
behaviour of the others is reduced. In [§], the £LS; and the BS are used for a
tensor algebra-based exact computation of the underlying CTMC.

An algorithm for the computation of the set H] of MSIP’s was proposed
in [8]. A place is implicit, under interleaving semantics, if it can be deleted
without changing the firing sequences. Each MSIP of H; added to N needs an
initial marking for making it implicit. In [I0], an efficient method for computing
such marking is presented.

The next step for the definition of the £S; and the BS is to define an extended
system (ES). Cousider, for instance, the SAM given in Fig. [la. The original net
system S is the net without the places Hi; and Hs;. These places are the MSIP’s
computed to summarise the internal behaviour of the two modules. Place Hq
summarises the module 1 (the subnet generated by nodes whose tags begin with
Py or Th), and place Ho; summarises the module 2. The £S is the net system of

Fig.[Mla (adding to S the places Hy; and Hay).

From the £S, we can build the £S; and BS. In each LS; all the modules N
with j # ¢, are reduced to their interface transitions and to the implicit places
that were added in the £S, while N; is fully preserved. Systems LS; represent
different low level views of the original model. In the BS all the modules are
reduced, and it constitutes a high level view of the system. In Fig.[@b. the £S;
of Fig. [Mla is depicted. The BS is obtained by deleting from Fig. [[lb the nodes
whose tags begin with P; and T;.

Then, in [§] is presented how the rate matrix of a stochastic SAM can be
expressed in terms of matrices derived from the rate matrix of the LS; systems.



Software Performance Modeling Using UML and Petri Nets 285

Let Q be the infinitesimal generator of a stochastic SAM. We can rewrite Q
as Q = R — A, where A is a diagonal matrix and Ali,i] = 37, Q[i, k]. The
same definition holds for the £LS; components: Q; = R; — A;.

If states are ordered according to the high level state z (a state in the
reachability set of BS), then matrices Q and R (respectively, Q; and R;) can
be described in terms of blocks (z,z’). We shall indicate them with Q(z,z") and
R(z,7') (Qi(z,7") and R;(z,2'), respectively).

Diagonal blocks R;(z, z) have non null entries that are due only to the firing
of transitions in 7T; \ TT (internal behaviour), while blocks R;(z,2z’) with z # z’
have non null entries due only to the firing of transitions in TI.

Let T, . with z # 2/, be the set of transitions ¢ € TI such that z—'z’ in the
basic skeleton BS. From a matrix R;(z,2’), with z # 2z’ we can build additional
matrices K;(t)(z,z’), for each ¢ € TI, 5, according to the following definition:

1 if m—tym’
K;(t ! =
i(£)(z,2) [m, m] {O otherwise
where m and m’ are two of the states with a high level view equal to z and z’

3 . — / —
respectively: m|m,u.. uruB = 2, and W' |, . UHUB = 2.
Matrices G(z,z’) can then be defined as:

G(z.z) = D, Ri(z.2)

p (2)
G(z,2) = Xiem,,, w(t) @iz Ki(t)(2,2')

The steady-state distribution of a stochastic SAM can be computed using
the G matrix given in equation (2.

Instead of using the above result to compute exact indices, the same de-
composition technique for a SAM can be used for an approximate throughput
computation. The method is, basically, a response time preservation algorithm.
In each £S; a unique module of S with all its places and transitions is kept. So,
in LS; interface transitions of module j (for j # 4) approximate the response
time of module j. The algorithm is the following [33]:

select the modules
derive the reachability graph of LS; for ¢ = 1,..., K and the one of BS
give an initial service rate MEO) fori=2,..., K
j =0 {counter for iteration steps}
repeat
ji=7+1
for i :=1to K do
solve LS;: In: ul(j) for I <+ and ul(j_l) fori<I <K
Out: initial rates p; and  thr. ng) of TINT;
solve BS: In: ul(j) for | < i and ul(jfl) fori<I <K
p; and xgj ) for transitions in TINT;

Out: actual rates ugj) TINT;

until convergence of ng)7 e ,X(I?
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The gain of state space decomposition techniques with respect to the classi-
cal exact solution algorithm (solution of the underlying CTMC of the original
model) is in both memory and time requirements. With respect to space, the
infinitesimal generator of the CTMC of the whole system is never stored. Instead
of that, the generator matrices of smaller subsystems are stored. With respect
to time complexity, in the case of the above iterative approximation algorithm
we do not solve the CTMC isomorphous to the original system but those much
smaller isomorphous to the derived subsystems.

5 Related Work

There exist several works in SPE that inspired the work presented in this article.
They share similarities such as: SPE is driven by models, they were proposed be-
fore or in the first specific conference of the SPE [44], they began to devise UML
as the design notation. Summarizing, they were the first attempts to position
SPE as we understand it today. Concretely, we should mention: the Permabase
project [45], the works developed at Carleton University [4748] and the works
by Pooley and King [21]35].

Another set of works can be considered as contemporary to the one presented
here. They explicitly consider UML as the design language for the SPE process
and they are more mature than those previously cited since they appeared later
in time. Some of them were presented in [46lI8] and others even in posterior
relevant conferences or journals. Among them, the following stand out: the works
of Cortellessa [I1], the software architecture approaches [2], the work of De
Miguel [12] and finally the research work at Carleton University [34].

6 Conclusion

In this paper we surveyed recent contributions in the field of SPE using UML
and stochastic Petri nets. The UML behavioral diagrams were studied in order
to:

1. find the possible roles that they can play in a SPE process,

2. describe the performance annotations that each one can support under these
roles,

3. translate them into stochastic Petri nets.

The result of the proposed translation consists in a performance model that
represents either the whole system (composition of the LGSPN representing
each SC in the system) or a concrete execution of the system (composition of
the LGSPN representing a SD togheter with the LGSPNs of the involved SCs).
Since the performance model can suffer the state space explosion problem, we
also surveyed here several works on efficient analysis techniques that can be used
to solve the model.
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Abstract. In many critical applications such as airport operations, military si-
mulations, and medical simulations, it is very useful to conduct simulations in
accurate and realistic settings that are represented by real video imaging sequen-
ces. Furthermore, it is important that the simulated entities conduct autonomous
actions which are realistic and which follow plans of action or intelligent behavior
in reaction to current situations. We describe an approach to incorporate synthetic
objects in a visually realistic manner in video sequences representing a real scene.
We also discuss how the synthetic objects can be designed to conduct intelligent
behavior within an augmented reality setting.

1 Introduction

Simulation is widely used to model real systems under varying synthetic conditions. It
can be used to predict the capabilities of a system which is being designed, or to predict
the performance of a system which is being modified. Simulation often concentrates on
the algorithmic description and control of synthetic entities which are being modeled,
and modern discrete event simulators often use a graphical interface to simplify and
enrich the user’s interaction both before, during and after simulation runs. A significant
leap forward in simulation technology is to evaluate synthetic simulated conditions in
truly realistic settings, and to ask questions about “what would happen if ...” in the
context of a real environment and actual events. Our work mixes simulation with reality
in real time, in order to examine how novel simulated conditions can interact with a
real system’s operation. This interaction can go in both directions: the course of the
real world can be modified by virtual entities, and the virtual objects are constrained to
operate in the real world.

Many simulation systems of interest to Defence Technologies are networked con-
tent delivery systems similar to the ones discussed elsewhere in this volume [11], as in
distributed simulation for training purposes, and also in many cases where simulation is
used for operational planning purposes where the simulation application will appear as a
peer-to-peer application [[14]. Thus security and reliability will be important considera-
tions [|19126], and network quality-of-service will have a significant impact [[L1/15]]. The
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wireless context will obviously also be of great interest in such applications. Thus
the networking perspective also raises many interesting research issues in the context of
the problems that are addressed in this paper.

The rest of this paper is organized as follows. In Section 2} we present an overview
of our approach. We discuss the architecture of the system we have designed and im-
plemented in Section 221 In Section 2.3] we provide details about the new real-time
moving-object injection algorithm which we have developed. Section 2.4 summarizes
experimental results from the implementation of our algorithm. A simple model of a
modular collaborating agent is also described in Section

2 Visual Augmented Reality

Visual augmented reality creates a combination of a real and virtual scenes in which the
user perceives a significant difference between the real and augmented world. Figure [T]
shows an example of a view that the user might see in augmented reality system showing
a live scene with a virtual tank. We refer to the real world as a “scene”, even though
we are dealing with a video sequence representing the world as it is being viewed in
real-time. The scene has different visual representations depending on where it is being
viewed from, and the viewing point is often referred to as the “aim-point”.

Fig. 1. Live scene with virtual tank.

One of the difficult technical issues in augmented reality is the “registration pro-
blem”, which refers to the need for determining the isomorphism between objects and
features in a live scene with the corresponding features and the corresponding objects
in an augmented version of that scene. Errors in registration will generate visual incon-
sistencies between real and virtual images with obvious consequences on the value of
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the augmented reality system for simulation purposes. Therefore several authors have
addressed this issue, and in [4] it is indicated that registration using only information
from a sensor based tracking system cannot achieve a perfect match. Thus several aut-
hors make use of an image processing based algorithm for improving registration. One
approach is to detect features in the real image and uses them to enforce registration,
while others have considered placing special marks (e.g. LEDs [4]], circles [18], a cali-
bration grid [16]) in the environment. Image-processing algorithms detect the locations
of these marks and use them to enforce registration, assuming that one or more special
marks are visible at all times. Another approach [18] uses a survey of the the live envi-
ronment with real-time instrumentation, providing more information about objects and
their distances in the live environment, but requires specific equipment and significant
amounts of additional computation for the interpretation of the sensors’ output.

Almost all augmented reality techniques assume that virtual objects and live objects
have the same detailed shape. This assumption is only valid for rigid objects such as
roads and buildings: many virtual object generators will use a simplified representation,
and will even sometimes only make use of templates; e.g., a synthetic pine tree may be
some idealized template of a pine tree, rather than the actual pine tree being represented
at some location in a scene.

Figure [3] shows a simple example of a virtual vehicle behind a virtual tree. If we
use current techniques (register the real tree with the virtual tree; then copy the visible
part of the virtual vehicle into the live image), visual inconsistencies will happen as
shown in Figure 3] (b). Also current techniques cannot tolerate any small errors in regi-
stration. Figure[ (b, d) shows an example of visual inconsistencies due to small errors
in registration.

In our work we use objects to represent live and virtual scenes. This representation
provides the capability of our approach to deal with non-rigid objects and to tolerate
small errors in registration. Since our system is expected to work in a wide variety of
natural settings, we do not make use of special marks in the environment. Thus even if
we obtain accurate registration, we may still have visual inconsistencies due to nonrigid
objects (e.g., trees). To address this problem, our approach segments the live image into
objects and then register them with the corresponding virtual objects. In general image
segmentation techniques suffer from one or two of the following disadvantages:

1. They can’t be used in real time applications.
2. They have an inaccurate segmentation output.

Figure [3] shows the same example of a virtual vehicle behind a virtual tree. Since
in our approach we represent live and virtual word as objects, in the simple example
of a vehicle behind a tree we have three objects: (1) a virtual tree object, (2) a virtual
vehicle object (note that we mean by the virtual vehicle object the whole vehicle, not
only the visible part of the vehicle), and (3) a real tree object. When we insert the virtual
vehicle object into the live image, visual inconsistencies will not happen as shown in
Figure[3(c). Also our approach can tolerate any small errors in registration as shown in
Figure[d(e).
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2.1 Overview of Our Approach

Our approach is postulated on the premise that the real world is far more dense in
significant objects, than in the number and type of synthetic objects we insert into it.
This is of course totally different than an interactive computer game in which no real
objects exist (i.e. everything is artificial), and in which there may be a large number of
moving synthetic objects (e.g. aircrafts, robots, etc.). Our system design is based on the
following assumptions:

— The 3-D real world of stationary objects, i.e., non-moving such as landmarks, terrain
elevation, houses, trees, etc. is represented in a terrain database (TB) which has some
desired level of precision.

— There are alimited number of moving real objects and virtual objects, which together
cover only a small fraction of the scene being viewed at any time or being represented
in the TB.

— Moving virtual objects are also represented in the TB; they are synthetically moved
either manually (by the operator or learner), or using a simulation system.

— From the TB, and knowing a specific viewing location and direction (which we call
the aim-point), it is possible to synthetically generate a graphics image representing
the scene as it is viewed from the TB. This graphics based scene (GS) will include
the synthetic objects.

— Inaccuracies in the TB are expected to exist and will often have to be compensated
for in real-time.

— The real scene (RS) corresponding to a given aim-point is viewed through an ap-
propriate video camera or sensor.

In have developed a new real-time moving-object injection method based on these
assumptions with the purpose of inserting synthetic moving objects into live video in real-
time, and involving techniques for image segmentation and registration. Our approach
tolerates a certain level of inaccuracy in the TB, and avoids the expense of specific
location and range finding instrumentation. The practical outcome of this work is a
Target Overlay System (TOS) that will support the Inter-Vehicle Embedded Simulation
Technology (INVEST) at the U.S. Army Simulation and Training Command.

2.2 System Architecture

A schematic representation of the system we have developed is shown in Figure[2l The
first challenge challenge we faced in our design is to determine a representation of the
live and virtual environments that could be compared to each other. The simplest method
of capture of the Live Environment is through a video camera providing color RS-170
video. This provides a two-dimensional representation of the scene. Its main shortcoming
is that it provides little information about the precise location and representation of the
objects in the scene that could occlude the added virtual objects. Camera pointing angles
and camera zoom information are available to a PC on its 1553 data bus. The position
and speed of the platform supporting the camera are also provided by an instrumentation
system to the 1553 bus. This positional information is used to determine the aim-point
so that we may also generate a synthetic image that is equivalent to the live image.



294 E. Gelenbe, K. Hussain, and V. Kaptan

Tracker

l

- ~ Real Monitor
Yides World
camera \
Video of
real world
. Location
information Registration
adjustments
3 2-D synthetic image without any .
Scene moving ohjects, and 2-D location | Image segmentation 2'.D rea.l. objects hi
generator |and depth information of each and image registration f"“h the).?’ depth
stationary ohject in the scene information 3
Moving virtual ohjects with
their depth information
Terrain
databhase

Fig. 2. System architecture.

The TB format of terrain we have used is the SAF (Semi-Automated Forces) [[10/9]
environment provided via topological terrain formats. Specifically, the Modular Semi-
Automated Forces (ModSAF) simulation system uses the Compact Terrain Database
(CTDB) format with terrain height and feature representations. It also provides detailed
information about any virtual objects which are placed in the virtual TB. Another ap-
proach to representing the virtual environment is by visual databases which are used
in stealth environment applications. These are often more detailed than topological
databases because they were designed to be viewed as realistic renderings by a hu-
man user. Visual databases also provide a two-dimensional representation of the virtual
environment, and are much closer to the available live and desired visual augmented
representations. For the virtual representation, we have chosen OpenGL which renders
three-dimensional virtual scenes in two dimensions. The rendering is often done by hard-
ware, which is much faster than software rendering. As part of the rendering process in
OpenGL, the depth (Z-buffer) of each object in the scene is determined. This depth is
then used to calculate which objects are visible from the current aim-point.

The block diagram in Figure[2 outlines the flow of data in the system. A camera pro-
vides the live terrain image. A tracker is attached to the camera to provide the location
and the direction of the camera. The scene generator uses this location information to
generate the 2-D synthetic image, and 2-D location and depth information of each statio-
nary object in the field of view. Our image segmentation algorithm uses this information
to segment the live image into 2-D real stationary objects. Since we cannot obtain depth
information from the live image in real time, we assume that the depth of each 2-D real
stationary object is identical to the depth of the corresponding virtual stationary object.
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The image registration algorithm uses the locations and the sizes of the virtual and real
stationary objects to adjust the viewpoint of the virtual scene. The scene generator also
generates the moving objects with their depth information. The combiner then inserts
these moving objects based on their depth information between real stationary objects.

2.3 Moving-Object Injection in Real-Time

At the core of the system we have developed is an algorithm to insert synthetic moving
objects into live images in real time. The essence of this approach is that it is purely
computationally based, and that it does not make use of any direct video manipulation.

A primary concern is the proper placement of the virtual objects in front of, or behind,
live objects. Thus the realistic representation of the inserted objects is tied to both the
appropriate occlusions and the shapes and sizes of inserted objects. A good solution to
the occlusion problem requires detailed knowledge of the objects and of their location
in the live scene. Since the two-dimensional live images provide no prior information
about the objects in the scene, we use an image segmentation technique to segment the
live image into objects. We then use a registration technique to register objects in the live
image with those in the virtual scene. Depth information from the virtual scene is used
to associate relative depth information to each object in the live image, so that there is no
need for additional instrumentation to calculate the depths of the live world surrounding
the observer.

Given objects (vo1, v0g, ..., v0,,) of the virtual scene (see Figurelf) with their position
and color information, and given a live image, we segment this live image into the same
number of objects (lo1, los, ..., lo,). Each object lo; is equivalent to the corresponding
virtual object vo;, but they do not necessarily have the same exact shape, location, and
color. Since we cannot obtain depth information from the live image, we assume that
the depth of a live object is equal to the depth of the corresponding synthetic object.
Representing the virtual live scene by objects provides approximate location and color
information for each one of them. This in turn gives our image segmentation algorithm
the capability to find accurately the corresponding objects in the live scene in real time.

Figure 3 shows a simple example of a virtual vehicle behind a virtual tree. Since in
our approach, we represent live and virtual word as objects. Thus in the simple example
of a vehicle behind a tree, we have three objects: (1) a virtual tree object, (2) a virtual
vehicle object (note that we mean by the virtual vehicle object the whole vehicle, not
only the visible part of the vehicle), and (3) a real tree object. When we insert the virtual
vehicle object into the live image, visual inconsistencies will not happen as shown in
Figure[3 (c). Also our approach can tolerate any small errors in registration as shown in
Figure[d(e).

2.4 Experimental Implementation

To test our system, we considered several methods to achieve correlated live and virtual
images. The first approach was to model terrain so that the virtual terrain model could be
adapted to accurately model the real world. The main obstacle with this solution was the
generation of both an OpenFlight database and a CTDB database for use with moving
synthetic objects such as vehicles. Several OpenFlight databases exist for areas of the
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(b) (©

Fig. 3. A simple example of a virtual vehicle behind a tree for illustrating the limitations of current
techniques. (a) A virtual vehicle behind a virtual tree. (b) Inserting the virtual vehicle into the real
scene using current techniques causes visual inconsistencies. (c) Inserting the virtual vehicle into
the real scene using our technique does not cause visual inconsistencies.

University of Central Florida (UCF) campus. However, there were no corresponding
CTDB databases. Tools are available to convert from OpenFlight to CTDB format, but
they require significant manual tweaking of input data. Another obstacle was the ability
to isolate aspects of the live terrain. Variable weather would limit the times we could use
the live image. The coming and going of cars, bikes, and pedestrians would also change
the environment. Even larger structures change with ongoing new building construction
at UCE.

We therefore developed a table-top model of the real world to be used for the live
camera scene. The table-top represents a geographic area for which we already have
correlated OpenFlight and CTDB databases. This approach allows the table-top to be
correlated with the virtual terrain. We can also adjust the OpenFlight and CTDB databases
to fix any inconsistencies between the real and synthetic views. The table-top also allow
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(b) (©

(d) (e)

Fig. 4. A simple example of a virtual vehicle behind a building for illustrating the limitations of
current techniques. (a) A virtual vehicle behind a virtual building. (b,d) small errors in registration
cause visual inconsistencies because current techniques cannot tolerate any small errors in regi-
stration. (c,e) small errors in registration do not cause visual inconsistencies because our technique
can tolerate small errors in registration.
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(a)

(b) ©

() ©)

Fig. 5. The object representation of the virtual scene. (a) The synthetic image. (b) The synthetic
building. (c) The left synthetic tree. (d) The middle synthetic tree. (e) The right synthetic tree.
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(b) ©

() ©)

Fig. 6. The decomposition of the live image into objects. (a) Table-top camera scene. (b) The
building. (c) The left tree. (d) The middle tree. (e) The right tree.
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(b)

Fig. 7. (a) A synthetic moving-object, and the result (b) of inserting it into the live scene.

us to carry out the development work from “uncontrolled objects” such as unrelated
vehicles, pedestrians, animals and adverse weather.

An example of the virtual scene that illustrates our approach is shown in Figure[3] and
the corresponding live image and its decomposition into objects are shown in Figure[6l
Once the object representation of the live scene is determined, the insertion of a synthetic
moving-object will be based on the distance at which this object should be placed.
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(b)

Fig. 8. (a) A synthetic moving-object, and the result (b) of inserting it into the live scene.

Figure [7 [8, B and [I0] illustrate the insertion of synthetic-target objects into the live
scene. Figure [[Tlshows some frames from an augmented video sequence that shows the
capability of our approach to insert synthetic moving-tanks while the camera moves.
Furthermore, our system can be used with real image data. Figure[12] shows a test of our
system using a real world scene.
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(b)

Fig. 9. (a) A synthetic moving-object, and the result (b) of inserting it into the live scene.

3 Autonomous Behavior of Injected Objects

The behavior of injected artificial entities can be as important as their appearance in a
Visual Simulation. This is especially important in the context of simulations designed for
training personnel or evaluating a “what if ...” situation. In such simulations, the behavior
of agents will have an important effect on the final outcome in the form of “acquired
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(b)

Fig. 10. (a) A synthetic moving-object, and the result (b) of inserting it into the live scene.

training experience”. Unrealistic agent behavior, e.g., in the form of very limited or
even extremely advanced intelligence may lead to poor performance of the trainees in a
real-life situation.

Agent behavior in a sophisticated simulated environment can be very complex and
may involve many entities. Intelligence can be employed at very different levels. A very
simple example will be an agent that has to go from one position to another trying to
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(b)

©) d)

Fig. 11. Some frames from an augmented video sequence that shows the capability of our approach
to insert synthetic moving-tanks while the camera moves. (a) Frame No. 620. (b) Frame No. 860.
(c) Frame No. 880. (d) Frame No. 936.

minimize travel time. A very complex example of intelligent behavior can include the
decision to cancel the mission of a group of entities and relocating them as a backup
for another group. While the first problem can be easily solved by a single autonomous
entity, the second will involve some authority that can make a higher-level decision based
on information feedback from the lower-level autonomous agents.

3.1 Related Work

Multi-Agent systems are a natural way of dealing with problems of distributed nature.
Such problems exist in a diversity of areas like military training, games and entertain-
ment industry, management, transportation, information retrieval and many others. The
classical approach to Al, until now, has been unable to provide a feasible approach for
solving problems of this nature. The need for such tools has lead to the “alternative”



Enabling Simulation with Augmented Reality 305

(@ (b)

© )

Fig. 12. Some frames from an augmented video sequence that shows the capability of our approach
to deal with actual video from a real world scene. (a) Frame No. 595. (b) Frame No. 620. (c) Frame
No. 830. (d) Frame No. 835.

approach of behavior-based systems, popularized by the works of Brooks [7] and Ar-
kin [2]. This approach takes simple behavior patterns as basic building blocks and tries
to implement and understand intelligent behavior through the construction of artificial
life systems. Its inspiration comes from the way intelligent behavior emerges in natural
systems studied by Biology and Sociology. Good discussions on the development of
behavior-based Al can be found in [27J8] and an extensive treatment of the subject is
given in [3].

Multi-agent systems interacting with the real world face some fundamental restric-
tions. Some of these are:

1. They have to deal with an unknown and dynamic environment
2. Their environment is inherently very complex

3. They have to act within the time frame of the real world

4. The level of their performance should be “acceptable”
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In order to meet these requirements, agents have to be able to learn, coordinate and colla-
borate with each other. Reinforcement Learning emerges as one of the “natural ways” of
dealing with the dynamism and uncertainty of the environment. The complexity of the
environment and the strict timing constraints however make the learning task extremely
difficult. Even simple multi-agent systems consisting of only a few agents within a tri-
vial environment can have prohibitively expensive computational requirements related
to learning [28/20121]].

The behavior-based systems have been more successful at dealing with such pro-
blems. Biology-inspired models of group behavior such as Reynold’s “boids” [24] and
approaches based on potential fields [23] are able to address group behavior at a rea-
sonable cost. Because of their performance and ability to scale better, they have been
widely employed in technology-driven fields such as the computer-games industry [25]
22].

One of the main problems of behavior-based systems is that their constituents can be
very easily caught in local-minima. The question of how to combine different (possibly
conflicting) behaviors in order to achieve an emergent intelligence is also very diffi-
cult. Multi-Agent Reinforcement Learning in the behavior domain [S417] is an actively
explored approach to solve these problems in a robust way.

3.2 The Agent Model

Our agent model is designed with the primary application area being military visual
simulations. The particular problem explored in this paper is goal-based navigation of a
group of autonomous entities in a dangerous terrain. The design of the agent model is
based on the assumption that agents will perform “outdoor” missions in a terrain which is
relatively sparse with respect to obstacles and enemies. It is not very suitable for “indoor”
missions like moving inside a building or a labyrinth, where a more specialized approach
will be more successful. A “mission” in our model is defined as the problem of going
from some position A to some other position B avoiding being hit by an enemy or
crashing into the natural and artificial obstacles present in the terrain. The success of the
mission is measured by the amount of time necessary for completing the goal and the
survival rate of the agents.

Our approach is based on a hierarchical modular representation of agent behavior.
This method allows for de-coupling the task of group navigation into simpler self-
contained sub-problems which are easier to implement in a system having computational
constraints due to interaction with real-life entities.

Different decision mechanisms are used to model different aspects of the agent
behavior and a higher level coordination module is combining their output. Such an
architecture allows “versatile agent personalities” both in terms of heterogeneity (agent
specialization) within a group and dynamic (i.e. mission-context sensitive) agent beha-
vior.

The hierarchical modularity of the system also facilitates the assessment of the per-
formance of separate components and related behavior patterns on the overall success
of the mission.

In our current model, we have three basic modules that we call the navigation module,
grouping module and imitation module.
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— The Navigation Module is responsible for leading a single agent from a source
location to a destination location, avoiding danger and obstacles.

— The Grouping Module is responsible for keeping a group of agents together in
particular formations throughout the mission.

— The Imitation Module is modeling the case when an inexperienced agent will try to
mimic the behavior of the most successful agents in the group and thus increase its
chances of success.

The decisions of these modules are combined at a higher-level module called the
Coordinator Module. This particular agent model allows modeling of different parts of
agent behavior using different approaches. Some of these approaches may incorporate
memory (navigation) while others others can be purely reactive (grouping) and some
may depend on the performance of other members in an agent group (imitation and

grouping).

3.3 Navigation Module

For the purpose of simplicity and efficiency, the Navigational Module generates moves
based on a quantized representation of the simulated environment in the form of a grid.
Terrain properties are assumed to be uniform within each grid cell for the purpose of
learning and storing information about the terrain. Each cell in the grid represents a
position and an “agent action” is defined as the decision to move from a grid cell to one
of the eight neighboring cells. A succession of such actions will result of a completion
of a mission. The agents can also access terrain-specific information about features
and obstacles of natural (trees, etc.), and artificial origin (buildings, roads, etc.) and
also presence of other (possibly hostile) agents. The interaction between an enemy (a
hostile agent) and an agent is modeled by an associated risk. This risk is expressed as a
probability of being shot (for an agent) at a position, if the position is in the firing range
of an enemy. The goal of the agent is to minimize a function G (which in this case is the
estimated time of a safe transit to the destination). We use G to define the Reinforcement
Learning Reward function as R < 1/G.

Successive measured values of R are denoted by R;, [ = 1,2, .. .. These values are
used to keep track of a smoothed reward

T, =bT)_1+(1—b)R;, 0<b<1

where b is close to 1. A Navigational Module of an agent has a so-called “cognitive
map” which is a collection of latest and smoothed rewards for each decision taken at
each visited grid cell.

The decision-making element of a Navigation Module is a fully-connected RNN
network consisting of 8 neurons (each representing a possible decision). The training
is performed by reinforcing the weights of each neuron, depending on the difference
between the latest and smoothed rewards; positive difference indicates improvement
and negative difference indicates deterioration. A detailed description of the network
and the learning process are presented in [[13].

By using previously acquired information and current sensory input, an agent can
start with near-optimal estimates of the rewards and skip an otherwise prohibitively-long
learning session and focus on adapting to the dynamic changes in the environment.
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3.4 Grouping Module

Grouping behavior module is based on the idea of social potential fields [23]] which
is a simple distributed-control approach inspired by the attractive and repulsive forces
between charged particle in physics. Although this method has been used in a broader
domain (including path-planning), we restrict its usage only to model grouping behavior
for which it is particularly well suited. Using potential fields methods for other purposes
like generalized navigation and obstacle avoidance requires dealing with local minima
problems and difficult to design force-configurations that can easily nullify the simplicity
gained by using the method in the first place.

These behaviors are very similar and can be used to get the effect of the collision
avoidance and flock centering rules as described by Reynolds [24]. By setting up a two-
way mesh of forces between a number of agents, for example, a spatially localized group
can be created that will try to stay together. Another simple example is a one-way mesh
of forces from the leader of the group to the other members, suggesting that they should
stay close and follow if necessary the leader, without having any effect on his decision
making.

3.5 Imitation Module

The imitation module proposes a decision which is a weighted sum of the navigational
decisions of some of the members of the agent group:

Vimti = ij * Vnavj
jes

The weight distribution can be dynamic, in order to reflect the group members which
are currently observable or known to be experienced, for example. The purpose of imi-
tation is to efficiently take advantage of experience without going through the trouble of
actually acquiring it - that is, it has a much lower computational cost, compared to the
other methods.

The velocity matching flock behavior described in the work of Reynolds [24] which
he defines as “attempt to match velocity with nearby flocks” is a very similar idea.

4 Conclusion

Modern discrete event simulators often require the representation of complex autono-
mous behaviors within a visually realistic setting. They often use a graphical interface
both as an input and as an output medium to simplify and enrich the user’s interaction
with the simulation both before, during and after the simulation runs. Many simula-
tion tools also provide an animated graphical interface which offers a real-time visual
description of a simulation in real time.

A useful and very significant leap forward in simulation technology is to be able
to evaluate synthetic simulated conditions in realistic settings. The idea here is to ask
questions about “what would happen if ...” in the context of a real environment and
actual events. This challenge is the focus of the work addressed in this paper where
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we mix simulation with reality in real time, in order to examine how novel simulated
conditions can actually interact with a real system’s operation. This interaction can go
in both directions: the course of the real world can be modified by virtual entities, and
the virtual objects are constrained to operate in the real world.

In this paper we have discussed the conceptual issues which arise in this key area

of visual simulation, and we have presented some design principles and a practical
implementation. Key issues we covered in this paper include a new method for injecting
moving synthetic objects in real-time into real world video based on terrain databases,
graphics rendering and image segmentation, and a novel approach to automatically
control the motion of synthetic agents within the realistic live scene.
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Abstract. In this chapter we describe a formalism which uses the stochastic pro-
cess algebra PEPA as the inscription language for labelled stochastic Petri nets.
Viewed in another way, the net is used to provide a structure for linking related
PEPA systems. The combined modelling language naturally represents such ap-
plications as mobile code systems where the PEPA terms are used to model the
program code which moves between network hosts (the places in the net). We de-
monstrate the modelling capabilities of the formalism on a number of examples,
including a mobile server running MobilelP.

1 Introduction

Over the last decade mobility has had a major impact on the way we design, implement
and manage many computer systems. Mobility may be manifest in the form of devices
which change location and spontaneously connect/disconnect, or in the form of executa-
ble code which is moved around the network for a variety of reasons. In either case the
effect is that the context in which computation is taking place is dynamically changing,
and these changes will have consequences for the performance of the system. In this
chapter we introduce the modelling formalism PEPA nets which have been designed to
capture information about mobility and so allow performance models of such systems
be readily and naturally developed.

The rest of the chapter is organised as follows. Section[2]introduces the notation and
terminology of PEPA nets, after a brief introduction to PEPA. (Readers are assumed to
be familiar with the basic ideas of Stochastic Petri Nets, and are referred to [[1] for basic
definitions.) In Section[3] we present two small examples, a simple mobile agent system,
and a secure web service, all modelled as PEPA nets. Section[d]is a more detailed case
study of a mobile host accessible via MobileIP. In Section [3 we discuss tool support
for PEPA nets. Related work is discussed in Section[6. Concluding remarks and further
work are presented in Section [7]

2 PEPA Nets

In this section we present the concepts and definitions used in PEPA nets. First we give an
intuitive overview of the formalism, followed by a more detailed account of its definition
and its formal properties.

* L. Kloul is on leave from PRISM, Université de Versailles, 45, Av. des Etats-Unis 78000
Versailles, France.
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     /GrayACSImageDict << /VSamples [ 1 1 1 1 ] /QFactor 0.15 /Blend 1 /HSamples [ 1 1 1 1 ] /ColorTransform 1 >>
     /ColorACSImageDict << /VSamples [ 1 1 1 1 ] /QFactor 0.15 /Blend 1 /HSamples [ 1 1 1 1 ] /ColorTransform 1 >>
     /PreserveCopyPage true
     /EncodeMonoImages true
     /ColorConversionStrategy /LeaveColorUnchanged
     /PreserveOPIComments false
     /AntiAliasGrayImages false
     /GrayImageDepth -1
     /ColorImageResolution 300
     /EndPage -1
     /AutoPositionEPSFiles true
     /MonoImageDepth -1
     /TransferFunctionInfo /Apply
     /EncodeGrayImages true
     /DownsampleGrayImages true
     /DownsampleMonoImages true
     /DownsampleColorImages true
     /MonoImageDownsampleThreshold 10.0
     /MonoImageDict << /K -1 >>
     /Binding /Left
     /CalCMYKProfile (U.S. Web Coated (SWOP) v2)
     /MonoImageResolution 2400
     /AutoFilterGrayImages true
     /AlwaysEmbed [ /Courier-BoldOblique /Helvetica-BoldOblique /Courier /Helvetica-Bold /Times-Bold /Courier-Bold /Helvetica /Times-BoldItalic /Times-Roman /ZapfDingbats /Times-Italic /Helvetica-Oblique /Courier-Oblique /Symbol ]
     /ImageMemory 524288
     /SubsetFonts false
     /DefaultRenderingIntent /Default
     /OPM 1
     /MonoImageFilter /CCITTFaxEncode
     /GrayImageResolution 300
     /ColorImageFilter /DCTEncode
     /PreserveHalftoneInfo true
     /ColorImageDict << /QFactor 0.9 /Blend 1 /HSamples [ 2 1 1 2 ] /VSamples [ 2 1 1 2 ] >>
     /ASCII85EncodePages false
     /LockDistillerParams false
>> setdistillerparams
<<
     /PageSize [ 595.276 841.890 ]
     /HWResolution [ 2400 2400 ]
>> setpagedevice
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A PEPA net s a stochastic Petri net with coloured tokens. The tokens represent mobile
objects with state and behaviour, where we use the term mobile loosely to characterise
objects which may find themselves in different contexts during execution. The tokens are
described using a stochastic process algebra, Hillston’s Performance Evaluation Process
Algebra (PEPA).

The use of stochastic Petri nets for performance models is well-established [1]] and
coloured variants, e.g. Stochastic Well-Formed Nets (SWN) [4]], have also been de-
veloped. However the use of colours in PEPA nets offers something quite distinct —
the possibility of differentiating between two types of change of state within a system.
Unlike SWN where tokens remain indistinguishable within their colour classes, tokens
within PEPA nets are autonomous components. Firings of the net will typically be used
to model macro-step (or global) changes of state, whereas transitions within the PEPA
tokens are typically used to model micro-step (or local) changes of state as components
undertake activities. Thus modelling with PEPA nets uses both Petri nets and process al-
gebras together as a single, structured performance modelling formalism. There is some
reason to believe that these two formalisms complement each other [7]. In particular, we
have previously demonstrated [12]] that PEPA nets offer some expressivity which is not
directly offered by either PEPA or Petri nets.

2.1 Summary of the PEPA Language

In the following paragraphs we give a brief overview of PEPA. Readers are referred to
[14]] for a more detailed introduction.

The PEPA language provides a small set of combinators. These allow language
terms to be constructed defining the behaviour of components, via the activities they
undertake and the interactions between them. In particular we develop a model as a
model component constructed using static combinators, from a number of sequential
components constructed using dynamic combinators.

openWrite openRead

write /'\ read

close close

Fig. 1. Simple file protocol

Consider a File class with methods openRead (), openWrite(),read (), write()
and close (). The order in which the methods can be applied defines a protocol for a
File object. This could be represented as shown in Figure[Il We can express this as a
PEPA component as below:

File 2 (openRead, r,).InStream + (openWrite, r,).OutStream
InStream = (read, r,).File 4 (close,r.).File

OutStream < (write, ,,).File + (close, r..).File
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Here £ denotes definitional equality and a constant or identifier (e.g. File) is used to
assign a name to a pattern of behaviour associated with a component. Each activity such
as (openRead, r,) has an action type (openRead) and an exponentially distributed dura-
tion, denoted by its parameter (r,). The basic mechanism for describing the behaviour
of a system is to give a component a designated first action using the prefix combina-
tor, denoted “.”. However, the life cycle of a component may be more complex than
any behaviour which can be expressed using the prefix combinator alone. The choice
combinator, denoted by +, captures the possibility of competition between different
possible activities: only one will succeed and the other alternative will be discarded (for
the moment). The competition is resolved via the race policy.

File is a sequential component and prefix and choice are the dynamic combinators.

Now consider a File being accessed by a FileReader object. The two components
must interact via the file protocol. In PEPA this is would be denoted as

File D§ FileReader

where L denotes the set of action types {openRead, read, close}. The combinator DLQ
denotes cooperation between the components. This is the basis of compositionality
within PEPA. The set which is used as the subscript of the cooperation symbol, the
cooperation set L, determines those activities on which the two components are forced
to synchronise. For action types not in L, the components proceed independently and
concurrently with their enabled activities. However, if a component enables an activity
whose action type is in the cooperation set it will not be able to proceed with that activity
until the other component also enables an activity of that type. The two components then
proceed together to complete the shared activity. The rate of the shared activity may be
altered to reflect the work carried out by both components to complete the activity (for
details see [[14])). We write P || @ as an abbreviation for P |>§ Q when L is empty.

In some cases, when an activity is known to be carried out in cooperation with another
component, acomponent may be passive with respect to that activity. This means that the
rate of the activity is left unspecified (denoted T) and is determined upon cooperation, by
the rate of the activity in the other component. All passive actions must be synchronised
in the final model.

In the case of the File object cooperating with a FileReader we may wish to
impose that the File object may only be read by this FileReader. This is denoted
using the hiding combinator, /:

(File > FileReader) /{read}

Hiding provides the possibility to abstract away some aspects of a component’s beha-
viour. In a component P/ L, the set L of visible action types will be considered internal or
private to the component and will appear as the unknown type 7. Hiding and cooperation
are the dynamic combinators.

The syntax of PEPA may be formally introduced by means of the grammar shown
in the lower part of Figure[2 In that grammar S denotes a sequential component and
P denotes a model component which executes in parallel. I stands for a constant which
denotes either a sequential or a model component, as defined by a defining equation.
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Model components capture the structure of the system in terms of its static components.
The dynamic behaviour of the system is represented by the evolution of these compo-
nents, either individually or in cooperation. The form of this evolution is governed by
a set of formal rules which give an operational semantics of PEPA terms. The semantic
rules, in the structured operational style, are presented in Figure 8lin the Appendix.

The semantics of each term in PEPA is given via a labelled transition system. In
the transition system a state corresponds to each syntactic term of the language, or
derivative, and an arc represents the activity which causes one derivative to evolve into
another. The complete set of reachable states is termed the derivative set of a model and
these form the nodes of the derivation graph which is formed by applying the semantic
rules exhaustively.

The timing aspects of components’ behaviour are represented on each arc as the
parameter of the negative exponential distribution governing the duration of the corre-
sponding activity. The interpretation is as follows: when enabled an activity a = (a, 1)
will delay for a period sampled from the negative exponential distribution which has
parameter 7. If several activities are enabled concurrently, either in competition or in-
dependently, we assume that a race condition exists between them. The evolution of
the model will determine whether the other activities have been aborted or simply in-
terrupted by the resulting state change. In either case the memoryless property of the
distribution eliminates the need to record the previous execution time.

When two components carry out an activity in cooperation the rate of the shared
activity will reflect the working capacity of the slower component. We assume that each
component has a capacity for performing an activity type a, which cannot be enhanced
by working in cooperation, unless the component is passive with respect to that activity
type. For a component P and an action type «, this capacity is termed the apparent
rate [[14] of « in P. It is the sum of the rates of the « type activities enabled in P. The
apparent rate of « in a cooperation between P and () over a will be the minimum of the
apparent rate of v in P and the apparent rate of « in Q).

The derivation graph is the basis of the underlying Continuous Time Markov Chain
(CTMC) which is used to derive performance measures from a PEPA model. The graph
is systematically reduced to a form where it can be treated as the state transition diagram
of the underlying CTMC. Each derivative is then a state in the CTMC. The transition rate
between two derivatives P and @ in the derivation graph is the rate at which the system
changes from behaving as component P to behaving as ). It is denoted by ¢( P, Q) and is
the sum of the activity rates labelling arcs connecting node P to node (). In order for the
CTMC to be ergodic its derivation graph must be strongly connected. Some necessary
conditions for ergodicity, at the syntactic level of a PEPA model, have been defined [[14].
These syntactic conditions are imposed by the grammar in Figure 2]

2.2 Introduction to PEPA Nets

In outlining a framework of design paradigms for mobile code systems in [8], Fuggetta
et al. emphasise three architectural concepts: components, interactions and sites. The
importance of including an explicit notion of location has also been recently highlighted
by Kohler et al. [17]], who additionally choose entities and movement as primitives. In
PEPA nets the places of the PEPA net represent sites or locations, the PEPA components
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represent components or entities. Interactions are represented by PEPA cooperations,
which may only take place between co-located components, and movement is represen-
ted by firings of the PEPA net which move a token from one place to another. Thus in
PEPA nets we have two distinct types of change of state: firings and transitions.

A firing in a PEPA net causes the transfer of one token from one place to another. The
token which is moved is a PEPA component, which causes a change in the subsequent
evaluation both in the source (where existing cooperations with other components now
can no longer take place) and in the target (where previously disabled cooperations are
now enabled by the arrival of an incoming component which can participate in these
interactions). Firings have global effect because they involve components at more than
one place in the net.

A transition in a PEPA net takes place whenever a transition of a PEPA component
can occur (either individually, or in cooperation with another component). Components
can only cooperate if they are resident in the same place in the net. The PEPA net
formalism does not allow components at different places in the net to cooperate on a
shared activity. An analogy is with message-passing distributed systems without shared-
memory where software components on the same host can exchange information without
incurring a communication overhead but software components on different hosts cannot.
Additionally we do not allow a firing to coincide with a transition which is shared, i.e.
it is not possible for two components in one place to cooperate and transfer to another
place as an atomic action. Thus transitions in a PEPA net have local effect because they
involve only components at one place in the net.

There are distinct alphabets for transitions and firings, meaning that the same action
type cannot be used for both. Thus there can be no ambiguity between them.

A PEPA net is made up of PEPA contexts, one at each place in the net. A context
consists of a number of static components (possibly zero) and a number of cells (at least
one). Like a memory location in an imperative program, a cell is a storage area to be
filled by a datum of a particular type. In particular in a PEPA net, a cell is a storage area
dedicated to storing a PEPA component. For example, if we consider the FileReader
introduced earlier, it might reside in a fixed location of the system and interact with any
files copied into its scope. This would be denoted

File[-] D] FileReader

The components which fill cells can circulate as the tokens of the net. In contrast, the
static components cannot move. Most variants of Petri nets do not include static tokens,
the closest concept being “self loops” where a token is deleted from a place and then
immediately replaced. Here static components provide the infrastructure of the place
and act as cooperation partners in synchronisation activities with tokens. Contexts have
previously been used in both classical process algebras [20], and in the stochastic process
algebra PEPA [3].

We use the notation ()[_] to denote a context which could be filled by the PEPA
component () or one with the same alphabet. If ) has derivatives ) and Q" only and
no other component has the same alphabet as () then there are four possible values for
such a context: Q[-], Q[Q], Q[Q’] and Q[Q"]. Q-] enables no transitions. Q[Q)] enables
the same transitions as Q). Q[Q’] enables the same transitions as Q’, etc. As usual with
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PEPA components we require that the component has an ergodic definition so that it is
always possible to return to a state which one has previously reached.

We use capitalised names to denote PEPA components (such as P and ) and lower-
case for PEPA transitions (such as a and b). We use bold capitalised names for places
(such as P; and P5) and bold lowercase for firings (such as a and b).

Note that the expression of the structural information contained in a PEPA net could
be represented by any transition-based modelling formalism. Indeed it would be possible
to use a PEPA component to control the possible “firings” (macro-steps) of the model.
However, we feel that there are some advantages to using a Petri net in this role. Firstly,
using a different formalism gives a clearer separation of concerns within our model ma-
king it both easier to construct and to understand. Furthermore, this macro-level is often
of a size that can benefit from graphical representation, to give an intuitive understanding
of the coarse structure of the model. Finally, the movement of components—to a new
host or context—has resonance with the systems we study.

Markings in a PEPA net. The marking of a classical Petri net records the number of
tokens which are resident at each place in the net. Since the tokens of a classical Petri
net are indistinguishable it is sufficient to record their number and one could present the
marking of a Petri net with places Py, P> and P3 as (P; : 2, Py : 1, P3 : 0). If an ordering
is imposed on the places of the net a more compact representation of the marking can
be used. Place names are omitted and the marking can be written using vector notation
thus, (2,1, 0).
Consider now a PEPA net with places Py, P5 and Pg as shown below.

P1[Q] £ QI >R
P2[Q] £ Q) X5
P3(Q £ Q[Q] DI (R $)

KUL

From its use in the contexts at each place we see that () is a component which can
move as a token around the net whereas R and S are static components which cannot
move. There is a copy of R at place P; and another at P3. There is a copy of S at
place P2 and another at P3. Clearly the marking of a PEPA net needs to record the
current location of the tokens circulating in the net, and their current state. However,
this is not sufficient to establish the state of the system — the local state captured by
each place’s marking will also depend on the current state of the static components in
the place. Thus to identify these states we allow place definitions to specify a particular
state of each of the static components. Thus, in the example above, if S can evolve to S’

we can define P5[Q] £ Q[Q)] BIs.

Net-level transitions in a PEPA net. A labelling function ¢ is used to associate an
activity, consisting of an action type and a rate, («, '), with each net level transition ¢.
Note that it is possible that £(¢;) = £(¢;) but ¢; # t;. The first element of a pair (., )
specifies an activity which must be performed in order for a component to move from
the input place of the transition to the output place. The activity type records formally
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the activity which must be performed if the transition is to fire. The second element is an
exponentially-distributed random variable which quantifies the rate at which the activity
can progress in conjunction with the component which is performing it. For a firing to
be enabled there must be a token in the input place of the net-level transition, that token
must enable the corresponding activity, and there must be an empty cell at the output
place of the transition of the correct token type.

As an example, suppose that () is a component which is currently at place P4 and that
it can perform an activity « with rate 71 to produce the derivative @)’. Further, say that
the net has a transition between P; and Py labelled by (v, r2). If ) performs activity «
in this setting it will be removed from P (leaving behind an empty cell) and Q" will be
deposited into Py (filling an empty cell there).

A priority function m maps action types to the natural numbers, and can be used to
eliminate some firings from the labelled multi-transition system: only enabled firings
with the highest priority value are considered eligible to fire. For example, suppose that
@ is a component which is currently at place P and that it can perform activities of
types «, 3 and v where 7(a) = 7(8) = 2 whereas 7(vy) = 1. Further, suppose that
there are net transitions between Py and each of P5, P3 and P4 labelled by «, 8 and
~ respectively. Assuming that there are appropriate empty cells in all places, () may
perform activity « and be deposited in place P, or activity 5 and be deposited in place
P but it cannot perform activity v and be deposited in place P4. Only if there are no
empty cells in places P, and P3 will activity v become enabled.

Net structure of a PEPA net. The class of nets that we currently use for modelling
the net structure of a PEPA net is restricted to structural state machines, i.e. nets whose
transitions can have only one input place and one output placeﬂ . This means that we
can represent conflicts at the net level, while synchronisations are not allowed. This is
consistent with the fact that PEPA components cannot cooperate on a shared activity
when they are resident in different places.

It is usual with coloured Petri nets to associate functions with arcs, offering a gene-
ralisation of the usual, basic “functions” offered by arc multiplicities. In PEPA nets the
arc functions are implicit. The modification of a token which takes place when it is fired
is wholly specified by the action type of the firing, the definition of the token and the
semantics. Furthermore, although we allow multiple tokens within net places, only one
token can move at each firing. Thus arc multiplicities greater than one are not allowed.

Formal definition. The introduction of contexts requires an extension to the syntax of
PEPA. This extension is presented in Figure[2

We assume that there is a set .A of PEPA action types which can be partitioned into
disjoint subsets .A¢ and A, corresponding to firings and local transitions respectively.

Definition 1. A PEPA net N is a tuple N = (P, T,I1,0,{,7,C, D, My) such that

— P is a finite set of places;
— T is a finite set of net transitions;

! This restriction has recently been relaxed by allowing more general net structures [[T0].
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N ::=DtM (net)

(definitions and marking)

M = (Mp,...) (marking) D =1 g3 (component defn)
Mp = P[C,...] (place marking) | P[C] < P[C] (place defn)
| PlC,...]ZP[CI P (place defn)
(marking vectors) (identifier declarations)
S = (a,7).8 (prefix)y Pu=P DLQ P (cooperation) C == ‘" (empty)
| S+ (choice) | P/L (hiding) | S (full)
| I (identifier) | P[C] (cell)
| I (identifier)
(sequential components) (concurrent components) (cell term expressions)

Fig. 2. The syntax of PEPA extended with contexts

— I :T — P is the input function;

— O : T — P is the output function;

- 0:T = (Ap,RY U{T}) is the labelling function, which assigns a PEPA activity
((type, rate) pair) to each transition. The rate determines the negative exponential
distribution governing the delay associated with the transition;

- m: Ay — Nis the priority function which assigns priorities (represented by natural

numbers) to firing action types;

C : P — Pisthe place definition function which assigns a PEPA context, containing

at least one cell, to each place;

D is the set of token component definitions;

My is the initial marking of the net.

PEPA nets are governed by the semantic rules for PEPA and few additional rules —
both sets are provided in the Appendix. Informally the new rules can be interpreted as
follows:

— The Cell rule defines that a cell which is filled by a component () is able to make
the same transitions as () itself. There are no rules to infer transitions for an empty
cell because an empty cell enables no transitions.

— The Transition rule states that the net has local transitions which change only a
single component in the marking vector and that these transitions are exactly the
transitions generated by the PEPA semantics (including the extension for contexts).

— The Firing rule takes one marking of the net to another marking by performing a
PEPA activity and moving a PEPA component from the input place to the output
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place. This has the effect that two entries in the marking vector change simulta-
neously. In order for a firing to take place it must be the case that the type of the
enabled firing has the highest priority level in the set of enabled firings. In other
words, for a firing to occur there must not be any other firing satisfying the Enabling
rule (empty destination cell) which has a higher priority.

— The Enabling rule determines when a transition is considered to be enabled. In
addition to ensuring that there is a valid token to fire we must also check that there
is an empty cell in the destination place into which the token can be transferred.
The Enabling rule ensures that this is the case, and defines a transition relation,
decorated with the priority level of the corresponding activity type. The rate at
which the activity is enabled is calculated as in the PEPA semantics of cooperation.

From the operational semantics a derivation graph and underlying CTMC can be
extracted from any PEPA net, and this is the basis on which performance analysis is
carried out.

The net bisimulation relation. PEPA nets are equipped with an equivalence relation
called net bisimulation. This relation is important both in theory and in practice. In
the evolution of the state space of a model by our tool we only store states up to net
bisimulation, i.e. we carry out automatic aggregation over equivalent states. This provides
a dramatic reduction in the state space of the model under certain conditions.

Our relation is defined in the style of Larsen and Skou [[19], based on a conditional
transition rate between markings. The conditional transition rate from marking M to
marking M’ via action type «, denoted q(M, M’, «), is the sum of the activity rates
labelling arcs connecting the corresponding nodes in the derivation graph which are
labelled by the action type «. The fotal conditional transition rate from a marking M to
a set of markings F is defined as

gM,E,a] = Y q(M,M' )
M’'eE

Definition 2. An equivalence relation over markings, R C M x M, is anet bisimulation

ifwhenever (M, M'") € R thenforall « € Aandforall equivalence classes E € M /R,

qIM,E,a] = q[M',E,q]

3 Examples

3.1 A Mobile Agent System

We present a small example to reinforce the reader’s understanding of PEPA nets. In this
example a roving agent visits three sites. It interacts with static software components at
these sites and has two kinds of interactions. When visiting a site where a network probe
is present it interrogates the probe for the data gathered on recent patterns of network
traffic. When it returns to the central co-ordinating site it dumps the data which it has
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harvested to the master probe. The master probe performs a computationally expensive
statistical analysis of the data. The structure of the system allows this computation to
be overlapped with the agent’s communication and data gathering. The marshalling and
unmarshalling costs for mobile code applications are a significant expense so overlapping
this with data processing allows some of this expense to be offset.

The structure of the application is as represented by the PEPA net in Figure 3 This
marking of the net shows the mobile agent resident at the central co-ordinating site. In
this example the activities which can cause a firing of the net are go and return.

(g0, \1) (g0, Ar)
- T1 7 T3
P1 P2 @ Ps3
M T2 ] T4
(return, p;) (return, u;,)

Fig. 3. A simple mobile agent system

Formally, we define the places of the net as shown in the PEPA context definitions
below. We denote the local state of the context P by P%. This local state is arrived at
when the static component Master has evolved to Master' .

P [Agent] 2 Agent[Agent) {interlf’?gate} Probe

B>
Pa[Agent] 2 Agent[Agent) dumpy Master
PL[Agent] 2 Agent[Agent) dsj ) Master’

Ps[Agent] 2 Agent[Agent) {inte;[ijgate} Probe

The initial marking of the net is (P1[_], P2[Agent], P3[_]) The behaviour of the
components is given by the following PEPA definitions.

dff

Agent = (go, \).Agent’ Master 2 (dump, T).Master'
Agent’ 2 (interrogate,r;).Agent””  Master' 2 (analyse,r4).Master
Agent” déf (return, ). Agent”’ Probe L (monitor, ., ).Probe +
Agent” < (dump,r4).Agent (interrogate, T ).Probe

The derivation of the transition system underlying the model (Figure E)) gives us its
underlying CTMC. This CTMC is solved for its stationary distribution and performance
measures are calculated from that.
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(Pr[=], Pa[Agent™], Ps[])

(Pl[’i: P;
[ ]

[Agent™), P3[—])

N

(P[P [=], Ps[Agqnt"])

[Agent], Ps[-]) (A=),
®

N
o2

[ ]
(P\[Agent’), P[], Ps[-])

(Py[-], P3[-]. P3[Agent])

RN

dogpt’) PA-L ) (P, ;
[ ]

v &l [Agent], P3[~]) 2l P [Agent"))
[ ] [ ] [ ] [ ]
(P1[Agent'], Po[—], P3[—]) (Pi[~], P2[~], P3[Agent'])
return interrogate

>
alyse

ool sn> Global wansitions Local transitions - 5t >
PO/ S~ > dump

Fig. 4. The transition system of the mobile agent example

3.2 Secure Web Service

Our second example is a model of a mobile object system where a client sends SOAP
message objects to aremote Web service. Our scenario is that a financial tycoon is sending
requests for stocks and share price information to a remote Web service which provides
this information. These requests for information are encrypted. An eavesdropper could
make use of the information in the messages if they were sent as clear text. The Web
service itself is protected by a firewall.

The token type. The tokens exchanged in the system are SOAP messages in various
formats. These may either be sent across the network as clear text or encrypted to
preserve their contents. A SOAP message may be parsed to build an in-memory data
structure which can be read and modified as needed. This data structure is a DOM tree
(a Document Object Model tree).

SoapMessage < (sendj,, rsc).SentClearMessage + (encrypt, re).EncryptedMsg
+ (parse, rp).DOMtree
SentClearMessage < (copyClear, T).SoapMessage

Encrypted messages can be decrypted to recover their initial contents or sent across the
network in encrypted form.

EncryptedMsg < (decrypt, r4)-SoapMessage + (sendenc, rse).SentEncMessage
SentEncMessage < (copyEncrypted, T).EncryptedMsg
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In both cases, we model the transmission of a SOAP message as a two-phase process,
separating the cost of making the decision to send (send,j,., sendenc) from the cost of
copying the bytes across the network (copyClear, copyEncrypted).

DOM trees may be read or modified. As an in-memory data structure they first must

be serialised (using the export activity) if they are to be sent across the network.

DOMtree 2 (read, rr).DOMtree + (modify, rm).DOMtree + (export, rx).SoapMessage

Static components. SOAP message tokens of various forms are exchanged between
the places of the net. Static components at these places interact with the tokens. On the
client side is the user, making requests of the remote Web Service. The user encrypts
requests before they are sent and decrypts replies when they are received.

User £ Encrypt 4+ Decrypt
Encrypt 2 (encrypt, T).(sendenc, T).User
Decrypt 2 (decrypt, T).(parse, T).(read, T).Request
Request < (modify, T).(export, T).User

Running on the firewall is a gatekeeper process which performs three distinct functions:
decrypting user requests, bouncing flawed requests and encrypting replies from the
server. The gatekeeper receives requests from the user and decrypts them. The decrypted
message might be a well-formed request, in which case it is forwarded to the server.
Alternatively it might be in an invalid format, request a non-existent service, or have
suspicious attachments. In this case it is bounced back to the user with a diagnostic
error message attached. This decomposition of responsibilities means that the load on
the server is reduced.

All of the communication with the user is sent in encrypted format. Behind the
firewall the messages are exchanged in the clear. Thus sendep ¢ always sends to the user
and send ., always sends to the server.

GateKeeper < FilterIn + Bounce + FilterOut

d

Filterln = (decrypt, T).(send .}, T).GateKeeper

Bounce < (decrypt, T).FilterOut
FilterOut £ (encrypt, T).(sendenc, T).GateKeeper

Behind the firewall the share price Web service runs on the server. Its life cycle is parsing,
reading, modifying, serialising and returning requests.

WebService = (parse, T).(read, T).(modify, T).(export, T).(send

ol T)-WebService

The PEPA net. The PEPA net of the system sites the above static components at places
of the net and specifies the communication between different places of the net by naming
the transitions which must be fired for tokens to move from place to placeﬂ. The User is

2 Note that for convenience we represent places as large rectangular boxes.
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operating the client machine, the GateKeeper process runs on the firewall, the WebService
on the server behind the firewall.

Client side

User DLQ SoapMessage[SoapMessage]

) T
(copyEncrypted,7¢¢)l T ] l T J(copyEncrypted,r¢e)

GateKeeper BLQ EncryptedMsg|-]

T i
(copyClear,rq¢)l T ] l . ](copyClear.rq¢)

WebService Dﬁ SoapMessage|_]

Server side

The synchronisation set used at each place, L, is { decrypt, send,

ol Parse, read, modify,
export, encrypt, sendenc }.

4 Case Study: Mobile IP

In this section we present a larger case study of modelling with PEPA nets. Based on the
Internet protocol, Mobile IP is a standard protocol that makes user mobility transparent
to applications and higher level protocols like TCP. It allows a mobile node to freely
roam between network links and to remain always accessible. To achieve this the mobile
node uses two IP addresses: a home address which is statically assigned on its home
network and a care-of address which changes at each new point of attachment. On the
home network, a proxy known as a home agent is responsible for forwarding all packets
which are addressed to the mobile node on to its current care-of address.

Whenever the mobile node moves, it sends to its home agent a binding update mes-
sage containing its home address, its current care-of address and the lifetime for which
the binding should be honoured [16]. The home agent may refresh a binding cache entry
by regularly requesting the transmission of the latest care-of address.

When the mobile node receives, via its home agent, a packet from a correspondent, it
sends a binding update message to this correspondent. The correspondent may maintain
a binding cache allowing its transmit function to redirect the packets to the mobile
node’s current care-of address [[16]. The mobile node maintains a list of all its current
correspondents and has to send them a binding update message each time it changes its
point of attachment. Figure Bl summarises the main steps of the Mobile IP protocol.

In this study we assume that the system is composed of N domain or network
hosts, besides the home network and the correspondent network. We assume that the
home agent sends requests to the mobile node to update the care-of address. Once the
correspondent has the care-of address, its transmit function redirects the packet to this
address, saving one network hop relative to the route through the home agent [16]].
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Mobile Node

Correspondent 7/”7»\ //,\\ ‘

- 4 ) é
4 INTERNET \ *" Foreign Agent

| \\\q, - 3 .
| N -/

Home Agent

1 Correspondent sends IP packets addressed to the mobile node

2 Mobile Node sends the binding update message to the home agent

3 Home agent forwards the IP packets to the mobile node

4 Mobile Node sends the binding update message to the correspondent

5 Correspondent sends the following IP packets directly to the mobile node

Fig. 5. The Mobile IP Protocol

4.1 The PEPA Net Model

The system is modelled using the PEPA net model depicted in Figure [f] where the
home network of the mobile node is represented using a place called HOME_M. The
networks to which the mobile node may move are modelled by places DOMAIN;
where i = 1, ..., N. Place HOME_C models the home network of the mobile node’s
correspondent.

Note that for the sake of readability in Figure [6] the rates of the activities labelling
the firings are omitted. Moreover only the arcs between DOMAIN; and HOME_M on
one hand, and HOME_C on the other, are depicted. The arcs between the other domains
and HOME_M and HOME_C are analogous.

To model the part of the protocol which manages the interaction between the home
agent and the mobile node during its stay in place DOMAIN;, we use two components
ProtoMA and CommuMA. Similarly, components ProtoMC and CommuMC are used to
model the protocol interactions between the mobile node and the correspondent, and
ProtoAC and CommuAC for the exchanges between the home agent and the correspon-
dent. Components Mobile, Agent and Corresp model the behaviour of the mobile node,
the home agent and the current correspondent of the mobile node respectively. In con-
trast to Mobile, the last two components are static. All these components and places are
explained in detail in the following.

Component ProtoMA,; models the protocol part which consists of updating the care-of
address at the home agent level. When the mobile node changes its point of attachment, it
generates a binding update message, action generatey,, ,. Here, the rate associated with
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Fig. 6. The PEPA net model

this action is unspecified since ProtoMA does not generate this message, but has just
to transmit it. This is modelled using the firing action transmity,,, with rate ;1. Once
component ProtoMA is in HOME_M, it allows the home agent to update the care-of
address using the synchronizing action updateA with rate \. A ProtoMA; component is
associated with each place DOMAIN;,i =1,..., V.

ProtoMA; < (generatey,,,, T).(transmity,,, r1).ProtoMA;;
ProtoMA;; £ (updateA, \).(return,, 7). ProtoMA;

Component CommuMA ; allows us to model the exchanges between the home agent
and the mobile node once the binding update message has been received by the home
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agent. Once the communication is established (via newSessionA), the home agent will
either generate a packet or an update request to be forwarded to the mobile node using
firing action forwardApkt jor forwardAqui. Back in place DOMAIN;, CommuMA;
delivers the packet (deliverApkt) or the request (deliverAyg;) to the mobile node. The
delivery may fail if the mobile node has already migrated somewhere else or just retur-
ned to its home network. Component CommuMA; is associated with place DOMAIN;.
Formally, the behaviour of this component is as follows.

CommuMA; £ (newSessionA, T).(openA, o, ).CommuMA

CommuMA ;o 2 (generateApkt, T).(forwardApkt > @3).CommuMA ;o
+ (generateAyg;, T).(forwardAy g §, as). CommuMA 4
+ (close;, ag).CommuMA;

CommuMA;> < (deliverApkt, w1)-CommuMA ;3 + (fail, p2).CommuMA ;3

CommuMA ;5 < (return, ay ). CommuMA ;o

CommuMA;4 < (deliverArqt, w3).CommuMA ;5 + (fail, j14).CommuMA ;3

Component ProtoMC,; models the protocol part which consists of updating the care-of
address at the correspondent level. Once the binding update message is generated, it is
forwarded to the correspondent using firing activity transmity,,.. Then it allows the
home agent to update the care-of address using the synchronizing action updateC with
rate \p.

ProtoMC; £ (generatep,, ., T).(transmity, ., r3).ProtoMCyy
ProtoMC;; < (updateC, \1).(return;, r4).ProtoMC;

Component CommuMC; allows us to model the effective exchanges between the mo-
bile node and the correspondent. Once the communication is established (newSessionC)
by the mobile node, the correspondent may either generate a packet or an update request
that will be forwarded using firing transition forwardCy¢  or forwardert _j respec-
tively. The delivery may succeed or fail if the mobile has already moved. In the first case,
the mobile node may either stay silent (silent) or generate a packet (generateM. b k) Which
is forwarded, using firing transition forwardekt, to the correspondent. The commu-
nication is considered finished when transition close; is fired at the correspondent level.
A component CommuMC; is associated with each place DOMAIN;, 7 =1,..., N.

def

CommuMC; = (newSessionC, T).(openC, 31).CommuMCj,q

CommuMC;y < (generateCMpkt, T).(forwardektiiﬁS).CommuMC,;l
+(generateCMygs, T). (forwardert - 35).CommuMCiy
+(close;, 32).CommuMC;

CommuMC;; < (deliveGCkt, v1).CommuMC;o + (fail, vy).CommuMCis
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CommuMC;s 2 (genemteMpkt7 —l').(forwardekt7 B4).CommuMCi;3
+(silent, v3).CommuMCis

CommuMC,s < (deliverM iy, v4).CommuMC,o

CommuMCi;y = (deliverCyqt, vs).CommuMC;s + (fail, vg).CommuMC;s

CommuMC;s = (

15

le)
lej

d

15

return, 3g).CommuMC;

Component ProtoAC models the case where the mobile node returns to its home
network and has to send a binding update message to its current correspondent. This
component is associated with place HOME_M and returns to it once the care-of address
has been updated at the correspondent level using activity updateCh with rate As.

ProtoAC £ (generateH bucs 1)-(transmity, . r5).ProtoACy
ProtoAC; 2 (updateCh, \3).(return, r¢).ProtoAC

Component CommuAC models the communication between the correspondent and
the home agent if the mobile node has left its home network or with the mobile node
itself if not. It is associated with place HOME_C and forwards the packets generated by
the correspondent to the mobile node in its home network. This is modelled using the
firing action forwardekt with rate ;. If the mobile node is present, the packets are
delivered to it with action deliveGC k- Component CommuAC then forwards the packets
generated by the mobile node to the correspondent. This is done with the firing action
forwardM Kkt with rate v,. If the mobile node is not in its home network, the corre-
spondent’s packets are saved (saveCpkt) by the home agent and component CommuAC
goes back to HOME_C using firing action return at rate vs.

CommuAC = (generateCApy, T).(forwardCpy¢, 11).CommuAC

de

(
CommuAC; £ (deliveGCkt, w1 ).CommuACsy + (saveCpkt, ws).CommuACy
CommuACy < (generateMp kp> W3)- (forwardekt, ~2).CommuACs
+(silent, wy).CommuACy

CommuACs < (deliverMhpkt7 ws).CommuAC

CommuAC, < (return, ~3).CommuAC

Component Mobile models the behaviour of the mobile node whatever its current
point of attachment. It may generate packets, receive packets or simply choose to move
to another network, modelled using actions generate M Pkt deliverC Dkt and migrate,

respectively. When the mobile node changes its point of attachment, it first generates a
binding update message for its home agent with action generatey,,, at rate 7, and then
opens a new communication session (newSessionA). It may then receive from its home
agent either an update request (deliver Apg;) or a correspondent’s packet (deliverApkt).
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In this last case, it generates a binding update message for the correspondent with action
generatey,, . at rate 73 and establishes a new communication session (newSessionC).
In network 4, the mobile node may stay in the current network or, with probability p;,
move to another network j with firing action migrate;, j 7 7. It may also return to its
home network with the firing action returny,.

Mobile 2 (generateM Dkt 71).Mobile + (deliveGCkt, T).Mobile

N
—+ Z(migratei,pi X 01).Mobileq

i=1

Mobile, < (generatey,,,, T2).(newSessionA, s1).Mobiles
Mobiles £ (deliverA Dkt T).Mobiles + (deliverAygt, T).Mobiley + (returny, 62).Mobile
Mobiles < (generatey,, ., T3).(newSessionC, sz).Mobiles
Mobiley £ (deliverApgy, T).Mobiler + (deliverApkt, T).Mobiles
+(deliverCygy, T).Mobiles + (deliveGCkt, T).Mobiley
+(generateMpkt, T4).Mobiley + (returny,, §2).Mobiles
N
+ Z (migrate;, p; X J5).Mobileg
J=1/ji
Mobiles < (generatehy,,., s).Mobile
Mobileg & (generatebua, 76 ).(newSessionA, s1).Mobiles
Mobiler “ (generatebua, 77).Mobiles
Mobileg & (generatebuc, 73).Mobiles

Component Agent models the home agent’s behaviour. It is given by the following
PEPA equations:

Agent < (updateA, T) Agent; + (saveC Dkt T).Agent,

Agent, £ (saveC Dkt T).Agent, + (generateAyqs, v1).Agenty + (updateA, T).Agent,

Agent, 2 generateA v2).Agent; + (updateA, T ).Agent, + (saveCpkt, T).Agent,

(
(
(
Agent, 2 (saveC Dkt T).Agents + (updateA, T).Agent,

Component Corresp models the behaviour of a correspondent of the mobile node. It
may generate packets to send to the mobile node in its home network (generateCAp kt)

and receive packets from the mobile node when it is still there (deliverMhp kg)- ltmay also

receive a binding update message from the mobile node (updateC). In this case, the cor-
respondent may generate packets (generateCM kt) or update requests (generateCA rqt)
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to send to the mobile node in its current attachment point. Action type update Ch models
the case where the correspondent receives a binding update message from the mobile
node back in its home network.

dej

Corresp £ (generateCApkt, ¢1).Corresp + (a’eliverMhpkt, T).Corresp
+(updateC, T).Corresp,
Corresp, < (generateCMpkl, c2).Corresp, + (generateCMygy, c3).Corresp,
+(deliverMpkt7 T).Corresp; + (updateC, T).Corresp,

+(updateCh, T).Corresp

The Places. The places of the PEPA net are defined as follows:

HOME_M % (PmmAc[szoAc] =] (Mobile[Mobile] =] (CommuACH =]

((CommuMA1H I || CommuMan(.]) D= (Agent ]
(ProtoMA1[-] || ... || ProtoMAN]-]))))))

HOME_C £ ((((ProtoAC[,] E? Corresp) Efl (CommuMC[-] || ... || CommuMCn [,]))
D=1 (ProtoMCy[] ] ... | ProtoMCNH)) > CommuAC[CommuAC])

def

DOMAIN; % ((((ProzaMAi [ProtoMA;] B Mobile[,]) DI CommuMA; [CommuMAi])
10 11
LDE ProtoMC; [ProtoMCi]) LDE CommuMC; [CommuMCi])

where 7 = 1... N and the synchronizing sets are defined as follows

Ly = {generateHy,, .} L, = {deliverMpkt,generateCMpkt,generateCqut}
Loy = {deliveGCkt,generateMpkt} Ls = {updateC}

Ls; = {saveCpkt} Ly = {generateCApkﬂ deliverMhpkt}

Ly = {generateApkt,generateArqt} Lio = {generatey,,, }

Ls = {updateA} L11 = {newSessionA, deliverApkt,deliverArqt}

L¢ = {updateCh} Lio = {generatey,;,.}

L13 = {newSessionC, genemteMpkt7 deliveGCkt, deliverert}

5 Tool Support

The PEPA stochastic process algebra is supported by a range of tools including the PEPA
Workbench [9] and the Mobius Modelling Framework [6]. We have implemented the
PEPA nets formalism as an extension of the PEPA Workbench. The PEPA modelling
tools, together with user documentation, papers and examples are available from the
PEPA Web page which is located at http://www.dcs.ed.ac.uk/pepa.
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We have provided tool support for PEPA nets in two forms. The PEPA Workbench
for PEPA nets is a dedicated tool which can be used to generate the Markov process
underlying a PEPA net in a format suitable for solution by a number of solvers. In
contrast, the PEPA net compiler allows the existing tool support for PEPA to be exploited
by translating a PEPA net model into an equivalent PEPA model [10]. For example, this
gives us the ability to use the PRISM probabilistic symbolic model checker [18] which
has been extended to support PEPA.

PEPA Workbench for PEPA Nets Version 0.83 "Hanover Street"
Compiling the model

Generating the derivation graph

The model has 982740 states

The model has 2059174 transitions

The model has 3379038 firings

Writing the hash table file to modelIPv6NA1l.hash

Exiting PEPA Workbench.

Fig. 7. The PEPA Workbench for PEPA nets processing the MobileIP example

The input language of the tool is an extension of the concrete syntax used for storing
PEPA language models. The topology of the net is specified by providing a textual
description of the places and the arcs connecting them. The use of the PEPA Workbench
for PEPA nets is illustrated in Figure [7]

6 Related Work

Stochastic Petri nets and stochastic process algebras have complementary strengths. A
comparison of the two formalisms [7]] concludes that “there is scope for future work
incorporating the attractive characteristics of the formalisms ... from one paradigm into
the other”. Some work has been done in this area in beginning to develop a structural
theory for process algebras [[11] on the one hand and in importing composition operations
from stochastic process algebras into net formalisms on the other [23]15]13]. In contrast
the work on PEPA nets aims to use both Petri nets and process algebras together as a
single, structured performance modelling formalism.

Complementary to own work is Valk’s work on Elementary Object Systems [24].
In this work an extension of Petri nets is presented in which the tokens circulating in
the net structure (called the System net) are themselves Petri nets (termed Object nets).
Object nets move like ordinary tokens and they can change their markings but not their
structure. Three different types of transitions are defined. Transitions occurring in the
Object net (i.e. in the marking) are called system autonomous and represent the object
internal behaviour. An interaction takes places when both the Object and the System
net enable transitions with the same attached label. A third type of transition causes a
change in the System net only and it is called transport. In PEPA nets we do not allow
such transitions, since a firing cannot occur without modifying the state of a component.
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Despite the superficial similarities there are some quite strong differences between
the work on PEPA nets and that on Elementary Object Systems (EOS). Fundamentally,
EOS are without any timing considerations, other than the relative timing imposed by the
Petri net causality relation. In PEPA nets, in addition to this implicit timing information
we have explicit time delays integrated into behaviour at both the net level and the token
level. Moreover the origins of the works are distinct. Valk’s work is motivated by a desire
to provide a fundamental model of object-oriented programming, and the development
of EOS has been strongly influenced by this goal. Our motivation has been to develop a
convenient high-level modelling language for Markov processes, for systems exhibiting
mobility. Recent work by Kohler ef al. has examined the possibility of using Object
Systems for modelling mobility and mobile agents [17].

Several process calculi have been developed specifically for modelling mobile com-
putation, primarily for the purpose of functional verification, the most notable being the
m-calculus [21] and the calculus of mobile ambients [3]]. The w-calculus, and Priami’s
subsequent extension, the stochastic m-calculus [22]], have a very different style of re-
presenting systems [2], which does not satisfy our criterion of clearly separating state
changes into distinct types related, in the case of mobile computation, to concepts of
location and mobility. In this respect our formalism is closer to the work on mobile
ambients.

The calculus of mobile ambients is intended to capture notion of locations, mobility
and authority for movement. This is achieved by introducing the concept of ambient,
i.e. a bounded place where computation happens. Ambients can be nested into other
ambients and can be moved as a whole. Mobility primitives are provided by considering
capabilities: it is possible to enter into another ambient, to exit from an ambient, to
open an ambient. Processes are executed within ambients and a simple asynchronous
communication mechanism that works within a single ambient is chosen. Communica-
tion across ambients is modelled as the movement of ‘messenger’ agents that must cross
ambient boundaries. (This is similar in style to our own representation of the Mobile IP
protocol.) The most pronounced differences between PEPA nets and the ambient cal-
culus are the lack of timing information in the ambient calculus and the ability to nest
ambients which gives a hierarchical structure to locations which cannot be matched by
the places in PEPA nets.

7 Conclusions

In this tutorial we have introduced the PEPA nets modelling language and focussed on
the use of PEPA nets as a performance modelling formalism tailored for systems with
inherent mobility. We have applied the PEPA nets modelling language to modelling
examples of mobile agent systems where the agents in the system are mobile objects
under a discipline of dynamic binding of names. We have also used PEPA nets to build
larger case studies of mobile system protocols such as MobilelP.

We have implemented a tool set to explore PEPA net models and to generate the
corresponding continuous-time Markov chain representation of the model. These can be
solved by standard numerical procedures for solving continuous-time Markov chains.
Future work remains to investigate efficient state-space generation procedures for PEPA
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nets and efficient solution techniques for the generated models. Both of these program-
mes of work will take advantage of the hierarchical structure of a PEPA net as a network
of PEPA models.

Acknowledgements. Stephen Gilmore, Jane Hillston and Leila Kloul are supported by
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A Semantics of PEPA

The semantic rules, in the structured operational style, are presented in Figure [8} the
interested reader is referred to [14]] for more details. The rules are read as follows: if the
transition(s) above the inference line can be inferred, then we can infer the transition
below the line. The notation r,,(E) which is used in the third cooperation rule denotes
the apparent rate of o in E.

A.1 Additional Semantic Rules for PEPA Nets

For any token component its action type set can be partitioned in distinct subsets corre-
sponding to transitions and firings respectively. Thus for a component @), A;(Q) is the
set of local transitions currently enabled in @) and A;(Q) is the set of firings currently
enabled for Q.
We use the notation
(e, 7)
P]_ —)D—> Pz

to capture the information that there is a transition connecting place P to place P,
labelled by (v, ). This relation captures static information about the structure of the
net, not dynamic information about its behaviour. The semantic rules for PEPA nets are
those for PEPA plus the additional rules presented in Figure [0}
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Prefix
(o,r)
(a,r).E — E
Cooperation
— (a ¢ L) — (a ¢ L)
EXF —EDXF EXF — EXF
(ayr1) (ayr2)
F——F F——F T1 2

(e € L) where R =

(o, R) ! /

Choice
(er) (er)
FE F—F
(a,m) (a,r)
E+F—F E+F—F
Hiding
(@n 5o
e (a ¢ L) e (e € L)
E/L — E'/L E/L —5 FE'/L
Constant
(a,m) /
F FE o
Al
A5 FE

Fig. 8. The operational semantics of PEPA

The Cell rule conservatively extends the PEPA semantics to define that a cell which
is filled by a component () has the same transitions as ) itself. A healthiness condition
on the rule (a typing judgement) requires a context Q[_] to be filled with a component
which has the same alphabet as Q). We write Q =, Q' to state that @ and Q' have the
same alphabet. There are no rules to infer transitions for an empty cell because an empty
cell enables no transitions.

The Transition rule states that the net has local transitions which change only a single
component in the marking vector. This rule also states that these transitions agree with
the transitions which are generated by the PEPA semantics (including the extension for
contexts). Recall that the transition and firing alphabets are distinct. We do not give
priority to one alphabet of actions over the other; the highest-priority firings and the
transitions compete based on a race policy.

The Firing rule takes one marking of the net to another by performing a PEPA
activity and moving a PEPA component from the input place to the output place. This
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has the effect that two entries in the marking vector change simultaneously. In order to
take account of the priorities we define a number of supplementary transition relations,
one for each priority level. A net level transition’s eligibility for firing depends on two
conditions. Firstly there must be an empty cell in the destination place into which the
token can be transferred. The Enabling rule ensures that this is the case, and defines a
transition relation, decorated with the priority level of the corresponding activity type.
The rate at which the activity is enabled is calculated as in the PEPA semantics of
cooperation. In order for a firing to take place it must also be the case that the type of
the enabled firing has the highest priority level in the set of the enabled firings. This is
imposed by the Firing rule in which we discard those enabled firings which do not have
the highest priority. In other words for a firing to occur there must not be any other firing
satisfying the Enabling rule (empty destination cell) which has a higher priority.

Cell: :
(a, T
/ "
C—C Q=)
RIQ] — Q[Q"]
Transition: )
M o, T M/
L F (@ € A
(... Mp,...) —> (..., Mp,...)
Enabling:
Q (a,7r1) Q’ p (o, 72) P
o R) - l] J (a S Af)
(.., Pi[..7 Q, ..], ey Pj[..7 — ..]7 ) —n(a) (..7 :Pi[..7 — ..], ..,Pj[.., Q/, ..], )
Firing:
(a,7) , (8, s) "
M—, M M —,, M
(n>m)

(o, 1)
M —— M’

Fig. 9. Additional semantic rules for PEPA nets



Scheduling in Distributed Systems

Helen Karatza

Department of Informatics, Aristotle University of Thessaloniki,
54124 Thessaloniki, Greece
karatza@csd.auth.gr

Abstract. This paper considers the problem of scheduling in distributed sys-
tems. Several scheduling policies employed in distributed server environments
are presented, each of which addresses different aspects of the scheduling
problem. The objective of this paper is to summarize research on distributed
systems scheduling that is being performed worldwide. ...

1 Introduction

Scheduling is fundamental to the success of distributed systems. Even the most power-
ful high performance computing environments require proper scheduling in order to
efficiently serve the users. For this reason, many researchers have been seeking sched-
uling methods to optimize distributed system performance. Furthermore, recent devel-
opments in computing environments, such as grid environments and heterogeneous
clusters, present new challenges to schedulers. The heterogeneity of these systems and
changes in execution environment often require dedicated scheduling techniques for
each group of resources in the distributed computing environment.

Distributed server systems are common because they offer considerable computa-
tional power, are cost-effective and are easily scalable. A distributed system shares
resources among a number (community) of users. Unfortunately, it is not always pos-
sible to efficiently execute jobs. Good scheduling improves system performance and
also preserves individual application’s performance so that some jobs do not suffer
unbounded delays.

Distributed system scheduling has been studied extensively while applying different
performance goals to many distributed system types and parallel workload types. It
has been clearly established that scheduling has a substantial impact on performance.
The references section lists a few examples taken from the literature.

Many types of distributed systems are currently available, some consisting of large
numbers of processors. The availability of different distributed systems as well as a
diversity of hardware and software makes the management of distributed resources
among users very difficult. Scheduling often is a composite problem of deciding
where and when to execute an application (i.e., on which processors, and in which
order). Some scheduling policies offer over-all solutions to the composite problem,
while others merely focus on one of the sub-problems.

M.C. Calzarossa and E. Gelenbe (Eds.): MASCOTS 2003, LNCS 2965, pp. 336-356, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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Scheduling is a fundamental issue regarding performance of distributed applica-
tions and distributed systems. However, many related problems remain unsolved.
Hence, research continues. Techniques at the application level and at the system level
are of interest.

Traditional performance methodologies, i.e., analytic modeling, experimental
measurements, and simulation modeling are useful when evaluating distributed sys-
tems. Analytical techniques used to evaluate distributed system performance are com-
prised of queuing networks and stochastic Petri Nets. Other modeling techniques
combine approximate solutions and analytical methods. However, the high level of
distributed system complexity limits the applicability of these techniques.

Experimental measurement is another method used to evaluate distributed system
performance. However, measurements can only be gathered on existing systems.
Many believe that the most straightforward way to evaluate scheduling algorithms,
without building a full-scale implementation is through modeling and simulation.
Simulation models can help identify problems such as performance bottlenecks inher-
ent in the architecture, and provide a basis for refining the system configuration. Some
papers related to simulation of parallel and distributed systems scheduling are listed in
[1].

The objective of this paper is to present further research into the area of scheduling
in distributed systems. The referenced research papers represent significant effort into
distributed scheduling that is being expended worldwide. These papers provide insight
into current and future trends in distributed systems performance.

2 Scheduling Issues

The range of research topics covered next is quite broad, reflecting on the importance
of scheduling in distributed systems.

2.1 Task Assignment in Distributed Systems

The performance analysis of task assignment policies is a very interesting research
topic. However, analyzing even the simplest policy is difficult, leaving many open
questions.

The analysis of task assignment is addressed in [2]. This paper considers a particu-
lar distributed server system model in which hosts are homogeneous and the execution
of jobs is non-preemptive. The authors consider both the case where jobs are immedi-
ately dispatched upon arrival to one of the host machines for processing, and the case
where jobs are held in a central queue until requested by a host machine. In this re-
search short jobs are separated from long jobs, but short jobs may be run in the long
job partition if it is idle (cycle stealing). It is considered that short and long jobs have
generally distributed service requirements, and that arrivals are Poisson.

The authors present the first analysis of cycle stealing under the central-queue
model, while cycle stealing under the immediate dispatch model is analyzed by the
same authors in their past work. Their analysis uses a technique which is referred to as
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busy period transitions. It involves creating a Markov chain that includes transitions
that correspond to various types of busy periods. The authors denote that their analysis
is an approximation, since it depends on approximating these busy periods by a finite
number of moments, but that this approximation can be made as precise as desired by
using more moments. Actually, they refer that even with just three moments their
analysis agrees well with simulation.

The results of this research reveal that cycle stealing can significantly reduce mean
response time for short jobs, while long jobs are not significantly penalized. It is also
shown that the central queue approach is superior than immediate dispatch, regarding
both the benefit to short jobs and the penalty to long jobs.

2.2 Scheduling in Distributed Systems with Variable Workload

Most research in the area of parallel job scheduling assumes that the number of tasks
per job is defined by a specific distribution (for example uniform or normal) and also
that job inter-arrival times and task service demands are defined by specific distribu-
tions (for example by an exponential or a hyper-exponential distribution). However, in
real systems the variability of job parallelism and also the variability of job inter-
arrival time and task service demands can vary depending on which jobs run in the
different time intervals.

Karatza in [3] studies scheduling in a distributed system with a time varying work-
load. This paper considers time varying distributions for job inter-arrival times, the
parallelism of jobs and for task service demand. These distributions represent real
parallel system workloads. The impact of different workload parameters on perform-
ance metrics is examined to identify conditions that produce good overall system
performance, and maintain fairness of individual job execution times. Simulation
generates results used to compare different scheduling configurations. Four known
scheduling policies are analyzed and compared in this paper. The First-Come-First-
Served (FCFS), the Shortest-Task-First (STF), the Limited STF (LSTF-I, where the
STF method is applied / times and then the oldest task in the queue is scheduled), and
the Job with the Smallest Number of Incomplete Tasks First (JSNITF).

The technique used to evaluate the performance of the scheduling disciplines in this
paper is experimentation using synthetic workload simulation. An open queuing net-
work model of a distributed server system is considered. There are P homogeneous
and independent processors each serving their own queue and interconnected by a
high-speed network with negligible communication delays. The model configuration is
shown in Fig. 1.

Job tasks are considered to be independent so that they can execute at any time, in
any order, and on any processor. The number of tasks that a job consists of is referred
to as the job’s degree of parallelism. Each task is dispatched randomly to processors
with equal probability. Tasks in processor queues are executed according to the
scheduling (temporal) method that is currently employed. No migration or pre-
emption is permitted.

On completion of execution, a task waits at the join point for sibling tasks of the
same job to complete execution. Therefore, synchronization among tasks is required.
The price paid for increased parallelism is a synchronization delay that occurs when
tasks wait for siblings to finish execution.



Scheduling in Distributed Systems 339

D: Task Dispatcher

Fig. 1. The queuing network model

The workload considered in this paper is characterized by the following three pa-
rameters: Distribution of job inter-arrival times, distribution of the number of tasks per
job, and distribution of task service demand. There is no correlation between the di-
fferent parameters. For example, a job with a small number of tasks may have a long
execution time.

Distribution of Job Inter-arrival Times. The distribution of job inter-arrival time
changes in exponentially distributed time intervals by, by, ..., b, from exponential to
Branching Erlang and vice versa (Fig. 2). The mean time interval for distribution
change is b. In both the exponential and Branching Erlang cases, the mean job inter-
arrival time is 1/ where A is the mean job arrival rate.

It is obvious that with this variable distribution, over some time intervals the arri-
val process is Poisson, over other time intervals there are no job arrivals, while over
still other time intervals inter-arrival times are so small that there are almost bulk
arrivals. The parameter that represents the variability of job inter-arrival times is the
coefficient of variation of job inter-arrival time (CV). In the exponential distribution
case, CV' =1 while in the Branching Erlang distribution case, CV >1.

Distribution of the Number of Tasks per Job. A time varying distribution for job
parallelism is assumed. It changes from uniform to normal and vice versa at the end of
exponentially distributed time intervals d,, d5, ... , d, (Fig. 2). The mean time interval
for distribution change is d. In the uniform distribution case, the number of job tasks is
uniformly distributed in the range of [1..P]. The mean number of tasks per job is n =
(1+P)/2. In the normal distribution case we assume a “bounded” normal distribution
for the number of tasks per job in the range of [1..P] with mean n = (1+P)/2 and stan-
dard deviation o = n /4.

Jobs that all arrive at processors within the same time interval d; have the same
distribution for their tasks. However, during the same time interval, if some jobs ar-
rived at the processors during previous time intervals, they may have different distri-
butions for their tasks. These jobs may wait at the processor queues or they may be
served.
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Fig. 2. Time varying distributions for job inter-arrival time, job parallelism and task service
demand

It is obvious that jobs in the uniform distribution case present larger variability in
their degree of parallelism than jobs in the normal distribution case. In the second
case, most of the jobs have a moderate degree of parallelism (close to the mean n).
Since the distribution of job parallelism changes with time, for some time intervals,
jobs have a highly variable degree of parallelism, while over other time intervals, the
majority of the arriving applications have moderate parallelism in comparison to the
number of processors.

Distribution of Task Service Demand. The distribution of task service demand
changes in exponentially distributed time intervals ey, e, ..., e, from exponential to
Branching Erlang and vice versa (Fig. 2). The mean time interval for distribution
change is e. In both the exponential and Branching Erlang cases, mean task service
demand is 1/u where u is the mean service rate of each processor.

Jobs that arrive at the processors within the same time interval e; have the same
distribution for their task service demand. However, during the same time interval if
some jobs arrived during previous time intervals, they may have a different task serv-
ice demand distribution. These jobs are either waiting at the processor queues or are
being served.
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Tasks of the Branching Erlang distribution case have larger variability in their
service demand than exponential tasks. A high variability in task service demand im-
plies that there are a proportionately high number of service demands that are very
small as compared with the mean service demand, and that there are a comparatively
low number of service demands that are very large. When a task with a large service
demand begins execution, it occupies the processor for a long time interval and, de-
pending on the scheduling policy, it may introduce inordinate queuing delays for other
tasks waiting for service. The parameter that represents the variability of task execu-
tion time is the coefficient of variation of execution time. The same notation CV is
considered for the coefficient of variation of task execution time and job inter-arrival
time because in all the experiments conducted in this paper the two parameters have
the same values.

The three groups of time intervals {by, by, ..., b; }, {d}, d>, ..., d, }, and {ey, ey, ...,
e,} are independent of one another. Therefore, the task service demand distribution
change is independent of the job parallelism distribution change as well as the job
arrival distribution change (Fig. 2).

From the simulation results that are presented in the paper it is shown that the
choice of a scheduling policy depends on whether the performance goal is to achieve
only good overall performance or to also provide some guarantee for fairness in terms
of individual job service. Simulation results also indicate that the relative performance
of the different algorithms depends on the workload, and that all methods have merit.
It is also shown that STF-/ for a proper / value can combine good performance and
fairness.

Time varying workload is also examined in [4] where a closed queuing network
model of a distributed system is considered. The model includes P homogeneous and
independent processors and the I/O subsystem. Since a system with a balanced pro-
gram flow is considered, the I/O subsystem has the same service capacity as the proc-
essors. The I/O subsystem may consist of an array of disks (multi-server disk center)
but it is modeled as a single I/O node with a given mean service time.

In the simulation experiments of [4], it is assumed that a fixed number of jobs N
are repeatedly executed in the closed circle of parallel processors and an I/O unit
shown in Fig. 3. N is called the degree of multiprogramming of a simulation experi-
ment. x and z represent the mean processor and the mean I/O service time respec-
tively.

Two cases for the assignment of tasks to processors are examined. One case takes
communication overhead into account that is incurred when the scheduler collects
global system information about processor queue assignment decisions. In the other
case it is assumed negligible overhead when assigning job tasks to processor queues.
In Fig. 3, the scheduler is modeled as a single server queuing system, with mean serv-
ice time Co, that represents the effects of communication overhead. Co = 0 in the
cases where overhead is ignored. In the latter case, the scheduler dispatches job tasks
immediately to processor queues upon job arrival.



342 H. Karatza

Scheduler :I:D
]]]<]]
N\

«<— oDEgE@E ... I3
;\/_/
N jobs

Fig. 3. The queuing network model

As in the [3] model case, jobs are partitioned into independent tasks that can run in
parallel. The workload considered here is characterized by the following four pa-
rameters: The distribution of the number of tasks per job, the distribution of task
service demand, the distribution of I/O service time, and the degree of multiprogram-
ming.

This paper considers that job parallelism and task service demand are not defined
by a specific distribution but that the distribution changes with time in the same way
with that depicted in [3]. The notations {d\, d,, ..., d,, }, and {ey, e, ..., ¢,} in Fig. 3
also hold for this case. Each task is assigned to one of the queues accordingly to the
routing policy that is applied. Tasks in processor queues are executed according to the
temporal scheduling method that is currently employed. No migration or pre-emption
is permitted.

After a job leaves the processors, it requests service on the I/O unit. The I/O service
times are exponentially distributed with mean z. Each time a job returns from 1/O
service for scheduling on distributed processors, it is partitioned into a different num-
ber of tasks even if it arrives during the same time interval d; in which case it executed
last.

The following scheduling policies are examined: Probabilistic routing — FCFS,
Shortest Queue routing — FCFS (SQFCFS), Shortest Queue routing — FCFS — Co
(SOFCFS-Co), Probabilistic routing — STF, Probabilistic routing — Task of the job
with the Smallest Number of Incomplete Tasks First, and Probabilistic routing —
Limited STF .

In the SQFCFS case, it is assumed that Co = 0. However, the shortest queue
method invokes the scheduler every time a job demands processing service. Invoking
the scheduler requires considerable communication overhead to collect load informa-
tion from all processors. For this reason, the SQFCFS—Co policy is used where the
overhead of collecting global system information is not negligible. The time required
by the scheduler to make an assignment decision is considered to be uniformly dis-
tributed over an interval [a, b] with a mean of Co > 0. For the I/O subsystem, the
FCFS policy is employed.

The impact of different workload parameters on performance metrics is examined
in this paper. Similarly to the objective of [3], the aim of this paper is to identify con-
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ditions that produce good overall system performance while maintaining fair individ-
ual job execution times. Also, simulation is used to generate results for different con-
figurations.

Simulation results of this research indicate that the SQFCFS policy performs much
better than the other methods examined and also is the most fair. It is more superior at
lower degrees of multiprogramming and when task service demand involves time
intervals with large differences in the service demand variability. Furthermore, results
show that, up to a certain value of the mean communication overhead, performance of
the SQFCFS method is only marginally affected. Generally, it can be concluded that
even though overhead can degrade SQFCFS, in many cases its performance remains
high in comparison to other methods.

2.3 Epoch Load Sharing and Epoch Scheduling

Load sharing is an important topic that has been studied by many authors. Load shar-
ing and also job scheduling in a network of workstations are studied in [5]. Along with
traditional methods of load sharing and temporal job scheduling, this paper also ex-
amines two methods referred to as epoch load sharing and epoch scheduling respec-
tively. Epoch load sharing evenly distributes the load among workstations with job
migration that occurs only at the end of predefined intervals. The time interval be-
tween successive load sharing events is called an epoch. In the epoch scheduling case,
job priorities in processor queues are recalculated only at the end of epochs when
queue rearrangements take place.

The paper investigates probabilistic, deterministic and adaptive load sharing poli-
cies. In the probabilistic case (Pr), scheduling policies are described by state inde-
pendent branching probabilities. Jobs are dispatched randomly to workstations with
equal probability. In the deterministic case, jobs join the Shortest workstation Queue
(SQ method) since routing decisions are based on system state. The adaptive case uses
a variation of the probabilistic policy. When workstations become idle, jobs can mi-
grate from heavily loaded workstation queues to idle workstations (PrM). This is a
receiver initiated adaptive load sharing method. It balances the job load and can im-
prove overall system performance. Epoch load sharing which is also an adaptive load
sharing method is described next.

Epoch Load Sharing (ELS). This policy uses migration at the end of epochs to
distribute the load evenly among workstations (Fig. 4). At the end of epochs, the
scheduler collects information about the status of all workstation queues, evaluates the
mean of all queue lengths, and places processor queue lengths into increasing order in
a table. Then, it moves jobs from the most heavily loaded to lightly loaded processors
until either all processors have queue lengths equal to the mean or differ at most by
one job.
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Fig. 4. Epoch load sharing over time ¢

The transfer of jobs to remote workstations incurs communication costs. In this
model, only queued jobs are transferred. The communication channel is modeled as a
single server queuing system, whose service time is an exponentially distributed ran-
dom variable with mean Co, in order to deal with the effects of communication over-
head.

Most distributed system load sharing research focuses on improving some perform-
ance metrics such as mean response time where scheduling overhead is assumed to be
negligible. However, scheduling overhead can seriously degrade performance. There-
fore, the number of times the scheduler is called to make load sharing decisions can be
a factor that degrades performance.

Epoch load sharing is compared with the other load sharing methods when the
FCFS scheduling strategy is employed. The objective is to reduce the number of times
that global system information is needed to make allocation decisions, while at same
time achieving good performance.

In the case where global system state information is not available, the performance
of three temporal scheduling methods is examined when probabilistic routing is em-
ployed. The FCFS method is the simplest scheduling strategy. It is fair to individual
jobs but often yields sub-optimal performance. This method incurs no overhead. The
Shortest-Job-First (SJF) policy usually performs best but it has the following two
disadvantages: a) It involves a considerable amount of overhead because processor
queues are rearranged each time new jobs are added. b) It is possible to starve a job if
its service time is large in comparison to the mean service time. The third method is
epoch scheduling described next.

Epoch Scheduling (ES). Processor queues are only rearranged at the end of epochs
with this policy (Fig. 5). Then, the scheduler recalculates the priorities of all jobs in
system queues using the SJF criterion. The goal of ES is to decrease as much as
possible the number of queue rearrangements in comparison with the SJF method,
while being fair and producing good system performance.

1 epoch, | epoch, 1 l epoch, l
> !
........ > e e e
Queue Queue Queue Queue
rearrangements rearangemens rearangements rearangements

Fig. 5. Epoch queue rearrangements over time ¢
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An open queuing network models the network of workstations. Simulation is used
to generate results used to compare different configurations. The performance of load
sharing methods and job scheduling strategies are compared for various workloads
and different epoch sizes (epoch sizes which are multiples of the mean processor
service time are considered). Fairness among competing jobs is required. Simulation
results of this paper reveal the following:

PrM, SQ and ELS for small epoch sizes perform better than SJF and ES with prob-
abilistic routing in terms of overall performance and fairness.

From the methods that are examined, SQ is the best policy only if overhead is not
taken into account. ELS with small epoch size is preferred as it performs close to SQ
and produces much less overhead than PrM and SQ.

However, when global system state information is not available, probabilistic rout-
ing combined with ES with a small epoch size is a good policy to use, as it performs
close to SJF, and involves less overhead than SJF does.

2.4 Scheduling in Clusters

The increasing performance and the decreasing cost of commodity components for
networking makes clusters attractive for high-performance computing. Clusters are
frequently the platform of choice for scientific, commercial and industrial applica-
tions. Numerous large clusters have been deployed to support computation-intensive
applications, so there is considerable interest in improving cluster scheduling and
resource management. Indeed much research already exists, such as by Dandamudi
[6]. He discusses the performance of a hierarchical scheduling policy for cluster sys-
tems that includes a load-balancing component to cope with the local load fluctua-
tions. Other examples related to cluster scheduling are summarized below.

Flexible CoScheduling in a Cluster of Workstations. There is a diversity of differ-
ent types of cluster computing environments, and workstation clusters are one of them.
Workstation clusters provide attractive scalability in terms of computation power and
memory size and they have become viable platforms for a wide range of applications.
However, usually workstation cluster utilization remains low and this results in sub-
optimal performance. Therefore, new policies are needed to efficient allocate work-
station resources to competing applications.

In [7] it is shown that it is possible to significantly increase the resource utilization
in a cluster of workstations and to effectively perform system-level load balancing. A
special scheduling mechanism, the Flexible CoScheduling (FCS) is designed. The aim
is to alleviate gang scheduling related problems, such as fragmentation, load imbal-
ance and hardware heterogeneity. The authors propose a classification of the proc-
esses according to their characteristics (needs and behavior), and dynamic scheduling
based on this classification. Gang scheduling is used only for those jobs that need it,
while processes from other jobs, which can be scheduled without any constraints are
used to reduce fragmentation.
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The authors have implemented FCS on top of the STORM resource management
framework. They have tested FCS on a 32-node/64-processor cluster using both syn-
thetic and real applications. The results of their research demonstrate that FCS is
competitive with gang scheduling and implicit coscheduling.

Exploiting Heterogeneity for Cluster Based Parallel Multithreading. PC clusters
connected by a high-speed network have been extensively used for the execution of
computation intensive parallel multithreaded applications. However, the efficient
scheduling in PC clusters requires two difficult research issues to be explored. The
first issue is about finding a way to reduce the communication overhead of executing a
multithreaded application on the cluster. The second issue is about finding a manner to
exploit the heterogeneity in PC clusters, for the application. Heterogeneity character-
izes almost all PC networks.

In [8], Kwok proposes to use a duplication based approach in scheduling
tasks/threads to a heterogeneous cluster of PCs. According to this approach, critical
tasks are redundantly scheduled to more than one machine, in order to reduce the
number of inter-task communication operations. The start times of the succeeding
tasks are also reduced. The task duplication process is based on the system heteroge-
neity where the critical tasks are scheduled or replicated in faster machines. The
authors implemented their algorithm in their experimental application parallelization
system for generating multithreaded parallel code executable on a cluster of Pentium
PCs. The experiments use several real applications. The results presented in this paper
reveal that heterogeneity of PC cluster is useful for optimizing the execution of paral-
lel multithreaded programs.

Scheduling Parallel Jobs with CPU and I/O Resource Requirements. Most re-
search papers found in the literature about job scheduling consider scheduling in proc-
essors only. They do not explicitly model the I/O processing, even though it can sig-
nificantly influence the overall system performance. However, since 1/O is also a criti-
cal resource for many jobs, the allocation of processor and I/O resources must be
coordinated to offer better service to jobs and to improve system performance.

An on-line coordinated allocation of processor and I/O resources in large-scale
shared heterogeneous cluster computing systems is studied in [9]. The authors present
a combined CPU and I/O resource scheduling policy and study its performance under
various system and workload parameters. They also compare the performance of their
proposed policy with static space time sharing policy. Their objectives are to mini-
mizing the average job completion times and maximizing the system utilization.

The proposed scheduling policy shares the system resources both spatially and
temporally. The proposed strategy is based on a federation of schedulers, where each
scheduler is responsible for a set of nodes in the system. It is demand driven and it
combines self-scheduling and affinity-scheduling. In this way data locality is taken
into account when mapping jobs to resources for balancing the load among the clus-
ters in the system. Furthermore, another important characteristic of this approach is
that the decision making process is also distributed among several schedulers which,
as a consequence improves fault-tolerance and scalability of the system.
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The authors used discrete event simulation to compare their scheduling policy with
the static space time sharing policy. The simulation results show that the proposed
policy performs significantly better than the static space time sharing policy under all
system and workload parameters.

2.5 Scheduling in Grid Systems

The need for high computation power is continuously increasing. One solution to
accommodate a huge demand for resources is provided by Grid computing. Grid dif-
fers from conventional distributed computing because it focuses on the large-scale
sharing of Internet-connected resources.

Grid computing could evolve into the world’s next major computing infrastructure.
Computational Grids are comprised of a large number of various resources with dif-
ferent owners. They make it possible for different users to run computational intensive
applications at remote sites. The sites are made up of heterogeneous resources where
heterogeneity depends on the characteristics of resources.

Grids could someday coordinate millions of heterogeneous resources distributed
over the world. The management and scheduling of resources in computational grids
is complex, demanding specialized tools and a significant amount of effort.

Simulation Tools for Grid Systems. The efficiency of scheduling policies is crucial
to Grid performance. Simulation currently is the only feasible way many large-scale
distributed systems of heterogeneous resources can be evaluated. Simulation is effec-
tive when working with very large problems that involve a large number of resources
and users. Simulation makes it possible to explore different types of systems operating
under varying workloads.

In [10] the SimGrid framework is presented which enables the simulation of dis-
tributed applications in distributed computing environments for the specific purpose of
developing and evaluating scheduling algorithms. In this paper the authors focus on
SimGrid v2, which improves on the first version of the software with more realistic
network models and topologies. Another feature of the second version of SimGrid is it
enables the simulation of distributed scheduling agents, which is an important research
topic for scheduling in large distributed environments.

GridSim [11, 12] is a toolkit that allows for the modeling and simulation of entities
in parallel and distributed computing systems - users, applications, resources, and
resource brokers (schedulers) for design and evaluation of scheduling algorithms. It
provides a comprehensive facility for creating different classes of heterogeneous re-
sources that can be aggregated using resource brokers to solve computation and data
intensive applications. A resource can be a single processor or multi-processor with
shared or distributed memory and managed by time or space-shared schedulers. The
processing nodes within a resource can be heterogeneous in terms of processing capa-
bility, configuration, and availability. The resource brokers use scheduling algorithms
or policies for mapping jobs to resources to optimize system or user objectives de-
pending on their goals.
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A Decoupled Scheduling Approach for Grid Environments. While many users
could benefit from the extensive resources offered by Grids, application development
remains a difficult problem. Each application has unique resource requirements that
must be considered for deploying applications on Grid resources. In [13] an adaptive
scheduling approach is proposed which is designed to improve the performance of
parallel applications in Grid environments. The approach is decoupled, that is it ex-
plicitly separates general-purpose scheduling components from application-specific
information and components. As part of the scheduler, the authors also developed an
application-generic resource selection procedure that identifies desirable resources.

Two applications from the class of iterative, mesh-based applications have been
selected for test purposes. The authors used a prototype of their approach with these
applications to perform validation experiments in production Grid environments. They
expect the largest performance advantage of their approach under the following con-
ditions:

Resource information is available.

An application performance model and mapping strategies are already available or
can be easily created.

The shared Grid environments considered do not include dedicated machines or
batch schedulers.

This scheduling approach is most effective for applications that have moderate
computation to communication ratios.

The authors note though that it is not expected that general purpose software will
achieve the performance of a highly tuned application-specific scheduler. Instead, the
purpose is to provide consistently improved performance relative to conventional
scheduling algorithms. The results of experiments that they have conducted reveal that
this scheduler succeeds in this pursuit and it gracefully handles degraded levels of
availability of application and Grid resource information. They also show that their
methodology involves reasonable overheads.

Scheduling on Non-Dedicated Computational Farms. Grid users are provided with
a dynamically configured, parallel computing environment, but, without guarantees on
contiguous resource availability. The users of a grid are either hosts or guests. A guest
can use a resource if no host is using it. The performance of a grid depends on the
ability of system software to exploit idle intervals on shared grid resources.

The utilization of idle memory in non-dedicated computational farms with limited
memory resources is studied in [14]. The authors present an adaptive scheduling strat-
egy that prevents thrashing, enables adaptation to memory pressure at arbitrary points
of execution in a program, and takes into account the relative priorities of jobs. The
thrashing prevention scheduling module is integrated with a dynamic co-scheduling
module. The two modules may work in co-operating way or they may work as com-
petitors.

To investigate the performance of the scheduling extensions, the authors use
workloads consisting of mixes of parallel and sequential jobs. They use three sequen-
tial workloads, an interactive workload, an I/O-intensive workload with short-lived
processes and a CPU and memory-intensive workload with long-lived processes.
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The paper presents experiments in which the parallel jobs run with either of two
priorities. In the first case, parallel jobs are executed with guest priorities and sequen-
tial jobs are executed with host priorities. Guest priorities are always lower than host
priorities. If there is at least one host job running in the system, no guest job can use
CPU time. In the second case, parallel jobs and sequential jobs compete using dy-
namic priorities.

The goal of the experiments is the performance of the parallel jobs on a non-
dedicated cluster of privately owned workstations running general-purpose workloads.
With the experiments the authors show that thrashing prevention is more important
than co-scheduling, in cases of limited memory resources. The paper reveals that co-
scheduling provides a limited performance improvement at low memory utilization
levels, and that thrashing prevention should be enforced in all other cases due to the
cost of paging.

An Approach to Assemble Grids with Equitable Resource Sharing. Most grid
computing users do not have access to an efficient number of shared grid resources
because most times gaining access to resources requires negotiations with the re-
sources owners. To address this problem, Andrade et al. ([15]) are developing the
OurGrid resources sharing system, a peer-to-peer network of sites that share resources
“equitably” in order to form a grid to which they all have access. The resources are
shared accordingly to a “network of favors” model in which a site donates its idle
resources as a favor, expecting to be prioritized when it asks for favors from the com-
munity. This has a result that peers that contribute more to the community are priori-
tized when they request resources. This design aims to provide this prioritization in a
completely decentralized manner.

The type of applications for which OurGrid intends to provide resources are those
parallel applications whose tasks are loosely coupled known as bag-of-tasks (BoT)
applications. BoT are those parallel applications composed of a set of independent
tasks that need no communication among them during execution.

For the environment in which the system will operate the authors assume that: (i)
there are at least two peers in the system willing to share their resources in order to
obtain access to more resources and (ii) the applications that will be executed using
OurGrid need no quality of service guarantees. With these assumptions, they aim to
build a resource sharing network that promotes equity in the resources sharing. By
equity they mean that those participants in the network which have donated more
resources are prioritized when they ask for resources.

Simulation results of this approach reveal that it is a promising design. The authors
expect to evolve the present approach into a solution for the real grid user require-
ments.

Parallel Job Scheduling in a Heterogeneous Multi-Site Environment. Different
sites in computational grids have generally different configurations of their processors
and have generally different performance characteristics. Much of the research on job
scheduling for heterogeneous systems considers the scheduling of independent se-
quential jobs or precedence constrained task graphs where each task is sequential. The
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scheduling of parallel jobs in a heterogeneous multi-site environment is studied in
[16]. The authors consider a system where each site hosts a homogeneous cluster of
processors, but processors at different sites have different speeds. They start this re-
search first with a simple greedy scheduling strategy, and they propose and evaluate
several enhancements using trace driven simulations. They consider the use of multi-
ple simultaneous reservations at different sites, use of relative job efficacy as a queu-
ing priority, and compare the use of conservative versus aggressive backfilling. Con-
trary to the single-site case, their simulation results reveal that for the heterogeneous
multi-site environment conservative backfilling performs consistently better than ag-
gressive backfilling.

2.6 Web Server Scheduling

There is a demand for high-performance web servers that can provide fast response
and high throughput to client requests. This section investigates various methods and
techniques designed to enhance distributed web server performance and provide qual-
ity of service to millions of web clients.

Size-based Scheduling for Web Performance Improvement. In [17] Harchol-Balter
et al. investigate the possibility of reducing the expected response time of every re-
quest at a web server, by changing the order in which the requests are scheduled. The
authors propose a method for performance improvement of web servers that service
static HTTP requests. Their idea is to give preference to requests for small files or
those requests with short remaining file size, in accordance with the well-known
scheduling algorithm preemptive Shortest-Remaining-Processing-Time-first (SRPT).
As far as it concerns the limitation that SRPT requires a-priori knowledge of the time
to service the request, their experiments show that the time to service a request is well-
approximated by the size of the file requested, which is well-known to the server.
Also, a primary goal of the authors is to investigate whether SRPT “starves” requests
for large files or does not in the case of web servers serving typical web workloads.

Their implementation is at the kernel level and involves controlling the order in
which socket buffers are channeled into the network. They execute the experiments in
a LAN and a WAN environment. They use the Linux operating system and the
Apache and Flash web servers. They are concerned with response time which is de-
fined to be the time from when the client sends out the SYN-packet requesting to open
a connection until the client receives the last byte of the file requested.

The results presented in the paper indicate that SRPT-based scheduling of connec-
tions yields significant reductions in delay at the web server. These result in a signifi-
cant reduction in mean response time and mean slowdown for both the LAN and
WAN environments. Furthermore, the authors show that their method hardly penalizes
or not at all penalizes requests for large files.

Quantifying the Properties of SRPT Scheduling. In [18] a probe-based sampling
approach is used to study the behavioral properties of Web server scheduling strate-
gies, such as Processor Sharing (PS) and Shortest Remaining Processing Time
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(SRPT). The approach can be used to estimate the mean and variance of the job re-
sponse time, for any arrival process, service time distribution, and Web scheduling
policy.

The authors apply the approach to trace-driven simulation of Web server schedul-
ing to compare and contrast the PS and SRPT scheduling policies. They identify two
types of unfairness in a Web server scheduling system: endogenous unfairness that a
job can suffer because of its own size, and exogenous unfairness that a job can suffer
because of the state of the Web server at the time it arrives. The authors quantify each,
mainly examining the mean and variance of slowdown, conditioned on job size, for
different system loads.

The approach of this paper is used to show the asymptotic convergence of slow-
down for the largest jobs, providing confirmation of previous theoretical results ob-
tained by Harchol-Balter et al. [19]. Typical performance results are shown for a
practical range of job sizes from an empirical Web server workload. The range of job
sizes for which the “crossover effect” is evident is identified, where “crossover effect”
is defined in this paper as the region where SRPT provides worse performance than
PS.

The authors conclude that their results are encouraging for the SRPT deployment in
Internet Web servers.

Load Balancing Using Mobile Agents. Load balancing is an important technique to
improve the performance of distributed web servers. Arriving client requests should
be evenly distributed among the web servers to achieve fast service. The jobs on an
overloaded server should be transferred to an underloaded server to improve overall
system performance.

In [20], a framework called Mobile Agent based LoaD balancing (MALD) is pro-
posed that uses mobile agents technology to implement scalable load balancing on
distributed web servers. The web servers can dispatch mobile agents to collect infor-
mation about the load of the system and perform load redistribution on all servers.

The MALD framework provides a basis to implement different flexible load-
balancing schemes for scalable distributed web server systems. Two load-balancing
schemes are developed based on this framework, respectively, intended for the web
servers in cluster and in WAN. The performance evaluations that have been conducted
in this paper demonstrate that the two schemes can outperform the load-balancing
approaches based on message-passing paradigm in the cases of large num- bers of
servers and client requests.

2.7 Scheduling in Networks

Scheduling on Shared Networks. Shared networks, varying from workstation clus-
ters to computational grids constitute a very important platform for high performance
computing. In these distributed computing environments, applications performance
strongly depends on the dynamically changing availability of resources. Therefore it is
important to be able to predict the performance of an application under given resource
conditions.
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[21] studies automatic development of application performance models that can es-
timate application execution behavior under different network conditions. The authors
develop a framework to model the performance of parallel applications executing in a
shared network computing environment. The actual performance is predicted for the
case of sharing of a single computation node or network link, while performance
bounds are developed for the case of sharing of multiple nodes and links. The meth-
odology that the authors employ is based on monitoring an application’s execution
behavior and resource usage under controlled dedicated execution.

The procedure can be applied to applications developed with any programming
model since it is based on system level measurements and does not require access to
the source code. This paper shows that detailed measurement of the resources that an
application needs and uses can be used to build an accurate model for the performance
prediction of the same application under different network conditions.

Agent Based Routing in Telecommunication Networks. Agent-based routing in
telecommunication networks appears as an appealing research topic. The metaphor of
the behavior of social insects and their self-organizing capabilities, called ant-based
routing technique is used in order to create an efficient load balancing and co-
scheduling for large volume of calls.

In nature ants can find the shortest path between two nodes (food-source, nest-
destination) by exploiting pheromone information onto ground. Ants simply deposit
pheromone on the route while walking, which influence the rest of them to follow the
same route. In Fig. 6 there is an illustration of this principle. Two ants are leaving
from their source node the same time by following different paths, which are laid, with
pheromone trails. The shortest route will influence more ants afterwards because it
contains a double quantity of pheromone (the quantity of pheromone while spread on
the shortest route is higher in density). In such a way a distributed load balancing is
achieved and the positive feedback mechanism that forms a continuous circle is en-
forced, so the shortest path is strongly marked. In Fig. 7 the positive feedback mecha-
nism is shown for the reinforcement of path.

Fig. 6. Migration strategy using edge pheromones-trail laying principle. Pi and Pj are the corre-
sponding edge routing probabilities
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Routing probabilities (pheromone)
of shortest path "increase".

Agents (ants) are influenced to
select the shortest path (pheromone).

Fig. 7. Positive feedback mechanism for reinforcement of the agents

In a network using a typical decentralized-distributed routing model, each node
maintains a routing table indicating where the call has to go in order to reach the final
destination. Artificial ants adjust the table entries continually affecting the current
network state. Thus, routing tables are represented with pheromone tables having the
likelihood of each path to be followed by the artificial ant.

In general ant colonies are constructive metaheuristics algorithms that share spe-
cific behaviours of ants for solving congestion problems. There are many variants of
ant algorithms but most of them are mainly based on the amount of pheromone is
spread while ant is moving.

An agent-based routing control system and its behavior while network topology
changes to an extended version, is being studied in [22]. In real time networks, for
various reasons some of the nodes collapse or are taken off-line for maintenance. This
has as a consequence a significant reduction in performance. Inspired from this, the
authors examine the behavior of an agent-based routing which is applied to a realistic
Synchronous Digital Hierarchy complex topology network that tends to increase-or
decrease- the number of nodes randomly/under conditions or even activate certain
nodes that were inactive. Algorithmically complex problems like routing in telecom-
munication networks, needs a dynamic adaptive approach. Agent-based routing
method continually modifies the routing tables in response to congestion and overload
in a network, to two different network topologies, measuring performance for the
assumptions made. This decentralized routing scheme is shown not be substantially
affected from any topological changes, when subjected to a certain frequency limit in
variations. Through various newly introduced metrics and simulation of the proposed
scenarios, the paper demonstrates that agent-based routing offers a decentralized
routing control in the network and an efficient way to stabilize responsiveness and
improve overall performance.

2.8 Other Scheduling Issues in Distributed Systems

Scheduling Divisible Workloads. [23] presents an algorithm named UMR (Uniform
Multi-Round) for minimizing the makespan of parallel divisible workload applications
on homogeneous and heterogeneous distributed computing platforms with a mas-
ter/worker strategy. UMR dispatches work in multiple rounds, which makes it possible
to overlap communication and computation. The authors use “uniform rounds”: during
each round a fixed amount of work is sent to each worker. This makes it possible to
compute an optimal number of rounds.
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The experiments conducted in this research show that UMR leads to better sched-
ules than competing algorithms in most of the cases. In those cases where UMR is
outperformed, it is close to the competing algorithms. The main contribution of this
paper is this performance improvement achieved by UMR over previous work in spite
of the “uniform” round restriction, and that because of this restriction an optimal num-
ber of rounds can be computed. It is also shown in the paper that UMR is robust to
platform heterogeneity.

Energy Aware Scheduling for Real-Time Systems. Energy aware computing has
become popular in mobile computing systems and in large systems consisting of mul-
tiple servers. In [24] static and dynamic power management schemes are proposed for
a set of real-time tasks with precedence constraints which execute on a distributed
system. First, static power management for parallelism allocates global static slack,
which is defined as the difference between the length of the static schedule and the
deadline, to different sections of the schedule based on their degree of parallelism.
Second, when pre-emption is considered, the gap-filling technique enhances the
greedy algorithm by allowing out-of-order execution. This is the case where if there is
some slack and the next expected task is not ready, the processor will run the future
ready tasks which are assigned to it. The execution of an out-of-order task will be pre-
empted by the next expected task when it receives all its data and is ready.

By comparing their static technique with the simple static power management,
which distributes global static slack proportionally to the length of the schedule, the
authors find that their static scheme can save an average of 10% more energy. Also
they find that their schemes significantly improve energy savings when are combined
with dynamic schemes.

Integrated Scheduling. In [25] a paradigm for parallel job scheduling is introduced
called integrated scheduling or iScheduling. In contrast to a general-purpose system
scheduler the iScheduler is an application-aware job scheduler. It dynamically controls
resource allocation among a set of competing applications and it can interact directly
with an application during execution in order to optimize resource allocation. As
shown in the paper, an iScheduler may add or remove resources from a running appli-
cation in order to improve the performance of other applications. The paper also
shows that both individual applications and the system as a whole can benefit from
this type of resource management.

The authors propose a framework for building iSchedulers and evaluate the poten-
tial of the iScheduler paradigm on several workload traces obtained both from
supercomputer centers and from a set of real parallel jobs. Their results indicate that
integrated scheduling can significantly reduce both waiting time and the end-to-end
finishing time for these workload classes, outperforming other standard scheduling
strategies.

3 Summary

Distributed systems pose challenging problems and require efficient methods to evalu-
ate the performance of scheduling algorithms. This paper summarizes several recent



Scheduling in Distributed Systems 355

contributions to distributed system scheduling. The objective is to focus on important
research topics that have improved various aspects of distributed systems scheduling.
Hopefully, material in this paper will stimulate research that will further improve the
performance of distributed systems.
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1 Introduction

Magnetic disks, which together with disk arrays constitute a multibillion dollar
industry, were developed in 1950s. Disks were an advance over magnetic drums,
which had a dedicated read/write head per track, since much higher amounts of
data could be accessed in a cost effective manner due to the sharability of the
movable read/write heads. DRAM memories, which are volatile, were projected
to replace disks a decade ago (see Section 2.4 in [33]). This did not materialize due
to the inherent volatility of DRAM, i.e., a power source is required to ensure that
DRAM contents are not lost, but also due to recent dramatic increases in areal
recording density and hence disk capacity, which is estimated at 60% compound
annual growth rate - CAGR. This has resulted in a rapid decrease in cost per
megabyte of disk capacity, so that it is lower than DRAM by a factor of 1000 to
one.

After a brief introduction to disk organization in Section 2, in Section 3 we
review disk scheduling policies, since they have a major effect on disk perfor-
mance. In Section 4 we discuss several techniques to improve disk performance,
e.g., by reorganizing disk data.

What makes an array of disks more interesting than a just a bunch of disks -
JBOD is that the array can provide a capability for fault tolerance and parallel
access and load balancing by striping. Redundant array of independent disks -
RAID paradigm defined in [86] provides these capabilities and defines five RAID
levels. In Section 5 we discuss general concepts associated with RAID. In Sections
6, 7, and 8 we discuss the three most important RAID levels: RAID1 or mirrored
disks, RAID5 or rotated parity disk arrays, and RAID6 and more generally two
disk failure tolerant - 2DFT arrays, which include the EVENODD [I2] and RM2
[87) schemes.

In Section 9 we review analytic and simulation studies evaluating the per-
formance of disks and disk arrays. Conclusions, in Section 10, briefly discusses
some emerging areas.

* We acknowledge the support of NSF through Grant 0105485 in Computer System
Architecture
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2 Magnetic Disks

A disk drive consists of multiple disks or disk platters, which are mounted on a
spindle. More platters (within limits of disk drive height) can be added to the
spindle to increase the capacity of the disk drive, but this requires more power to
rotate the disks. Disks are covered with magnetic material and data is recorded
on each disk surface in concentric circles called disk tracks.

The data bits recorded on tracks can be read/written only when they are
placed underneath a read/write - R/W head. Attached to a disk arm there
are as many R/W heads as active disk surfaces. Only tracks constituting a
hypothetical disk cylinder are accessible to the heads. Other cylinders can be
accessed by rotating the arm to position the R/W heads. Head switching selects
a single head for activation. Disks are rotated at a constant angular velocity,
specified as rotations per minute - RPM, to make the data recorded on a track
accessible to the R/W heads. Disk RPMs have been increasing over the years,
e.g., 15,000 RPM for Maxtor’s ATLAS 15K.

The time to select the R/W head by head switching is called head selection
time. The time to move the R/W heads to the desired track, i.e., the seek time
t(d), is a function of the seek distance expressed in the number of disk tracks
being bypassed. The seek time characteristic t(d),1 < d < C' — 1, where C is the
number of disk cylinders, can be approximated as a line with a higher slope for
short distance seeks and a line with a lower slope for long seeks.

The increase in disk recording density is a result of more tracks per inch -
TPI and more bits per inch - BPI, i.e., increased linear recording density. The
former allows more tracks per disk and a reduction in actual seek distances, but
there is an associated increase in head settling time following seeks [83]. Bits on
a track are grouped into 512 byte sectors and there are more sectors on outer
tracks than inner tracks, e.g., 455 versus 650 sectors in Maxtor’s ATLAS 15K.
This is because Zoned Bit Recording - ZBR maintains about the same BPI at
all tracks.

The increased BPI and RPMs have resulted in an increased data transfer
rate, which is higher for outer tracks than inner tracks in disks with zoning. The
time to transfer a file varies based on its placement and it is advantageous to
place frequently accessed files on outer disk cylinders. Disk zoning complicates
the assignment of files for guaranteed throughput [76].

To ensure uninterrupted reading of files extending across tracks, track skew
and cylinder skew are introduced to mask the head switching delay and single
cylinder seeks, respectively. Zero latency capability allows a block to be read
starting at any sector boundary, rather than just the first.

Disk drives are equipped with an onboard disk cache or track buffer to deal
with the mismatch in the bandwidth of the disk, which varies from zone to
zone, and the I/O bus. The onboard cache is also used in prefetching, e.g., the
remainder of a data track is prefetched after the reading of a block.

The reader is referred to [96], [83] for a more detailed discussion of modern
disk drives. The validation of a detailed disk simulator is also described in [96].



Data Allocation and Scheduling in Disks and Disk Arrays 359

3 Disk Arm Scheduling

FCFS scheduling of disk requests provides a rather poor performance in the case
of accesses to small randomly placed data blocks, since the ratio of transfer time
to service time is orders of magnitude smaller than the effective disk transfer
rate. It has been argued that disk queue-lengths are short, so that little is to
be gained by more sophisticated disk scheduling policies, but evidence to the
contrary is given in [53].

Disk transfer efficiency can be improved by minimizing positioning time.
The high seek time in early disk drives served as the motivation for the shortest
seek time first - SSTF and the SCAN policies, which are aimed at reducing the
seek time [28]. The V(R) disk scheduling algorithm ranges from V(0)=SSTF to
V(1)=SCAN, so that it provides a continuum of algorithms [31]. To bias the arm
to continue its movement in the direction of the current scan, dp;ns = R X C,
(C is the number of disk cylinders), is subtracted from the seek distance in that
direction. Simulation results show that for lower arrival rates SSTF is best, i.e.,
R = 0, while at higher arrival rates R = 0.2 provides the best performance.

The shortest access (resp. positioning time first - SATF (resp. SPTF) po-
licy processes a request next which will minimize the access (resp. positioning)
time, respectively [53]. When the sizes of transferred blocks are small or requests
have the same size then SATF and SPTF policies yield the same scheduling de-
cisions. We therefore use SATF and SPTF interchangeably. Several simulation
experiments have shown that SPTF outperforms FCFS, SSTF, and SCAN in mi-
nimizing the mean response time [142], [121], [I122]. In what follows we discuss
some variations of SPTF.

The SATF policy is extended in [121], [I22] to allow one class of requests (say
reads) to be processed at a higher priority than another class (say writes). Accor-
ding to the conditional priority - CP-SATF policy, SATF winner read requests
are processed unconditionally, while an SATF winner write request is processed
only if the following relationship holds among service times xzb¢sf, /xbest < ¢
0 <t < 1. Simulation results show that ¢ ~ 0.7 improves the response time of
high priority requests, at the cost of a small reduction in overall throughput.

SATF performance can be improved by applying lookahead [121]], [T22]. Con-
sider the scheduling of the next request after a given request is completed. Let
A be the SATF winner request, whose processing will be followed by request X,
if there are no new arrivals which are even better. Let B be another pending
request such that T > T4, but which can be followed by requests Y such that
T+ aly <Ts+ aTx. Since X or Y may not be processed at all, their service
times are discounted with a factor 0 < o < 1. An SATF policy looking ahead
two requests is denoted SATF-LA2 and its cost is O(n?) versus O(n) for SATF.

Starvation in SATF can be dealt with by artificially reducing the positioning
time of a request according to its waiting time w. For example, an adjusted
positioning time nggusfed = Tpos(1 — w/Wir), where Wy is the “maximum”
waiting time is utilized in [I02]. The difficulty in implementing this method is
selecting the value of W),.
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A sliding window which limits the number of requests considered for SPTF
scheduling is considered in [53]. Four scheduling algorithms are considered in
[53]: (i) Short sighted optimal access time algorithm - OAT, which finds the
optimal allocation for a fixed number of requests. (ii) Sliding window OAT, which
replaces the completed request with a new request. (iii) Short-sighted greedy that
considers the best among n requests. (iv) Fully greedy which considers all of the
requests in the queue. The relative performance of the four methods are 1.84,
1.75, 1.73, and 1.00, which shows the benefit of considering all of the requests in
the queue. Further investigation of the effect of the number of requests considered
for scheduling is reported in [93].

The window-based SPTF or WB-SPTF policy is proposed in [92], so that
only requests within a time window (0,T) of the arrival time of the oldest request
are considered for scheduling. The goal is to improve the standard deviation of
response time, hopefully at the cost of a small sacrifice in its mean value. T is
adjusted according to the load. Trace-driven simulations show that WB-SPTF
outperforms SPTF in overload mode.

A mixed workload consists of requests to continuous and discrete objects.
Continuous data requests have an implicit deadline associated with the delivery
of the next data block, e.g., to ensure glitch-free viewing of streaming (rather
than download) video. In addition to requests to continuous objects (C-requests),
media servers also provide access to discrete objects (D-requests). C-requests
have to meet performance requirements, while discrete requests should be served
with as small a mean response time as possible [9]. One scheduling method
serves C-requests according to SCAN and intervening D-requests according to
either SPTF or OPT(N), where the latter determines the optimal schedule after
enumerating all N! schedules.

The FAir Mlzed-scan ScHeduling - FAMISH method ensures that all C-
requests are served in the current round and that D-requests are served in
FCFS order. More specifically this method constructs the SCAN schedule for
C-requests, but also incorporates the D-requests in FCFS order in the proper
position in the SCAN queue, up to the point where no C-request misses its
deadline. D-requests can also be selected according to SPTF. The relative per-
formance of various methods is studied in [9].

There are two categories of timing guarantees or service levels for I/O re-
quests: deterministic and statistical. The latter is meaningful for variable-bit-rate
- VBR (as opposed to constant-bit-rate - CBR streams), since the required 1/0
bandwidth for VBR varies and provisioning for worst case behavior will degrade
performance inordinately. Scheduling with quality-of-service - QOS guarantees
has been investigated in greater depth in networking than in disk subsystems.
According to [I36] this requires: (i) controlling and limiting the allocation of
resources for different levels; (ii) scheduling of resources to meet performance
goals; (iii) determining system design and its parameters; (iv) investigating the
tradeoffs between statistical and deterministic guarantees on throughput.

A two level queueing model first proposed in [I03] and adopted in [I36] for
supporting multiple QOS levels, where the first level queue acts as a scheduler,
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as well as an admission controller to a pool from which requests are scheduled
on disks. Three request categories are considered: (i) periodic requests, e.g., CBR,
or VBR videos, which require service at regular intervals of time (deterministic
or statistical guarantee); (ii) interactive requests, e.g., playing a video game,
which requires a best effort mean response time; (iii) aperiodic requests. e.g., file
transfers, which need a guaranteed minimum level of service or bandwidth.

Anticipatory disk scheduling according to [52] defers the processing of a new
request until it has ascertained that there are no further pending requests in
the area of disk at which the R/W head resides. This is a demonstration of
a non-work-conserving scheduling policy [57], improving performance in some
cases.

4 Single Disk Performance Improvement

The following methods to improve disk performance are discussed in this section:
(1) disk reorganization and defragmentation; (2) log-structured file systems; (3)
active disks and free-block disk scheduling.

File systems attempt to place files on consecutive disk sectors, but this is not
always possible due to dynamic file allocation and deletion. Disk defragmentation
reorganizes data by placing the “fragments” of a file into one contiguous region,
so that the sequential reading of a file can be accomplished with one seek.

One method to improve the disk access efficiency, by minimizing the average
seek distance in accessing the set of files on a disk drive is the organ pipe arran-
gement [141], which places the most popular files on the alternate sides of the
middle disk cylinder in decreasing access order at points 0, £1,+2, . ...

Monitored file access frequencies, which vary over time, can be used to ad-
aptively reorganize the files to approximate an organ pipe organization [I]. The
average seek distance can be reduced further by allocating disk files by taking
into account the frequency with which files are accessed together. Clustering
algorithms utilizing the file access pattern have been proposed for this purpose,
see e.g., [10].

The log-structured file systems - LFS paradigm is useful in an environment
where writes dominate reads, e.g., a system with a large cache, where most
read requests are satisfied by cache accesses and the disks are mainly used for
writing (there is usually a timeout for modified data in the cache to be destaged
onto disk). LFS accumulates modified files in a large cache, which is destaged
to disk in large segments, e.g., the size of a cylinder, to prorate arm positioning
overhead [94]. Space previously allocated to altered files is designated as free
space and a background garbage collection process is used to consolidate half-
empty segments to create almost full and absolutely empty segments for future
destaging.

The write cost in LFS is a (steeply) increasing function of the utilization
of disk capacity (u), which is the fraction of live data in segments (see Figure
3 in [94]) and a crossover point with respect to improved UNIX’s FFS occurs
at u = 0.5. The following segment cleaning policies are investigated: (i) when
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should the segment cleaner be executed? (ii) how many segments should it clean?
(iii) the choice of the segment to be cleaned, (iv) the grouping of live blocks into
segments. The cost benefit in cleaning is defined as ratio of I/O transfer time
and space freed.

Given the high value of disk arm utilization and the fact that each disk is
equipped with a relatively powerful microprocessor with local memory, there
have been recent proposals for freeblock scheduling, which utilizes opportunistic
disk accesses as the arm moves in processing regular requests and of course when
the disk is idle [66].

5 Raid Concepts

The redundant array of inexpensive/independent) disks - RAID paradigm and
five RAID levels were introduced in [86]. RAIDO and RAID6 were added later
[18]. After introducing the RAID paradigm, we discuss two RAID features: data
striping and fault-tolerance. RAID1 or disk mirroring, RAID5 or rotated parity
disk arrays, and RAID6 and related schemes tolerating two disk failures are
discussed in the following three sections.

5.1 Motivation for RAID

The motivation for RAID was to cut costs by replacing SLEDs - single large
expensive disks with an array of inexpensive commodity hard disk drives. There
was an incompatibility issue because SLEDs used in conjunction with mainframe
computers recorded data according to application specific variable length blocks
(multiples of logical record lengths for more efficient storage), while Fized Block
Architecture - FBA disks record data as 512 byte blocks or sectors. The trans-
lation from the I/O commands generated by OS/390 or z/OS to the FBA disks
is carried out by the disk array controller [73].

5.2 Striping

Data access skew or disk load imbalance is a consequence of careless data al-
location, such that a few disks have a high utilization, while most other disks
are almost idle. Even initially desirable allocations may turn into undesirable
allocations due to cyclical variations in the load. The high utilization of the
busy disks results in high response times. Tools taking into account file access
frequencies and the characteristics of heterogeneous disks and the bandwidth of
the associated I/O paths have been developed to determine an initial “optimal”
allocation, but more importantly to improve the allocation based on access fre-
quencies observed in an operational system. Local perturbations to the current
allocation are then usually sufficient [T40].

Striping, which is considered to be a cure to the access skew problem, parti-
tioned large files into striping units, which are allocated in a round-robin manner
at all disks. The stripe units in a row constitute a stripe. The intermixing of stripe
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units from multiple files on a disk results in a balanced disk load. A counter ar-
gument to striping is that without striping the user has direct control over data
allocation, e.g., to ensure that two hot files are not placed on the same disk, but
this is not guaranteed with striping. Parity striping maintains a regular data
layout, but allows enough space on each disk for parity protection [37].

Randomized data allocation is an alternative to striping, which relies on a
precomputed distribution [98]. A comparison of this method with striping in a
multimedia storage server environment is provided.

The sizes of stripe units should be large enough to satisfy the most commonly
occurring accesses, otherwise multiple disks need to be accessed to satisfy one
request. There are the following tradeoffs: (i) In a lightly loaded system the
parallelism afforded by small stripe unit sizes may be beneficial in reducing
response time. This is especially so for accesses to larger blocks, so that the long
transfer time will dominate the synchronization delay. (ii) In a highly loaded
system the positioning time overhead may result in an increase in the mean
overall response time, so that a large stripe unit size is preferable. (iii) Larger
stripe units allow sequential accesses to large files, but disallow parallel accesses.

The optimal stripe unit size in kylobytes (KB) is estimated in [I7] as the
product of a factor (equal to 1/4), the average positioning time (in milliseconds),
data transfer rate (in MB per second), and the degree of concurrency minus one,
plus 0.5 KB.

An approximate analytic model for choosing a global near-optimal striping
unit is presented in [I06]. The data allocation method is based on the concept
of heat and temperature, where heat is the number of accesses to an extent (a
large chunk of data) per unit time. Temperature is the ratio between heat and
extent size [26]. Using queueing terminology temperature is the arrival rate of
requests to a segment and heat is the product of the arrival rate and the time
to transfer the file (proportional to file size), which is in fact the disk utilization
ensuing from the file access.

A greedy algorithm can assign files to the least utilized device. A perfectly
balanced file assignment - PBFA is defined as an assignment where all disk uti-
lizations are approximately equal. The Sort Partition (SP) algorithm proposed
in [62] sorts the files in decreasing order of their (relative) utilizations and as-
signs the files in that order over the disks. In fact disks are selected randomly
and files with the same size and transfer times are assigned to the same disk.
The intuition behind this allocation is that assigning files with equal or relatively
close service times to disks results in a reduction of the second moment of service
time and hence mean waiting time. SP achieves a good approximation to PBFA
when the number of files is large. It can be shown that SP finds the allocation
with minimum response time.

A hybrid partition algorithm is also proposed which deals with adding new
files to an existing allocation. There are the conflicting goals of clustering same
size files and balancing disk utilizations. A heuristic to deal with the problem is
proposed in this paper.
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A dynamic load balancing step called disk cooling uses a greedy policy to
determine the best candidate extent to be moved to attain the highest gain
while minimizing the required data movement [106].

5.3 RAID Fault-Tolerance and Classification

Fault-tolerance for early RAID designs was required due to the lower reliability
of commodity disks replacing SLEDs and that there was an order of magnitude
increase in the number of disks (to maintain the same overall capacity) [86],
[33]. A single parity disk is added in RAID3 and RAID4 and it provides error
correction capability, since the identity of the failed disk is known. RAID3 and
RAID4 are different in that RAIDS3 is used for parallel processing, so that all disk
drives are accessed concurrently to process a single request, while RAID4 utilizes
a larger stripe unit than RAID3 and the disks may be accessed independently.

RAID5 alleviates a weakness of RAID4, which is due to the fact that the pa-
rity disk is a potential bottleneck for write-intensive applications. This is because
updating data on any disk requires the updating of the corresponding block on
the parity disk. RAID5 rotates the parity at the stripe unit level, so that all
disks have the same number of parity blocks [33], [18]. RAID1 or disk mirroring
or shadowing is a degenerate case of RAID4 with one disk protecting the other.

The practice of using parity to protect against single disk failures continues,
although the previous dichotomy of SLEDs versus inexpensive commodity disks
has disappeared, since all disks have the same form factor and capacity. The
advantage of parity protection is as follows: (i) there is no data loss when a disk
failure occurs and the system continues its operation by recreating requested
blocks on demand, although performance is degraded, (ii) the system can auto-
matically rebuild the contents of the failed disk on a spare disk. A hot spare is
required, since most systems do not allow hot swapping, replacing a broken disk
with a spare, while the system is running.

6 RAID1 or Mirrored Disks

We first categorize mirrored disk systems according to their queueing structure,
as independent and shared disk systems. We also discuss request routing me-
thods in the former case, We next consider a shared queue, part of which is
nonvolatile RAM - NVRAM (also called nonvolatile storage - NVS) and discuss
the prioritized processing of read requests with respect to writes to improve
their performance. Finally, we discuss different RAID1 configurations from the
viewpoint of their reliability and load balancedness, while operating in degraded
mode.

6.1 Independent versus Shared Queue Configuration

Mirrored disks have two configurations as far as their queueing structure is con-
cerned [125]: (i) Independent Queues - IQ): Read requests are immediately routed
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to one of the disks according to some routing policy, while write requests are sent
to both disks. (ii) Shared Queue - SQ: Read requests are held in this queue, so
that there are more opportunities for improving performance. Many variations
are possible, e.g., deferred forwarding of requests from the shared queue (at the
router) to independent queues.

Request routing with 1QQ can be classified as static and dynamic. Examples of
static routing are uniform or random versus round-robin or cyclic routing. Both
methods halve the arrival rate to individual disks, but cyclic routing improves
performance by making interarrival times “more regular” [125].

Improved routing is possible if the router can determine other request attri-
butes, e.g., the address of the data block being accessed, so that a read request
can be routed to the disk providing the shortest positioning time, but this would
be only possible if the detailed disk layout and the current position of the arm
is known to the router. An approximation to SSTF can be implemented based
on the block numbers, i.e., send a new request to the disk with the closer block
number. Request attributes can be used in affinity-based routing, so that one
disk serves requests to outer disk cylinders, while the other disk serves requests
to inner cylinders, i.e,, cylinders (1,C/2) and (C/2+ 1,C). There will be a load
imbalance with zoning, since outer tracks have a higher capacity than inner
tracks.

A dynamic policy takes advantage of its awareness of the current state of the
systems, e.g., the number of requests at each disk, so that it can use the Join the
Shortest Queue - JSQ policy. However, this policy does not improve performance
when requests have a high service time variability [135]. Simulation studies have
shown that the routing policy has a negligible effect for random requests, and
that performance is dominated by the local scheduling policy [125].

SQ provide more opportunities for improving performance than IQ for two
reasons: (i) resource-sharing argument that a single queue for both servers (disks)
is better than independent queues for read requests. [57]. (ii) there are more
requests available for minimizing the positioning time. For example, the SATF
policy with SQ attains a better performance than 1Q, since the shared queue is
approximately twice the length of individual queues [125].

6.2 Improving Global Performance Measures

Schemes to improve RAID1 performance have the common theme of minimizing
the processing required by write requests and giving higher priority to read
requests, so as to improve read response times.

A study concerned with caching write requests in NVS and opportunistically
writing out the modified blocks when the disk arm is already in the vicinity of
the modified block is reported in [T08]. In distorted mirrors scheme there is no
need for NVS. The “secondary disk” stores the data on the “primary disk” in
permuted order, so that data is updated in place on the primary disk, but a write
anywhere policy, which incurs a low positioning time, is used on the secondary
disk [I09]. This method requires the controller to maintain pointers to empty
data blocks on the secondary disk and is only effective for lower disk space
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utilization. Note that only the primary disk is suited for processing multiblock
sequential requests.

In doubly distorted mirrors both disks have master and slave partitions [84].
Distorted and doubly distorted mirrors have a higher space overhead due to
metadata and a more complicated recovery scheme than traditional mirrored
disks. A combination of caching, write through, and write twice schemes is used
in ¢mproved traditional mirrors [85]. Write through is accomplished at low cost
by allocating backup data blocks, whose location can be identified quickly by a
mathematical formula.

One method to improve RAID1 performance is to always have one disk avai-
lable for processing read requests [89]. A period T is defined and the first disk
processes reads during the first phase 7'/2, while the second disk processes writes
and vice-versa. Writes are deferred by being buffered in an NVS cache. Disk up-
dates are carried out more efficiently by sorting them according to disk location
to reduce disk access time. This method works best when reads and updates
require the same processing time (7'/2). However, the amount of time taken for
read and update accesses is not necessarily T//2 and depends on the frequency
of reads and updates and the buffer hit ratio for reads. The assumption that the
processing of reads and updates can be overlapped is a major weakness of this
method.

The performance of the above method can be improved as follows [124]: (i)
eliminating forced idleness by allowing write requests to be processed indivi-
dually; (ii) instead of CSCAN, using SATF or even exhaustive enumeration,
which is feasible for sufficiently small batch sizes, to find an optimal destaging
order; (iii) introducing a threshold for the number of read requests, which when
exceeded, defers the processing of write batches.

6.3 Improved Data Layouts for RAID1

In the basic RAID configuration the load due to read requests on the surviving
disk doubles. This may result in “infinite” disk queues due to disk overload.
Several RAID configurations to balance the load after a disk failure are discussed
below. On the other hand these configurations tend to be less reliable than basic
RAID1, which under the best circumstances does not encounter data loss even
when N/2 disks from a total number of N disks fail.

Interleaved declustering: There are N disks, n clusters, and m = N/n disks
per cluster. The data one each disk in the cluster is distributed evenly over
the remaining disks, so that if one of the m disks in a cluster fails, its load
is distributed evenly over the remaining m — 1 disks.

Chained declustering the data on each disk is replicated on the next disk
(modulo the number of disks N) [49]. This data layout is less susceptible
to data loss, than interleaved declustering, since it takes two consecutive
disk failures for data loss to occur. Consider four disks with primary and
secondary allocations: (A,D’), (B,A’), (C,B’), (D,C’). A balanced disk load
after a disk failure is achievable for read-only requests. Consider the original
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loads a, b, ¢, and d to A, B, C, and D, which are assumed to be equal. A
balanced allocation after the failure of the second disk is (a,d/3), (¢/3,b),
(2d/3,2¢/3), so that the loads on surviving disks increase equally (by 1/3).

Group rotate declustering: This method combines mirroring with chained
declustering [20]]. Data on N/2 primary disks is striped and the stripes are
duplicated in a rotated manner on an equal number of secondary disks. This
layout is less reliable than basic mirroring, since only one failure per group
will result in data loss.

7 RAID5 Disk Arrays

We describe the operation of a RAID5 system in normal, degraded, and rebuild
modes with emphasis on the scheduling of disk requests.

7.1 RAID5 Operation in Normal Mode

The updating of a single data block in RAID5 requires the updating of the
corresponding parity block, so that when the old data and parity blocks are not
cached four disk accesses are required, hence the term small write penalty. This
penalty can be reduced by using read-modify-writes - RMW accesses, so that
extra seeks are eliminated.

Modified data blocks can be first written onto a duplexed NVRAM cache,
which has the same reliability level as disks [68]. Destaging of modified blocks
and the updating of associated parity blocks can be deferred and carried out
at a lower priority than reads. Destaging is initiated when NVRAM utilization
exceeds a certain high-mark and it is stopped when it reaches a low-mark [127].
An alternative method based on the rate at which the cache is getting filled is
proposed in [I33] and shown to be an improvement over the previous method
using a trace-driven simulation study.

The small write penalty can be alleviated by carrying out full-stripe writes,
by first caching modified files in the cache. Because of its similarity to LFS
[94], this scheme is referred to as the log-structured array - LSA [10]). LSA was
implemented in StorageTek’s Iceberg disk array [18], which is also a RAID6 disk
array, so that both parities are computed efficiently. One advantage of LSA, and
also LFS, is that data can be compressed, since it is not being written in place.
There are many interesting issues associated with the selection of the stripes to
be garbage collected, which are beyond the scope of this discussion.

7.2 RAIDS5 Operation in Degraded Mode

A RAIDS5 disk array can continue operation in degraded mode with one failed
disk. since blocks on the failed disks can be reconstructed on demand by acces-
sing all of the corresponding blocks on surviving disks, according to a fork-join
request, and XORing them to recreate the block. The time taken by a fork-join
request is the maximum of the completion times of requests at surviving disks.
As far as writes are concerned, if the disk at which the parity block resides is
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broken, then we simply write the data block, but if the data block is not avai-
lable, then we read all of the corresponding data blocks on surviving disks and
XOR them with the new data block to compute and write the parity.

Since each surviving disk has to process its own requests, in addition to the
fork-join requests, we have a doubling of disk loads when all requests are reads.
If all disk requests are read requests then the disk utilization would have to be
below 50% in normal mode so that the system does not saturate in degraded
mode.

The clustered RAID or parity declustering organization is proposed in [77]
to reduce the increase in disk load in degraded mode. This is accomplished by
selecting the parity group size to be smaller than the number of disks, so that
a less intrusive reconstruction is possible. Balanced Incomplete Block Designs -
BIBDs have been proposed to balance the disk load due to parity updates on
finite capacity disks [81], [47]. BIBD layouts are available for certain parameters
only [43] and nearly random permutations is a more flexible approach [72].

Properties for ideal layouts are given in [47]: (i) Single failure correcting: the
stripe units of the same stripe are mapped to different disks. (ii) Balanced load
due to parity updates: all disks have the same number of parity stripes mapped
onto them. (iii) Balanced load in failed mode: the reconstruction workload should
be balanced across all disks. (iv) Large write optimization: each stripe should
contain n — 1 contiguous stripe units, where n is the parity group size. (v)
Maximal read parallelism: reading n < N disk blocks entails in accessing n disks.
(vi) Efficient mapping: the function that maps physical to logical addresses is
easily computable. The Permutation Development Data Layout - PDDL is a
mapping function described in [101], which has excellent properties and good
performance in light load (like the PRIME data layout [3]) and heavy load (like
the DATUM data layout [2]).

7.3 RAIDS5 Operation in Rebuild Mode

In addition to performance degradation, a RAIDS system operating in degraded
mode is vulnerable to data loss if a second disk failure occurs. If a hot spare is
provided, the rebuild process is initiated immediately after a disk fails. Instead
of wasting the bandwidth of the hot spare, which does not contribute to disk
performance, the distributed sparing scheme distributes a capacity equivalent to
the spare disk as spare areas uniformly over N +2 disks [II8]. On the other hand
the hot spare can be shared among several arrays. The parity sparing method
utilizes two parity groups, one with N +1 and the other with N’ +1 disks, which
are combined to form a single group with N + N’ + 1 disks after one disk fails
[i6).

The two performance metrics in rebuild processing are the mean response
times of application-generated read requests when rebuild is in progress and
rebuild time. Read redirection can be used to improve performance as rebuild
progresses in RAID5 [77]. This amounts to reading reconstructed data from the
spare disk, rather than invoking a fork-join request. Piggybacking is another
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option, where a block which was reconstructed on demand is also written on the
spare disk [77].

Rebuild methods are classified into two categories in [47]. 1- Disk-oriented
rebuild: This scheme reads successive rebuild units from a surviving disks when
the disk becomes idle. When all the corresponding rebuild units (say disk tracks)
have been read, they are XORed to obtain the track on the failed disk, which
is then written onto a spare disk. The performance of this method, when user
requests are given a higher priority than rebuild requests, is studied via simu-
lation in [47] and analytically in [IT4], [118] using a vacationing server model.
2-Stripe-oriented rebuild: This scheme synchronizes at the level of the rebuild
unit, i.e., the next set of rebuild units are read only after the previous one is
written to disk. The performance of these method is evaluated via simulation in
[47] and the first method is shown to outperform the latter method,

Rebuild requests are best processed at a lower priority than user requests, es-
pecially read requests, e.g., processed when there are no remaining user requests
and the disk is idle. This corresponds to the vacationing server model - VSM in
queueing theory [I12], which is utilized in the analysis reported in [114], [118].
Using the framework of the M/G/1 queueing model the mean waiting time of
user requests is Wy sy = Whyy/q/1 + 7, where 7 is the mean residual service time
of rebuild requests. This implies that Wy s increases with the size of the rebuild
unit. A larger rebuild unit, e.g., several successive tracks, reduces the positioning
time overhead, but the same effect is achieved when multiple consecutive tracks
are read because the disk is idle.

The permanent customer rebuild model introduced in [72] is motivated by the
queueing system with the same name [I3]. The processing of rebuild requests at
the same priority as user requests, degrades the response times of user requests.
On the other hand prioritizing the processing of user requests is expected to
result in a reduction in rebuild time, but the reverse seems to be true. This is
because unless the disk utilization is very low few tracks are read one after the
other, so that the positioning overhead is higher [120].

8 Two Disk Failure Tolerant — 2DFT Disk Arrays

RAID5 disk arrays are susceptible to failure until rebuild processing is completed.
2DFTs can be constructed at the cost of the capacity of one disk drive (in
addition to that of RAID5), which is a small cost to pay given rapid increases
in disk capacities.

The performance of 2DFTs is impacted more than RAID5 (a 1DFT) in that
the updating of each block requires the updating of two check blocks, rather
than just one. Three representative 2DFTs are considered in [44] and their per-
formance is compared against each other and also RAIDO and RAID5 (with the
same number of disks).
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8.1 RAIDG6 Overview and Cost of Operation

RAIDG6 uses two check disks to tolerate two disk failures, but more generally a
disk array with n data and k check disks, with data words (d;) and checksum
words (¢;), as shown below

(@1 [da [d [da [T dn for Je2 [ ]ex |

to tolerate k disk failures. If the words are w bits wide then the constraint
2* > n + k applies. Let vector d = (di,ds,...,d,) and ¢ = (c1,ca,...,Ck).
Vector u is a concatenation of vectors d and c, and is computed as u = dG,
where G is a concatenation of two matrices: G = [I|P]: I is an n X n identity
matrix and P is a parity matrix. Matrix G is generated from a Vandermonde
matrix, as shown in [63].

It follows that checksum words ¢; are linear combination of the data words d;,
and the unique weights are specified by G. For a small write, when d’; overwrites
dj, all the checksum words need to be changed: ¢; = ¢; +g;,;(d; — d;), 1 <i < k..
Note similarity to parity updating in RAIDS5, except that instead of one, k check
disks need to be updated. To recover from failures we express the missing data
blocks as a function of check blocks, and since there are k check blocks, up to k
data blocks can be recovered.

RAIDG is a special case which allows two disk failures. The two parities in
this case are referred to as P and Q parities and they are laid out in parallel
diagonals, similarly to RAID5. The operation of RAIDG6 in normal mode is similar
to RAID5 except that two check blocks need to be updated. A data block to be
read from a failed disk can be recreated using one of two surviving check blocks.
When two disks fail, a missing data block can be reconstructed using one of the
two parity blocks. When both failed disks hold data blocks, then to recreate one
of them all the corresponding blocks on surviving disks have to be read and we
need to solve two equations in two unknowns to recreate the missing block.

8.2 The EVENODD Scheme

EVENODD has two desirable features [12]: (i) The coding is based on the XOR
operation, i.e., the same hardware as RAID5. (ii) It utilizes two parity disks to
recreate two failed disks, which is the minimum redundancy possible. EVENODD
organizes data as symbols in an (m — 1) x (m + 2) array, which is referred to as
a segment. The m + 2 columns represents disks, where columns 0 : m — 1 are the
data disks, and column m (resp. m + 1) holds parity P (resp. Q), i.e., horizontal
(resp. diagonal) parities.

The EVENODD scheme works only when m is a prime number [12], but when
the number of data disks is not prime, the number of disks is set to the first larger
prime number, with the contents of the virtual disks set to zeros. Parity P is the
XOR of all the data symbols in the same row, as in RAID5, while Q parities are
computed over similarly marked diagonals in Figure [[] but an additional parity
over the diagonal (0o) is applied to these parities. The implication is that an
update of a block in the diagonal requires the updating of all of the Q parities.
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Fig. 1. EVENODD data layout with m=5.

The P and Q parities are rotated as in RAIDG6 to attain a balanced load as far
as the updating of parities is concerned.

Although updating parity seems prohibitively expensive, especially when dia-
gonal elements are updated, the EVENODD scheme can be made very efficient
by using small symbol sizes [12]. If the minimum block size is 4KB, we can
choose the symbol size to be 4096/(m — 1) so that each column in a segment
constitutes one block. Two suitable prime numbers are: m = 17 and m = 257.
We can vertically stack as many segment as required, to make the stripe unit
as large as desired. The disk access pattern of EVENODD is exactly the same
as RAIDG, so that their performance is indistinguishable from the viewpoint of
disk accesses. Of course, internally, different computations are required [12].

8.3 The RM2 Scheme

The RM2 2DFT scheme is defined as follows [87]: “Given a redundancy ratio p
and the number of disks N, construct N parity groups each of which consists
of 2(M — 1) data blocks and one parity block such that each data block should
be included in two groups, where M = 1/p.” Each disk contains one parity and
M — 1 data units in a segment, a repeating pattern, so that the parity stripe
units are distributed evenly. An algorithmic solution to this problem is based
on an N X N redundancy matriz - RM, which will be not discussed here for the
sake of brevity.

An RM2 data layout is constructed as follows: (i) select the target redundancy
ratio p and set M = 1/p, (ii) select the total number of disks N that satisfy:
N >3M—-2if Nisoddor N > 4M —5 if N is even. The next two steps specified
in [87] deal with the layout of data and parity blocks using the RM2 matrix.
Note that the inequalities imply that p = 1/M > 3/(N + 2), which means that
RM2 has a higher redundancy ratio than RAID6, which is always 2/N.

For example, given p =1/3 and M = 1/p = 3, N = 7 is the smallest number
satisfying the inequalities. Given the seven disks Dy, D1, ..., Dg, the parity stripe
units laid out on the first row are Fy, Py, ..., Ps, row two holds data blocks: Dy 3,
D34, Dy, Ds g, Do, Do,1, D12 and the third row: Dy 4, D25, D36, D40, D5 1,
Dg 2, Dy 3, where D; ; means that the stripe unit is protected by P; and P;. Note
that each data block is protected by two parity blocks.

In normal mode the cost of reads and writes is similar to RAID6, With one
failed disk when the required data block is not available, it can be reconstructed
easily using one of the parities, while if a parity block is not available its update
can be ignored. When there are two disk failures and the required data block is
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not available, then we need a recovery path and the number of steps varies from
1 to 2M — 2. In fact 2.4 disk accesses are required per surviving disk for N = 7,
M = 3.

9 Performance Evaluation Studies

We first review performance studies of single disk systems, followed by RAID1,
RAID5, and RAIDG6 systems.

9.1 Single Disk Performance

Disk simulation studies can be classified into random-number-driven and trace-
driven. A trace-driven simulation study concludes that an extremely detailed
model is required to achieve high accuracy in estimating disk performance [96].
The main difficulty in estimating disk performance is modeling the effect of the
onboard disk cache, since the prefetching and cache replacement policies are not
published. DBMSs and OS I/O routines also initiate prefetching for sequential
accesses. This is less of a problem when dealing with random disk accesses, which
are generated by OLTP applications.

Some other disk parameters, such as the seek time characteristic, which is
required for building a disk simulator are not necessarily available in disk ma-
nuals. The DIXTRAC tool automates the extraction of disk parameters [100],
and makes them available at [30]. These parameters are used by the DiskSim
simulation tool [14].

An I/0 trace, in addition to being used in trace-driven simulations, can be
analyzed to characterize the I/O workload, which is then used in a random-
number driven simulation study. The analysis of an I/O trace for an OLTP
environment showed that 96% of requests are to 4 KB blocks and 4% to 24 KB
blocks [90]. Other notable disk I/O characterization studies are [50], [51], where
the second study is concerned with I/O requests at the logical level.

The analysis of a single disk is quite complicated for anything other than
a FCFS policy under favorable assumptions, e.g., an M/G/1 queueing model.
Zoning introduces complications, which are dealt with in [I18]. A review of ana-
lytic studies of disk scheduling policies is reported in [25], but most of these
studies make unrealistic assumptions to make the analysis tractable. For exam-
ple, the analysis of the SCAN policy in [24] assumes: (i) Poisson arrivals to each
cylinder; (ii) the disk arm seeks cylinder-to-cylinder, even visiting cylinders not
holding any requests; (iii) satisfying a request takes the same time at all cy-
linders. Clearly this analysis cannot be used to predict the performance of the
SCAN policy in a realistic environment.

Most early analytic and simulation studies were concerned with the relative
performance of various disk scheduling methods, e.g., SSTF has a better perfor-
mance than FCFS, at high arrival rates SCAN outperforms SSTF [25]. Other
studies propose a new scheduling policy and carry out a simulation study to
evaluate its performance with respect to standard policies [31], [T02]. Two more
recent simulation studies of disk scheduling methods, which also review previous
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work are [142], [121], [I22]. There are few analytical studies which take into
account the track buffer and the effect of readahead into it [107].

Scheduling policies for a mixed workload consisting of discrete or D-requests
and continuous or C-requests is reported in [9]. D-requests access small data
blocks, which are located between large datasets accessed by C-requests. C-
requests originate from a finite number of sources and read successive blocks of
video blocks using a SCAN or C-SCAN policy. while D-requests are processed
according to SPTF. There are two performance metrics: the mean response time
of D-requests and the fraction of C-requests that miss a deadline. Scheduling
techniques for hard real-time computing systems seem to be applicable to this
problem [15].

There have been numerous studies of multidisk configurations, where the
delays associated with I/O bus contention are taken into account. Rotational
Positing Sensing - RPS is a technique to detect collisions when two or more
disks connected to a single bus are ready to transmit at the same time, in which
case only one disk is the winner and additional rotations are incurred at the other
disks, which can result in a significant increase in disk response time. There is
also a delay in initiating requests at a disk if the I/O bus is busy. Reconnect
delays are obviated by onboard disk caches, so that RPS delays are no longer an
issue.

9.2 Performance Studies of Mirrored Disks

We first discuss performance studies of mirrored disks dealing with the effect of
scheduling on a local performance measure, such as seek distance, followed by
global performance measures such as response time.

The expected seek distance for read (resp. write) requests with a degree of
replication k is the expected value of the minimum (resp. maximum) of k seeks. A
simple expression can be obtained when disk requests are uniformly distributed.
For read requests S;¢d ~ C/(2k + 1), i.e., C/5 for k = 2 versus C/3 for a single
disk. For writes S} ~ C(1—(2/3)(4/5)...(2k) /(2k+1)) for k disks, e.g., 7C/15
for two disks [I1]. In a continuous domain (0,1) the expected value of the seek
distances for reads and writes is 5/24 and 11/24, respectively [79], [21].

The analysis for reads is optimistic in that it does not take into account the
synchronization effect that writes have on the placement of disk arms, i.e., after
processing the write requests on behalf of a single request at both disks, their
arms are placed at the same cylinder. The effective degree of replication with k
disks is determined via a Markov chain model in [65]. A more detailed Markov
chain model takes into account the shortest seek policy in determining which
disk arm is to be moved [131]. Numerical results for a large number of cylinders
and small k& shows that the expected seek distances are almost indistinguishable
from the results in [65].

A greedy policy to minimize the average seek time in mirrored disks is propo-
sed in [46]. Tt is assumed that disk accesses are independent and that both disk
arms can be positioned autonomously, but only one transfer at a time is possi-
ble. The arm nearer to the target cylinder ¢ in the range [0,1] is chosen for the
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seek, but in addition the other arm jockeys to a desirable position: ¢/3 if ¢t > 1/2
and (2 —t)/3, otherwise. Given independent uniformly distributed requests, the
mean seek distance is 5/36 versus 5/24 without such an optimization.

Latency is a matter of concern if the arms on all disks are synchronized, i.e.,
they seek together for reads. It is suggested in [80] that both arms of mirrored
disks seek to the target cylinder and the data be accessed via the arm with the
lower latency. The mean latency then drops from 1/2 to 1/3 of rotation time.
The latency for writes with data replication is the maximum of the latency
on all disks, i.e., the mean latency to complete a write increases from one-half
of rotation time for one disk to two-thirds of rotation time for two disks. More
generally the latency for read requests is 1/(k+1) and k/(k+1) for writes, when
the degree of replication is &k disks [IT]. Multiple arm disks or data replication
on multiple disks has also been considered for improving performance due to
latency. The arms on one disk are placed 180/n degrees apart or with n disks
their rotation is synchronized so that the arms appear to be 180/n degrees apart
[80].

As far as anticipatory disk arm positioning is concerned, it is best to position
the disk arm at C'/2 in the case of a single non-zoned disk. With mirrored disks
it is best to position one arm at C//4 and another arm at 3C'/4, when all requests
are reads, so that the positioning time is reduced to C'/8 [55]. When the fraction
of write requests is f,, then both arms should be placed at C/2 when f,, > 0.5
and otherwise at 1/2 £ s,p;, where sop = 0.25(1 — 2f,,,)/(1 — fi) [B5].

A method to improve RAID1 performance so that one disk is always available
for processing read requests, which is based on [89] was already discussed in
Section 6.2. A rough performance analysis of the method is provided.

Analytic and simulation studies of various scheduling policies in mirrored
disk systems is provided in [I26]. A distinction is made between single queue
(SQ) and multiple queue (MQ) policies. In the SQ category there are the pri-
mary /secondary (PS) and equitable queueing (EQ) disciplines. The following PS
disciplines are considered: (a) a request is not served until both disks are idle;
(b) a read may proceed as soon as a write is completed. With the EQ disciplines:
(i) reads may execute concurrently, but no concurrency is allowed between reads
and writes; (ii) as in (i) updates are required to wait until both disks are avai-
lable, but a read can start as soon as an update is completed; (iii) this policy is
a modification of (a) with reads started at both disks, when one read is finished
the other read is aborted (no description is provided how this is accomplished).

MQ policies allow updates to proceed although both disks are not idle, which
was not the case with SQ policies. The following scheduling policies are consi-
dered: (1) Reads are sent to the queue for the first and second disk with equal
probabilities. Several variations of policy (1) are considered, one of which rou-
tes reads to the shorter queue. A variation in which reads are initiated at both
disks is considered and in one subvariation a read is aborted as soon as the
corresponding read request completes. (2) In this common queue (CQ) policy
requests are dequeued as soon as a disk is idle, and if one of the disks is busy
the write request will be enqueued locally. The performance of these policies is
determined via simulation as well as Markovian models, which are solved using
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the matrix-geometric method, As would be expected the common queue (CQ)
policy demonstrates the best performance, except at very low utilizations.

Reconstruction in RAID1: Reconstruction policies can be classified into
ordered and greedy in [8]. Ordered rebuild copies the blocks of the surviving disk
onto a spare disk in an ordered manner using a vacationing server model, as in
[I18]. An ordered rebuild policy with a permanent customer model is analyzed
in [71]. A greedy rebuild policy is proposed and analyzed in [8], which rebuilds a
yet to be constructed track closest to the disk arm. It is shown that the greedy
policy has the better performance.

9.3 RAIDS5 Performance

There have been several RAID prototypes, which are partially described in [I§].
Performance (measurement) studies of commercial RAID systems have been
published in conjunction with the recently developed SPC-1 benchmark [IT0].
There is also a great deal interest in evaluating the performance of parallel file
systems by benchmarking [42].

There have been numerous analytical and simulation studies of disk arrays.
Markovian models have been used successfully to investigate the relative per-
formance of variations of RAID5 disk arrays [69]. This analysis utilizes by an
approximation for the mean response time of fork-join requests [78]. The appro-
ximation utilizes an exact formula which has been given for the mean response
time of a 2-way fork-join queueing system with Poisson arrivals (with rate \)
and exponential service times (with rate u), i.e., Rg/'] = (3/2 — p/8)R, where
R = (1/u)/(1 — p) is the mean response time at each one of the two servers
(p = A/p is the utilization factor). Note that RJ*** = 1.5R > Rg/‘].

Several performance evaluation studies of RAID5 systems have been carried
out based on an M/G/1 model. Most notably RAID5 performance is compared
with parity striping [37] in [19] and with mirrored disks in [20]. When the striping
unit is small, a user request results in accesses to multiple disks. Estimating the
mean response time of the resulting fork-join request is carried out by obtaining
the first two moments of response times and using them to approximate the in-
dividual response times with a Coxian distribution. This is because the expected
value of the maximum of N random variables with a Coxian distribution [128§]
can be evaluated easily, since it can be expressed as the sum of exponentials. It
is stated in [78] that the analysis is applicable to the case when there are local
requests at the servers. In fact simulation results have shown that this is not so
and that the mean response time for fork-join requests is higher in the presence
of interfering requests. The analysis in [I9] may overestimate the mean response
time, since the components of fork-join requests are not independent.

A performance analysis of clustered RAID in all three operating modes is
given in [72]. An M/G/1 queueing model is adopted in estimating user response
times. To estimate the response time of fork-join requests the first two moments
of the response times of read requests are obtained used in estimating the two pa-
rameters a and b of the extreme value distribution P[X < x] = exp(—e~ (*=@)/b),
with mean a++b and variance (7wb)2/6, where v ~ 0.577 is Euler’s constant. The
expected value of the maximum of N random variables with this distribution
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is given simply as R = a + b(y + In(N)). As discussed in Section 6.3, the
analysis in [72] utilizes the permanent customer queueing model [13], i.e., there
is one rebuild request at each disk at any time, so that a completed request is
immediately replaced by a new one. No validation results are presented.

An analysis of RAID5 disk arrays in normal, degraded, and rebuild mode
appears in [114] and [T18], where the former (resp. latter) study deals with
RAID5 systems with dedicated (resp. distributed) sparing. The analysis in [114]
and [T18] is presented in a unified manner in [I17], which also reviews other
analytical studies of disk arrays. These analyses consider a disk-oriented rebuild
policy and a vacationing server model is utilized for this purpose [112].

Based on an observation that the distribution of service times and also res-
ponse times for the components of fork-join requests has a coefficient of variation
smaller than one, the response time distribution is approximated by an Erlang
distribution with k stages. The calculation of the maximum of N such random
variables requires the summation of k£ + 1) multinomials, which can be very
costly. The method reported in [36] is therefore used to reduce the computational
cost.

Simulation is used to compare the performance of rebuild strategies, and the
effect of parameters such as the rebuild unit, the size of the rebuild buffer on
performance [120]. The preemption of rebuild requests can be used to improve
disk response time, but this will result in an increase in rebuild time, so that
even more disk requests will encounter an increased response time [116].

The analysis in [58] approximates the service time of disk requests with an
Erlang distribution and utilizes a technique developed in [54] for computing the
distribution of fork-join requests in this case. A limitation of this approach is that
it is only applicable when disk service times can be approximated by an Erlang
distribution. Finally, a general approximation based on interpolation between
light and heavy loads for fork-join queues is developed in [134]. The interarri-
val and service time can follow the exponential, Erlang, and hyperexponential
distributions.

A simulation study of clustered RAID is reported in [47], which compares
the effect of disk-oriented and stripe-oriented rebuild. The former method out-
performs the latter, since the latter synchronizes rebuild processing at the level
of stripe- or rather rebuild- units from all disks, while the former requires more
buffer space. The effect of the rebuild unit on performance is investigated in [48].

An analytic throughput model is reported in [129], which includes a cache
model, a controller model, and a disk model. The model is validated against
a state of the art disk array, showing a 15% prediction error on the average.
Mean-value analysis [59] is applied to evaluating the performance of a mirrored
disk system, which is then validated against measurement results [132].

A simulation study investigating the performance of a heterogeneous RAID1
system: MEMS-based storage backed-up my a magnetic disk is reported in [T30].
Specialized simulation and analytic tools have been developed to evaluate the
performance of MEMS-based storage [41].

A comprehensive trace-driven simulation study of a cached RAID5 design
is reported in [127], The Pantheon simulator was developed at HP Labs [138]
for simulating disk arrays and was used in the evaluation of AutoRAID [I37].
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RAIDframe is a simulation as well as a rapid prototyping tool for RAID disk
arrays [27]. It is superseded by the DiskSim package [14], which in spite of its
ability to model I/O subsystem components (buses, controllers), is more tuned
for detailed modeling of individual disks rather than disk arrays.

The performance of a RAID system tolerating two and more disk failure is
investigated in [2] via simulation. The performance analyses of 2DFT methods
in [44], [45], is an extension of the analyses in [114], [118], but only considers
operation in normal and degraded modes. A queueing model based on M/G/1 is
developed based on cost functions, which are systematically derived for RAID6
and RM2 in normal and degraded modes. The cost function is the sum of the
multiples of the number of simple read, write, and read-modify-requests (for
updating data and parity blocks). As noted earlier EVENODD has the same
performance as RAID6, when the symbol size is small. Another difference is
that a modified extreme value distribution is utilized in estimating the mean
response time of fork-join requests [45].

RM2 operation in degraded mode with two failed disks involves multiple
accesses to related blocks for on demand reconstruction. Due to the difficulty of
obtaining disk access times for such requests, a hybrid approach is used in [44]
i.e., we use simulation to obtain the moments of service time, which are then
used in an M/G/1 queueing model.

10 Conclusions and Recent Developments

In this tutorial we have reviewed scheduling and data allocation methods for
individual disks, RAID1 or mirrored disks, RAID5 rotated parity disk arrays,
and RAID6, EVENODD, and RM2 disk arrays. We have also covered analytic
and simulation methods that can be used to evaluate the performance of disks
and disk arrays.

There are several technologies contending to replace disks. The micro-electro-
mechanical system -MEMS based storage is also nonvolatile and an order of
magnitude faster than disks, but it is currently ten times more expensive [I30].
Magnetic RAM - MRAM has approximately the same speed as DRAM, but is
less costly, stores 100’s MB/chip and is non-volatile [I39].

Storage constitutes 50% of the investment in data centers [35]. More impor-
tantly, the explosion in storage capacity in computer installations has led to a
dramatic increase in the cost of storage management. In 1980 one data admini-
strator managed 10 GB (gigabytes) of data, while in 2000 this number is 1 TB
(terabyte) [40], but given that 5 TB now costs $5000, the cost of administering it
is an order of magnitude higher. Consequently automating storage management
and data allocation has emerged as a very important area [139].

An “iterative storage management loop” called Hyppodrome was recently
proposed at HP Labs [6]: (i) design new system; (ii) implement design; (iii)
analyze workload and go back to (i). Hyppodrome uses Ergastulum to generate
a storage system design [5]. There is an intermediate step for selecting RAID
levels [7], configuring devices, and assigning stores onto devices.
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Storage Area Networks- SANs, which are based on Fibre Channel technology
allow disks and disk array controllers to be attached to the SAN, rather than to
a server. Disk data is accessible directly to the multiple servers attached to the
SAN. Appropriate protocols are required to coordinate accesses to these shared
data. An interesting discussion of algorithmic approaches relevant to storage
networks appears in [97].

NAS embeds the file system into storage and is typically based on Ethernet
[35]. Four typical NAS systems are described in [35]: (i) storage appliances such
as SNAP! from Network Appliance; (ii) NASD - network attached secure devices
[34]); (iii) Petal whose goal is to provide easily expandable storage with a block
interface [60]; (iv) internet SCSI - iSCSI protocol implements the SCST - small
computer system interface protocol on top of TCP/IP [99], [75].

The Storage Networking Industry Association (www.snia.org) among its
other activities has formed the Object-based Storage Devices (OSD) work group,
which is concerned with the creation of self-managed, heterogeneous, shared sto-
rage. This entails moving low-level storage functions to the device itself and
providing the appropriate interface. A recent paper on this topic is [74]

Finally there is increasing interest in constructing information storage sy-
stems, which provide availability, confidentiality, and integrity policies against
failures and even malicious attacks, see e.g., [143].
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